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Veritas Access integration
with NetBackup

This chapter includes the following topics:

= About Veritas Access

= About Veritas Access as a NetBackup client

= About Veritas Access as backup storage for NetBackup

= Use cases for long-term data retention

About Veritas Access

Veritas Access 3340 Appliance is a software-defined, network-attached storage
(NAS) solution for unstructured data.

Veritas Access provides resiliency, multi-protocol access, and data movement to
and from the public and private cloud based on policies. You can reduce your
storage costs by using low-cost disks and by storing infrequently accessed data in
the cloud.

About Veritas Access as a NetBackup client

Veritas Access is integrated with Veritas NetBackup so that a NetBackup
administrator can back up your Veritas Access file systems to NetBackup master
or media servers and retain the data as per your company policy. Once data is
backed up, a storage administrator can delete unwanted data from Veritas Access.
The NetBackup master and media servers that run on separate computers from
Veritas Access are licensed separately from Veritas Access.
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About Veritas Access as backup storage for NetBackup

You configure NetBackup domain information using any one of the following Veritas
Access interfaces:

= CLISH
The Veritas Access CLISH has a dedicated Backup> menu. From the Backup>
menu, register the NetBackup client with the NetBackup domain. Information is
saved in the bp. conf file on Veritas Access.

= GUI
Settings > NetBackup Configuration
See the online Help for how to configure NetBackup using the GUI.

= RESTful APIs
See the Veritas Access RESTful API Guide.

Consolidating storage reduces the administrative overhead of backing up and
restoring many separate file systems. Ciritical file data can be backed up and restored
through the NetBackup client on Veritas Access.

Figure 1-1 Configuration of Veritas Access with NetBackup
Veritas Access NetBackup NetBackup
Cluster Media server Master server
LAN
NetBackup

Client SAN

About Veritas Access as backup storage for
NetBackup

This document describes how Veritas Access fulfills the needs of NetBackup
customers looking for a cost-effective solution for moving away from tape backups,
yet retain the backed-up data for the long term.

NetBackup is an enterprise-class heterogeneous backup and recovery application.
It provides cross-platform backup functionality to a large variety of Windows, UNIX,
and Linux operating systems.

Veritas Access is based on the rock-solid and industry-proven Veritas CFS stack.
It offers an AWS-compatible S3 protocol as object storage for NetBackup.
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Use cases for long-term data retention

Veritas Access is integrated with OpenDedup. OpenDedup is OpenSource software
that lets you deduplicate your data to on-premises or cloud storage. OpenDedup
installs on top of a NetBackup media server or Veritas Access; it performs data
deduplication and stores deduplicated data on Veritas Access over S3.

Figure 1-2 shows how Veritas Access integrates with OpenDedup over S3 to store
NetBackup backup streams as deduplicated data.

Figure 1-2
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Use cases for long-term data retention

The following are the use cases for long-term data retention (LTR) with Veritas
Access 3340 Appliance.

Use Case 1: Veritas Access with CloudCatalyst

= Primary backup data is deduplicated by MSDP and stored on the NetBackup
server.

= The same deduplicated data is moved to the Veritas Access 3340 Appliance
through SLP using CloudCatalyst.
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Use cases for long-term data retention
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Use Case 2: Veritas Access as an S3 connector

= Backup data is stored in non-deduplicated format on the NetBackup server as
primary backup.

= The same primary backup data is moved to Veritas Access 3340 Appliance
through SLP over the Veritas Access S3 protocol.

Or

= Primary backup data is deduplicated by MSDP and stored on the NetBackup
server.

» The deduplicated data is rehydrated and then moved to the Veritas Access 3340
Appliance through SLP over the Veritas Access S3 protocol.
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System requirements

This chapter includes the following topics:

= Supported configurations and versions for NetBackup with CloudCatalyst

Supported configurations and versions for
NetBackup with CloudCatalyst

Table 2-1 Supported versions
Veritas Access Veritas NetBackup servers
7.3.2 8.1 and later
(Linux only)

Download links:

Cloudprovider.xml Version 2.3.1 supports Veritas Access.
https://www.veritas.com/support/en_US/article.000125094
Update the mappings file.

Unix/Linux: http://www.veritas.com/docs/000025759


https://www.veritas.com/support/en_US/article.000125094
http://www.veritas.com/docs/000025759

Configuring Veritas
Access as a cloud storage
server with NetBackup
CloudCatalyst

This chapter includes the following topics:

Benefits of using Veritas Access with NetBackup and CloudCatalyst

Creating an S3 bucket on Veritas Access for storing deduplicated backup data
from NetBackup

Creating a Media Server Deduplication Pool (MSDP) for primary backup using
NetBackup

Configuring Veritas Access as a cloud storage server on NetBackup server

Configuring Veritas Access SSL with NetBackup

Benefits of using Veritas Access with NetBackup
and CloudCatalyst

Low-cost, flexible alternative for long-term data retention.
Eliminate the need for cumbersome, time-consuming tape management.

Cost-effective and resilient solution that is scale-out (linear performance) and
elastic (grow/shrink on demand).



Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst

Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

Creating an S3 bucket on Veritas Access for
storing deduplicated backup data from NetBackup

To create an S3 bucket on Veritas Access for storing deduplicated backup
data from NetBackup

1

Log on to the Veritas Access GUI as the master user using the following URL:
https://Veritas Access Management console IP:14161/.

Create a storage pool for the S3 buckets.

Click NAS Infrastructure in the GUI navigation on the left.

Select the disks that you want to use for the S3 bucket, and click the Add to
Storage Pool button to invoke the wizard for storage pool creation.

Follow the steps in the wizard for creating a new storage pool or adding the
disks to an existing pool.

Click Settings > User Management > Configure Active Directory to configure
AD.

Enter the required information, such as the DNS Domain, DNS Name Servers,
AD Domain, AD Domain Controller, and the AD Admin and Password.

Click Settings > S3 Management to configure and enable the S3 server.

Edit the default parameters that are required for the S3 server, such as the
storage pool name, underlying S3 bucket layout, and the default size of the
bucket.

Click the button in front of S3 Server Status to start the S3 server.
Log out from the GUI, and log in again as an AD user.

Click on the Create keys button to generate the access key and the secret
key for the Veritas Access S3 bucket.

Save the access key and secret key in a safe location, as Veritas Access does
not allow retrieval of keys after initial creation.

Note: Log in using the domainname\\username format.

Log out from the GUI, and log in again as the master user.

13



Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst

Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

10

11

12

Registration of supported public cloud service is optional, and is only required
in case you need to add an AWS cloud as a storage tier. Without this, backups
are stored locally in Veritas Access S3 buckets.

Click Settings > Cloud Storage Registration > Add Cloud Subscription to
register the supported public cloud service.

Enter information for the cloud service provider, name of subscription, access
key, and secret key.

Activate the long-term data retention (LTR) policies.
Click Policies > LTR Policy.

Click Activate for either the LTR On-Premises + Cloud policy or the LTR
On-Premises policy and provide the storage pool when prompted.

Note: Data movement policy to the public cloud is not supported for the
Appliance 1.0 release as the default policy needs to be manually updated.

Provision the NetBackup bucket using the policy.

Under Quick Actions, click Provision Storage. Select S3 Storage for
NetBackup and click Next.

Provide the bucket size, underlying layout of the bucket, the access key, and
the secret key of the Veritas Access S3 server generated as the AD user in
step 6.

If you selected the LTR On-Premises + Cloud policy, add information such
as which data should be moved to the AWS cloud tier, AWS region, cloud tier
type (S3/Glacier), and when the data movement to the cloud should occur.

Monitor the progress of the task under Recent Activity.

Make a note of the scale-out file system name that was used for the bucket
creation.

Click File Systems.

For the scale-out file system that is created, ensure that the S3 Bucket column
displays Yes to indicate that the S3 bucket is enabled.

You may need to wait for some time for this change to be reflected in the GUI.
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Creating a Media Server Deduplication Pool
(MSDP) for primary backup using NetBackup

To create an MSDP disk pool and storage unit (STU) in the NetBackup console

1 Log on to the NetBackup master server from the Java console.
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

2 Select Media Server Deduplication Pool.

W Storege Server Configuration 'Wizand Esfaga-02 windizverntas com =
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

3 Enter the user name, password, and other required details.
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

4  Enter the storage path for MSDP.
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

5 Enter the load balancing options to distribute the workload.
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6 Verify the storage server configuration summary.

B Stocage Server Configuntion Wizsrd @dsqe-02 vondu ventas.com
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

7 Verify that the storage unit is created for MSDP.
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Creating a Media Server Deduplication Pool (MSDP) for primary backup using NetBackup

8 \Verify that the disk pool is create for MSDP.

B Varitas Me

File  Edir Yiew Aqion: Help
e ) (= 0 R Sl i B S ) @ [ i
sfsna- 0 wamdiaveritar.oom daster Servenss M g i panty @ weleme ® Shange Dk Peol@stna-5l v ndivesstasoom |
E P =00 vl i v sl <O (Mailer Servir T =
[t £
Backun, rchive, and Resine = F Cescl
Actiny Monoe CH T T 17 1mEsiae
+ B HesBackup Manapement e 5215150150782 TP p— 1 965 GE
o= [ Rt B S35 01554206 FureE ) sfana- 0 Lysand averitas om L 2£4 GF
Pakciy
7 = S
Sioraga Units
# WG S1orage Unit Croups
gi'l‘f‘-&l! L¥ersie Pricias
SLF Wingos DEEk wolumes:
| volume Mare | Aviissis Spaca | Rew sz Faphcalkan

Catalp
- Hast Froperiies
e ™ anphcalizn

7 5 Wt and Devics Manages

SErVEr Groups
i 30N Chems
% Topoingy
i Disk Panls
e~ . ©radenals
7 B Sarening Manages mes
BE seourity Evems
- E Cerinpa Maragemen
Aqrey: Hanagemendt
o F vk Maragemen
o~ I Bare Metal Restona Managesien
& Lapgng Aszsiam

Pureliskyoume Lon7e GB 23824 GEMonE
: Falreyh
Tatal raw siee 23674 0
Total wvailable space 10072 CE
Targelindl eepali cation Mo
Commee
Disk Valume Senings
High weater marks  Law waker marks
&[0 ]

Maximam 1/ 1k Siresmy
conoument vead and write jabs affect gick perfommange.
Limit B0 streams b prevent disk averlsad

L Lissdn 1/ sEiwams: ner wnlums




Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst | 23

Configuring Veritas Access as a cloud storage server on NetBackup server

Configuring Veritas Access as a cloud storage
server on NetBackup server

To configure Veritas Access cluster as a cloud storage server and create an
OpenStorage Technology (OST) disk pool and storage unit (STU) from the
NetBackup console

1 Log on to the NetBackup master server from the Java console.

2 Select Configure Cloud Storage Servers.
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3 The Welcome to cloud storage server configuration wizard appears. Click
Next.

n[lc.-nd Shor e Server Lo

Waelcome to the Cloud Storage Server Configuration Wizard
This wizard helps you to create a cloud storage server and a disk pool.

¢ The storage server and disk pool you create will enable NetBackup to send
your data te your cloud storage provider.

Note the following points before you configure the doud storage server:

& You must have deployed the security certificate to the media
gsenver in order for the media server to be svailable for cloud
deployment. Click Help or refer to the NetBackup Cloud
Administrators Guide for instructions to deploy the security
certificate.

= You need to provide the credentials to access your cloud
storage atcount when prompted If vou do not have an
account, you can select a clowd storage provider and create
an account wsing the wizard

= |f your existing cloud storage provider is not listed in the
wizard screen, click Help or refer to the NetBackup Cloud
Adminkstrators Guide.

To begin, click Next. For assistanmce, click Help.
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4 Select Veritas Access in the cloud provider list. Click Next.

Ell-uud Storage Server Condigue stion Wierand - et Bsokup@ss s drood | Lenglea verl ss.0om

| Add Storage Server
Select cdoud provider

Storage APl type: All cloud storage provider types -
Cloud storage providers

Type here to search

Rackspace (Swift)
Choud Files

Red Hat Ceph Storage (53
Software-Defined Storage, On-Fremites and in the Cloud

Scality RING - LAN {53}
Scalty 53 OnPremeses Object & Cloud storage, oplimized for LAN

Scality RING - WAN (53
Scalty 53 Multi-Cloud storage. optimaed for multi-ste

StorReduce (S3)
Dedupbcate Cloud Storage

SUSE Enterprise Storage (S3)
Software-defined Storage Solution

Swilt Stack (S3)
SwitStack S3 Object Storage

Swilt Stack (Swift)
SwiftStack Swift Object Storage

Telefonica (S3)
Telefonica Cloud Storage

Veritas Access (S3)
Veritas Access Scale-out software-defined storage

To continue, click Next.

< Back Cancel Help
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5 On the Add storage server form, click on Add Cloud Storage.

nl.buud Storage Server Conliguration Wieard - MetBadckop@s scdmod 1 3. engla.veril &5.06m

| Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incuding the NetBackup CloudStore Service
Container (nhcssc).

Cloud storage provider - Veritas Access

Service hgst: -

Storage server name: =

Add Cloud Storage

Media sarver name: o jacsinedl 3. engba.veritas.com -

Deduplication

Enable NetBackup CloudCatalyst

Local cache directary:

Access details for Veritas Access account

Access key ID:

Secret access key:

i If you do not have Veritas Access account
Create an account with Vertas Access.

To continue, click Next.

< Back Mex Cancel Help

6 Inthe Add cloud storage wizard, enter the required information.
» Service host: s3.<veritas_access_cluster name>
» HTTP port: 8143
= Https Port: 8143

= Storage server Name: Any string or any auto-generated name.
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For example, my-s3.<veritas_access_cluster_name>

Click Ok.

ur. loud Storage Server Conliguration Wirard - MetBackup@sclac shsd | Lengba, veril as.0om

Add Storage Server
Select a media server and provide coud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
~ and NetBackup must be running including the NetBackup CloudStore Service
4 : Container (nbcssc).

Cloud storage provider - Veritas Access

Sarwira hnok: [

nﬂ.d:! Choasd Storsge@sclecsinod | 3engha verit as.com
-
| General Settings Region Settings | i
Storage
Provider type: Veritas Access
Service host: 3, 8Cc asscluiston :
-

Service endpoint:

HITP port: 0143

HTTES part: al43

Storage server name: .m;r-‘sJ accassclustar

Endpaoint gccess style: [Path Style - rowse...

TTEE T S COUT W VRS ALCUEs,

Advanced Selting:

To continue, click Next.
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7 Select Media server from the Media server name drop-down box. Select the
Enable NetBackup CloudCatalyst check box if you want to store the
deduplicated MSDP backup data on Veritas Access’s ObjectAccess bucket.
Specify the path of local cache directory for CloudCatalyst. Enter the access
key and secret key using which the bucket is created on Veritas Access. For
SSL-related settings, click on Advance Setting.

u Clousd Storage Server Configuration Wizard - SetBacloopd@sclscelnod 1 3 enghavert as.com

Add Storage Server

Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incduding the NetBackup CloudStore Service
Container {(nbcssc).

Cloud storage provider - Veritas Access

Service host: 53 accesscluster

atorage server name: \;my.c3 accesscluster

Add Cloud Storage

Media sarver name: | acsinudl 3. engba.veritas.com -

cation
» Enable NetBackup CloudCatalbyst

ocal cache directory: [ESFsy

]

Browse...

Access details for Veritas Access account

Access key ID: N ZNTgyZ GMLMOZEYTZ
Secret access key: S

_'.'} if you do not have Vertas Access account
Create an account with Veritas Access.

fdvanced Settings

To continue, click Next.

= Back Hext = Cancel Help
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8 If the Veritas Access ObjectAccess server is configured with No SSL, then
clear the Use SSL check box and click Ok.

LY cloud Storage Server Configuration Wizard - NetBackup@sclacsinood ] 3. engba. veritas.com

Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incuding the NetBackup CloudStore Senvice
Container {(nbcssc).

Cloud storage provider - Veritas Access

Service hgst: [$3.accesscluster -
n Adly snced Server Conbigurstion@eclacsined 1 3engbaverit as.com
-
General Settings | Proxy Settings —
— Cloud Storage
L] Use S5L
Authentication Onlby

® Data Transfer
HTTP Headears:

Haracher Vialue

. Browse... .

Ok . Cancel ] [ Help

L Create an account with Ventas Access.

Advanced Settings

To continue, clck Next.

= Back _ Cancel 1! Help
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9 Click Next

ullml-d Storage Server Conligur stion ‘Wirard - setlackup@eclsc sirued L 3 enghavent as.com

Add Storage Server
Select a media server and provide cloud storage service credantials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incduding the NetBackup CloudStore Sendce
Container (nbcssc).

Cloud storage provider - Veritas Access

Service host: sdaccesscuster -

Storage server name: my-53 accosscluster —

Add Cloud Storage

Media server name:  |sdacsinedl3.engba.veritas. com -

Daeduplication
¥ Enablée NetBackup CloudCatalyst

Local cache directory: |gcFsy

Hrowse...

Access detalls for Veritas Access account

Access key ID: N2 NTgyZ GMLMDZRYTZ

Secret access key: T

A If you do not have Veritas Access account
Create an account with Veritas Access,

Advanced Settings

To continue, click Next.

= Back Cancel Help
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10 On the Specify Deduplication setting form, click Next

nl: loud Storage Server Condiguration Wizard - NetBackup@cclsc slned L 3 engbavent as omm

Add Storage Server
Specify deduplication settings

Not&: MSDP compression is used when deduplication is enabled

Encryption
Encrypt data using AES-2596 before writing to doud storage

© Thiz will configure storage server with type PureDisk_wtas-atcess_rawd

To continue, click Next.

= Back Cancel Help

11 Messages related to setting the encryption appear. Click Yes.
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12 Review the Cloud storage server summary and click Next.

ul loud Storage Server Condiguration Wizard - NetBackop@sclac shod | Lengba, vernit as com

| Cloud Storage Server Configuration Summary
Vaerily specifications

Revdew the fo lowing storage server summany. If information it incormect. click
the Back button and comect your specifications

Storage Server name: Myl accasschuster
Media server mame: sclacsined] 3. engba. veritas.cg
Access key ID: NUZNTEYyZGMIMDZkY TS
Encryption enabled: ho
NetBackup CloudCatalyst enabled: L H]
Local cache directory: JESFS/
Storage server Lype: PureDisk_vias-access_rawd
|
[ k|

Click 'Mext’ to start the configuration.

= Back Cancel Help
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13 Check the status of the tasks in the storage server creation process. Click Next

ul loud Storage Server Conliguration Wirard - NetBackop@scdscsdnod 1 3. engha. vert ss.com

| Storage Server Creation Status
Monitor storage sernver creation

Monitor the status of the tasks in the storage server creation process.

Status Performing tasks. Details
"  Creating storage serser ry-s 3. accesscluster
~("' Adding credentials for sarver sclacsinadl 3.en.
-f' Setting ESFS name and Local cache directory

14 Verify that the storage server is successfully created and click Next.
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15 The Volume selection to use in disk pool form lists all the buckets that are
created by a user on the Veritas Access cluster as a volume. If the bucket is
not created from Veritas Access, then click on Add volume and specify the
bucket name. After bucket creation, the bucket is listed as a volume. Select a
bucket and click Next.

EDIiI\r. Pool Configuration Wizard@®sclacsinsd 1 3.engba.verit as.com
Volume Selection
Select volumes to use in the disk pool.

Storage server type: PureDisk vtas-access rawd

Select storage server volumes to add to the disk pool.

Raw Size Replication | Region
None Default
None Default

Add new volume on the selected storage server{s)| Add New Volume

Disk Pool Size
Total available space: -

Total raw size:

@ Before selecting a volume, you must validate if it is shared among the
storage servers.

Jack Cancel Help




Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst | 35
Configuring Veritas Access as a cloud storage server on NetBackup server

16 In the Additional disk pool information form, enter the disk pool name and
click Next.

E[mlr. Pool Configuration Wizard@sclacsinxdl 3.engba.veritas.com

Additional Disk Pool Information
Provide additional disk pool information.

Storage server type: PureDisk vias-access rawd

Disk Pool Size
Total available space: -
Total raw size: -

Disk Pool name sccessbkt_pool

Comments: |-

L]

High water mark: %

Low water mark: R

€@ The High water mark and Low water mark values are not applicable for
this disk group.

Maximum /O Streams

@) Concurrent read and write jobs affect disk performance.

Limit I/O streams to prevent disk overload.

Limit I/O streams: per volume

< Back I MNext = I Cancel . Help
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17 Review the disk pool configuration summary and click Next.

EDL;I-: Pool Configuration Wizard@sclacsinxdl 3.engba.veritas.com
Disk Pool Configuration Summary
Verify the disk pool configuration.

Review the disk pool configuration summary. You can change the
configuration, if required.

'Sturage Server: my-53. accesscluster
Storage server typa: PureDisk_vtas-access rawd
Volumes: testapphbkt

Disk Pool Details:

Disk Pool name: accessbkt_pool

High water mark:

Low water mark:
Maximum 10 Streams: Unlimited
Comments:

= Back Cancel || Help

36
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18 In the Disk pool creation status form, verify that the disk pool is created
successfully. Make sure that the Create storage unit using disk pool which
you have just created check box is selected.

ulﬁrlsk Pool Configuration 'Wizard@sclacsinkd 1 3.engba.veritas.com

Disk Pool Configuration Status
Perform disk pool creation task.

Status Performing tasks... |
-/ MetBackup Disk Fool created

Disk pool "accessbkt_pool” is successfully created.

¥ Create a storage unit using the disk pool that you have just created

Click ‘Close’ to complete the disk pool configu se the wizard.

Back Next > | Close | Help
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19 In the Storage unit creation wizard, enter the storage unit name. Click Only
use selected media servers. Select the media server in the list and click Next.

E Disk Pool Configur ation Wizard@sclacsineed 1 3.engba.veritas.com

Storage Unit Creation
Enter details to create storage unit.

Disk pool: accessbkt pool

Storage server type: PureDisk vtas-access rawd

Storage unit name: accessbkt_pool-stu

Media Server

Use any available media server to transport data

® Only use the selected media servers:

Media Servers
[ sclacsinxdl 3.engba.veritas.com

]

Maximum concurrent jobs: 1

Maximum fragment size: [51200 Megabytes
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20 Verify that the disk pool creation wizard is completed successfully. Click Finish.

E[:n.sl: Pool Configuration Wizard@scdacsinkd 1 3.engba.veritas.com
Finished.

You have successfully completed the NetBackup Disk Pool
Configuration Wizard.

You may view or change the current configuration settings within
Device Management or Storage Unit Management.
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Configuring Veritas Access SSL with NetBackup

Configuring Veritas Access SSL with NetBackup

To configure Veritas Access SSL with NetBackup

1 Enable SSL on Veritas Access.

Objectaccess > set ssl_enabled yes

Objectaccess > server stop

Objectaccess > server start
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Go to the bash prompt of the cluster node and copy the following content from
the /shared/ptgwy/cacert.pen file and append it to the
/usr/openv/netbackup/db/cloud/cacert .pem 0On the NetBackup master and
media servers.

MIIDjTCCANWgAwWIBAgIJANFJjuMEASOLRMAOGCSGSIb3DQEBCWUAME0xCzAJBgNV
BAYTA1VTMRMwEQYDVQQIDApDYWxpZm9ybmlhMRAWDGYDVQQOKDAAWZXJpdGEFzMQ8w
DQYDVQQLDAZBY2N1c3MxFjAUBgNVBAMMDXMzLm51dTg3MilhcHAWHhcNMTgwMTAzZ
MTAwODAXWhcNMjEwWMTAYMTAWODAXW)BAMQswCQYDVQQGEwJVUzZETMBEGA1UECAWK
Q2FsaWzvemSpYTEQMA4GALUECgwHVMVyaXRhczEPMAOGALIUECWWGQWN ] ZXNzMRYw
FAYDVQQODDA1zMy5uYnU4NzItYXBwMIIBIjANBgkghkiGO9wOBAQEFAAOCAQ8AMIIB
CgKCAQEA1+XkHI9Buzz2KRYsoBbKxOExq2fRDhfTbllplleiMN/lcryvMkguEFkFk
kjuTsi31nuj0Sc5/FimzfnclXyvI9uWABO 7wdxwjKFB1lg0GvxSa/obQ/SMG8fEHL
qY1l/baJKPoz7xvg+QJd/3A12JgLvAli7DEErVuUyNrtjxKnPNIKzzRhBgIM5+HPp
b4Z0OXUnFWUOW4CI1IBVYTBQ5X2wtGx9cLtHbOfFIXTv2SqWUUroGDc2DY1go8j2n
AsTWzk+mJwl2wRCEOOFoB1YhOCNJ1Xk14n4VSKbTUdACMkm6E] S5Yf+AIADLIQONFgV
Sralc5TFMH3UUg5dgBPizCLTMuQz8QIDAQABOIAWT JAABgNVHQ4EFgQUgBpm7gK1l
q/M/3+Y0st8m2EMzulgwHwYDVROjBBgwFoAUgBpm7gK1lg/M/3+Y0st8m2EMzulgw
DAYDVROTBAUWAWEB/zANBgkghkiG9wOBAQsFAAOCAQEACWAQIfXiuJMY/6BGBVAA
dnrRG11l+hczHfbQVeDVI9ApijEe/qiIx8QLLIfDx8MgsdIIHcgfuvSmzAQLzwa+tH
7USIgBfxfEytnKBuAYbYyOfXKJIDUIAaWFjcMOrOP1z+Dv6zf7B65Mv3aKD1rENFT
UgPBphLACAU9CzLidJkoE31z0azZbiys/r24yRR8X/Pugsxy7VESN6WSqzYg0jdSE

1CJIKgLEdJOYcE85NhW8eaCsfqCkxoskTgulNnf4j01MYP5d+4U8uAEc/uLrndD3Rn

Y|
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n7MBOEeciPggqWZQWNL]yQONNZ/F58wlyTtHv48VM1ZXhIJBhjUwFZAEAg43R5n670

Pw==

Restart the NetBackup services on both the master and media server.

# bp.kill all
# bp.start all

Configure the cloud storage server with SSL.



Configuring backup and
restore using NetBackup
policies

This chapter includes the following topics:
= Storage Lifecycle Policies

= Backup and restore

= Running a backup policy manually

= Restoring backed up files

Storage Lifecycle Policies

You can create Storage Lifecycle Policies (SLP).
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To create Storage Lifecycle Policies

1 Click Storage -> Storage Lifecycle Policies on the NetBackup console. Select
New Storage Lifecycle Policy.
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2 Enter a unique policy name for the policy. Click on the Add button.
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Storage Lifecycle Policies

3 Select Operation as Backup, and set the destination pool to the MSDP pool
that was created. Choose the Retention type based on your requirement.
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Storage Lifecycle Policies

4 A new entry for Backup gets added. Click on the Add button again.
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Configuring backup and restore using NetBackup policies
Storage Lifecycle Policies

5 Select Operation as Deduplication and set the destination tier to the OST
storage unit that was created. Choose the Retention type based on your
requirement.
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Backup and restore

operation is for Backup and the second operation is for Duplication.

6 Both entries for SLP appear in the Storage Lifecycle Policy tab. The first
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Backup and restore

After you complete the configurations, perform the following steps for backup and

restore.
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Policy creation

To create policies

1 Right-click on Policies within the NetBackup console and click on New Policy.
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2  Provide the following information for policy creation.

= Policy name

= From the Attributes tab, select the appropriate storage unit under Policy
storage.
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Backup and restore

3 Under Policy storage, enter the name of the Storage Lifecycle Policy that
was created.

See “Storage Lifecycle Policies” on page 43.
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4 Enter the attribute information as per your requirement.

Backup and restore
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5 Under the Schedule tab, enter the name of the schedule. For example,

fullbackup.
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Backup and restore

6 Enter the client information under the Clients tab.
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7 Select the folders that need to be backed up under Backup Selections.
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Running a backup policy manually

Running a backup policy manually

To run a backup policy manually

1

Once the policy is created, right-click on the name of the policy that you want

to run under Summary of All Policies, and click on Manual Backup.
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2 Select the schedule that you want to use and click OK.
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3 To verify the status of the backup, go to Activity Monitor.
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4  Select the appropriate job from the displayed jobs and click on the Detailed
status tab in the new window to check on the status of the backup.
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5 Once the above backup job is complete, a new duplication job is automatically
triggered.
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6 Click on that job and then select detailed status to check the status of the

duplication job.
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Restoring backed up files

To restore backed up files

1 Create a directory where you want to restore the backed-up files.

2 Go to the Restore Files tab under Backup, Archive, Restore.
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3 Go to the browse directory and select the appropriate files to restore and click
Restore. The backup to be restored can reside either on NetBackup or on
Veritas Access depending on the Storage Lifecycle Policy that is set. Hence,
the restore location changes accordingly.
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Configuring backup and restore using NetBackup policies
Restoring backed up files

4 Enter the location where the files should be restored, and click on the Start

Restore button.
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Veritas

5 To view the progress of the restore operation, click Yes on the Restore Initiated

window.

Configuring backup and restore using NetBackup policies
Restoring backed up files
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6 You can view the progress of the restore operation under the Detailed Status

tab.
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Troubleshooting

This chapter includes the following topics:

Unmounting the SDFS volume before restarting Veritas Access or the NetBackup
media server

Log locations for troubleshooting
Additional resources

Generating Veritas Access S3 server keys using the helper script

Unmounting the SDFS volume before restarting
Veritas Access or the NetBackup media server

Before restarting Veritas Access or the NetBackup media server, create a backup
copy of the SDFS volume and unmount the SDFS volume.

To perform a clean unmount of the SDFS volume

1
2

Create a backup copy of the SDFS volume .xml file in the /etc/sdfs directory.

Unmount the SDFS volume and wait for the jsvc process to exit before
restarting Veritas Access.

In case of OpenDedup on Veritas Access, use the following command to offline
the OpenDedup volume:

# opendedup vol offline <vol name>

Where vol_name is the OpenDepdup volume.
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Log locations for troubleshooting

OpenDedup logs
= /opt/VRTSnas/log/odd.log
= /opt/VRTSnas/log/odd-vcs.log

Veritas Access S3 logs
m /opt/VRTSnas/log/portald.log

m /opt/VRTSnas/log/portald access.log

SDFS logs

SDFS creates its logs under
/var/logs/sdfs/<volume-name>-volume-cfg.xml.log. Errors can be identified
in this log file.

OST plug-in logs

The OpenDedup OST plug-in log can be found in /tmp/1logs/opendedup. log.

NetBackup logs

Pertinent OST-related errors and logging are trapped in the bptm log. NetBackup
logging for bptm can be enabled by creating the bptm logging directory:

mkdir /usr/openv/netbackup/logs/bptm

Veritas Access support debug information upload
command

CLISH> support debuginfo upload path

Additional resources

See the following documentation for more information on Veritas Access,
OpenDedup, and Veritas NetBackup:

n Veritas Access Installation Guide for the supported NetBackup clients and the
OpenDedup ports.

n Veritas Access Troubleshooting Guide for setting the NetBackup client log levels
and debugging options.

s Veritas NetBackup product documentation on the SORT website.

= OpenDedup product documentation on the OpenDedup website.


https://sort.veritas.com/documents
http://opendedup.org/odd/documentation/
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Generating Veritas Access S3 server keys using
the helper script

Create the access and the secret keys using the Veritas Access helper script in
case you do not want to use the Active directory Domain user to create and own
the buckets. This is an alternative way to get the Veritas Access S3 server credential
keys.

= Location of the helper script:
/opt/VRTSnas/scripts/utils/objectaccess/objectaccess client.py

= The Veritas Access helper script can be used from any client system that has
Python installed.

= To run the script, your S3 client needs to have the argparse and requests
Python modules.
If these modules are missing, install both these modules using pip or

easy install.

= Add the ADMIN_URL name in your /etc/hosts file.

where the ADMIN_URL is admin.<cluster_name> and the port is 8144. This url
should point to the Veritas Access management console IP address.

= Create the access and the secret key using the Veritas Access helper script by
providing the user name, password, and ADMIN_URL (check the online Help
of the Veritas Access helper script for all of the provided operations like 1ist
key and delete key).
Create a secret key:

clus 0l:~ # ./objectaccess_client.py --create key

--server admin.clus:8144 --username localuserl --password rootl23

--insecure

UserName : localuserl

AccessKeyId : Y2FkODU2NTU2MjVhYzV

Status : Active

SecretAccessKey : ODk0YzQxMDhkMmRIM2M50TUZzNJIS50WI zMDgyNzY

The <localuser1> is the local user created on both the Veritas Access cluster
nodes with same unique ID.
List a secret key for the specified user:

clus 01:~ # ./objectaccess_client.py --list key --server

admin.clus:8144 --username localuser2 --password rootl23 --insecure

Delete a secret key for the specified user:
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clus 0l1:~ # ./objectaccess_client.py --delete key
ZTkyNDdjZTViM2EyMWZ --server admin.clus:8144 --username localuser2

--password rootl23 --insecure

If the object server is enabled without the ss1. option, you need to add the

--insecure option.

clus_01 ~# ./objectaccess_client.py --server

admin.clus:8144 --username <uname> --create_key --insecure
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