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Veritas Access integration
with NetBackup

This chapter includes the following topics:

= About Veritas Access

= About Veritas Access as a NetBackup client

= About Veritas Access as backup storage for NetBackup
= Use cases for long-term data retention

» Benefits of using Veritas Access with NetBackup and OpenDedup/CloudCatalyst

About Veritas Access

Veritas Access is a software-defined scale-out network-attached storage (NAS)
solution for unstructured data that works on commodity hardware. Veritas Access
provides resiliency, multi-protocol access, and data movement to and from the
public and private cloud based on policies. You can reduce your storage costs by
using low-cost disks and by storing infrequently accessed data in the cloud.

About Veritas Access as a NetBackup client

Veritas Access is integrated with Veritas NetBackup so that a NetBackup
administrator can back up your Veritas Access file systems to NetBackup master
or media servers and retain the data as per your company policy. Once data is
backed up, a storage administrator can delete unwanted data from Veritas Access.
The NetBackup master and media servers that run on separate computers from
Veritas Access are licensed separately from Veritas Access.
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About Veritas Access as a NetBackup client

You configure NetBackup domain information using any one of the following Veritas
Access interfaces:

= CLISH
The Veritas Access CLISH has a dedicated Backup> menu. From the Backup>
menu, register the NetBackup client with the NetBackup domain. Information is
saved in the bp. conf file on Veritas Access.

= GUI
Settings > NetBackup Configuration
See the online Help for how to configure NetBackup using the GUI.

= RESTful APIs
See the Veritas Access RESTful API Guide.

Consolidating storage reduces the administrative overhead of backing up and
restoring many separate file systems. Ciritical file data can be backed up and restored
through the NetBackup client on Veritas Access.

Figure 1-1 Backing up Veritas Access using NetBackup

Veritas Access !
Cluster Master server Media server

Restore

NetBackup
Client

If Veritas Access is configured with IPv6 addresses, you have to configure IPv6
support for the NetBackup host as well.

Perform the following steps to configure IPv6 support for the NetBackup host :

» Setthe Ip ADDRESS FAMILY option in the NetBackup bp.conf file for the host
to AF_UNSPEC.

# bpsetconfig IP_ADDRESS FAMILY = AF_UNSPEC

= You can view the current setting by executing the bpgetconfig command.

# bpgetconfig
IP ADDRESS FAMILY = AF UNSPEC

» Restart the services after making this change.
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About Veritas Access as backup storage for NetBackup

About Veritas Access as backup storage for
NetBackup

This document describes how Veritas Access fulfills the needs of NetBackup
customers looking for a cost-effective solution for moving away from tape backups,
yet retain the backed-up data for the long term.

NetBackup is an enterprise-class heterogeneous backup and recovery application.
It provides cross-platform backup functionality to a large variety of Windows, UNIX,
and Linux operating systems.

Veritas Access is based on the rock-solid and industry-proven Veritas CFS stack.
It offers an AWS-compatible S3 protocol as object storage for NetBackup.

Veritas Access is integrated with OpenDedup. OpenDedup is OpenSource software
that lets you deduplicate your data to on-premises or cloud storage. OpenDedup
installs on top of a NetBackup media server or Veritas Access; it performs data
deduplication and stores deduplicated data on Veritas Access over S3.

Use cases for long-term data retention

NetBackup
Client

NetBackup
Master server

Media Server
Deduplication Pool

v

Storage Lifecycle Policy

The following are the use cases for long-term data retention (LTR) with OpenDedup:

Use Case 1: OpenStorage Technology (OST) and OpenDedup hosted on a
NetBackup master and/or media server

= OST and OpenDedup hosted on a NetBackup master and/or media server sends
deduplicated backup data to Veritas Access over the S3 protocol. Veritas Access
can move this data to supported public or private clouds, based on the LTR
policy configured.
See “Use case 1: Backing up deduplicated data (OpenDedup and NetBackup)
using the S3 protocol to Veritas Access” on page 15.

Figure 1-2 OST and OpenDedup hosted on a NetBackup master and/or
media server

NetBackup
Media server Veritas Access Amazon Web Services

Backup Stream

[ | ] u
[ ] Dedup data Deduplicated *
over S3 data
OpenDedup
Amazon Amazon
s3

Glacier
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Use cases for long-term data retention

Use Case 2: OST hosted on a NetBackup master and/or media server

= OST hosted on a NetBackup master and/or media server sends backup data
to OpenDedup hosted on Veritas Access, which deduplicates the data and sends
this data over the S3 protocol to Veritas Access. Veritas Access moves this
deduplicated data to AWS S3 or Glacier.
See “Use case 2: Backing up data (NetBackup) and deduplicating the data
(OpenDedup) on Veritas Access” on page 16.

Figure 1-3 OST hosted on a NetBackup master and/or media server
NetBackup NetBackup
Client Master server Veritas Access Amazon Web Services
: r
Deduplication Pool || [ |
| ] = OpenDedup

Backup data Deduplicated
over http data
’ Amazon Amazon
s3 Glacier

Storage Lifecycle Policy

Use Case 3: Veritas Access with CloudCatalyst

= Primary backup data is deduplicated by MSDP and stored on the NetBackup
server.

= The same deduplicated data is moved to Veritas Access through SLP using
CloudCatalyst.

See “Creating an S3 bucket on Veritas Access for storing deduplicated backup data
from NetBackup” on page 45.

Figure 1-4 Primary backup data deduplicated by MSDP and stored on the
NetBackup server

NetBackup NetBackup
Master/Media server Media server Veritas Access

Backup Stream
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v O
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NetBackup Admin NetBackup Infrastructure Veritas Access Infrastructure Storage Admin

Use Case 4: Veritas Access as an S3 connector
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Benefits of using Veritas Access with NetBackup and OpenDedup/CloudCatalyst

= Backup data is stored in non-deduplicated format on the NetBackup server as
primary backup. The same primary backup data is moved to Veritas Access
through SLP over the Veritas Access S3 protocol.

Or

= Primary backup data is deduplicated by MSDP and stored on the NetBackup
server. The deduplicated data is rehydrated and then moved to Veritas Access
through SLP over the Veritas Access S3 protocol.

See “Configure Veritas Access as a cloud storage server on NetBackup server”

on page 47.

Figure 1-5
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Benefits of using Veritas Access with NetBackup
and OpenDedup/CloudCatalyst

= Low-cost, flexible alternative for long-term data retention.

= Eliminate the need for cumbersome, time-consuming tape management.

= Cost-effective and resilient solution that is scale-out (linear performance) and
elastic (grow/shrink on demand).



System requirements

This chapter includes the following topics:
»  System requirements for OpenDedup installation
= Supported configurations and versions for NetBackup with OpenDedup

= Supported configurations and versions for NetBackup with CloudCatalyst

System requirements for OpenDedup installation

The system requirements for OpenDedup installation are:

= 64GB of base memory + 256MB RAM per TB of unique storage

= 200 MB/s local disk speed

» 2K IOPS of disk (local or attached) for the /opt directory

= 0.2 % of local disk of logical storage

= 0.2% of local disk storage of unique data

Expected performance of the system based on the above parameters:

= 120 MB/s per CPU core



System requirements
Supported configurations and versions for NetBackup with OpenDedup

Supported configurations and versions for
NetBackup with OpenDedup

Table 2-1 Supported versions
OpenDedup | Veritas Veritas NetBackup OST
Access servers
741 741 7.7.3 229
8.0
8.1
8.1.1
(Linux only)

Download links:
Veritas Access: Veritas Access 7.4.1 DVD
OpenDedup:

https://sort.veritas.com/public/patchcentral/Linux/7.4/access/
access-rhel7_x86_64-7.4.1sdfs.tar.gz

OpenStorage Technology (OST):

https://sort.veritas.com/public/patchcentral/Linux/7.4/access/
access-rhel7_x86_64-7.4.1ost.tar.gz

Supported configurations and versions for
NetBackup with CloudCatalyst

Table 2-2 Supported versions
Veritas Access Veritas NetBackup servers
7.41 8.1

8.1.1

(Linux only)

Download links:
Veritas Access: Veritas Access 7.4.1 DVD

Cloudprovider.xml Version 2.3.1 supports Veritas Access.
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System requirements
Supported configurations and versions for NetBackup with CloudCatalyst

https://www.veritas.com/support/en_US/article.000125094
Update the mappings file.
Unix/Linux: http://www.veritas.com/docs/000025759

Note: NetBackup 8.1 does not have the Veritas Access S3 Cloud provider support.
Hence, the Cloud Configuration Package needs to be updated for listing the Veritas
Access S3 server in the list of Cloud Storage providers. The details for updating
the Cloud Configuration Package are present at"

https://www.veritas.com/support/en_US/article.000125094
https://www.veritas.com/support/en_US/article.100015983
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Configuring Veritas
Access backup over S3
with OpenDedup and
NetBackup

This chapter includes the following topics:

Workflow for OpenDedup

Use case 1: Backing up deduplicated data (OpenDedup and NetBackup) using
the S3 protocol to Veritas Access

Use case 2: Backing up data (NetBackup) and deduplicating the data
(OpenDedup) on Veritas Access

Creating an S3 bucket on Veritas Access for storing deduplicated backup data
from NetBackup

Creating a Media Server Deduplication Pool (MSDP) for primary backup using
NetBackup

Creating an OST disk pool and STU in the NetBackup console
Setting up multiple NetBackup media servers in the same domain

Setting up multiple SDFS volumes on a NetBackup media server

Workflow for OpenDedup

Figure 3-1 illustrates the workflow for OpenDedup for Veritas Access.



Figure 3-1
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Configuring Veritas Access backup over S3 with OpenDedup and NetBackup
Use case 1: Backing up deduplicated data (OpenDedup and NetBackup) using the S3 protocol to Veritas
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Workflow for OpenDedup
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Register Veritas Access as an S3 storage
server, and create an SDFS volume on the
NetBackup Media server.

Using the Long Term Retention script
provided in the Veritas Access GUI, map an
$3 bucket to the SDFS volume.

OpenDedup performs data deduplication
and stores the deduplicated data on Veritas
Access over S3.

If Storage Lifecycle Policy data in Media
Server Deduplication Pool is fully rehydrated
in Open Storage Technology, Opendedup
performs deduplication and ingests data into
Veritas Access.

Use case 1: Backing up deduplicated data
(OpenDedup and NetBackup) using the S3
protocol to Veritas Access

SDFS is an inline deduplication-based file system.
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Use case 2: Backing up data (NetBackup) and deduplicating the data (OpenDedup) on Veritas Access

To download and install the OST and SDFS rpms

1 On a standard NetBackup master and/or media server, run the following
commands to install sdfs:

# wget https://sort.veritas.com/public/patchcentral/Linux/7.4/access/
access-rhel7_x86_64-7.4.1sdfs.tar.gz

# tar -zxvf access-rhel7 x86_ 64-7.4.lsdfs.tar.gz

# cd rpms/

# rpm -ivh sdfs-7.4.1.0-1.x86_64.rpm

2 Run the following commands to install OST.

# wget https://sort.veritas.com/public/patchcentral/Linux/7.4/access/
access-rhel7 x86_64-7.4.lost.tar.gz

# tar -zxvf access-rhel7_x86_64-7.4.lost.tar.gz

# cd rpms/

# tar -zxvf access-rhel-Patch-7.4.1.0ost.tar.gz
# cd dist/

# ./media-install.sh

3 Restart the NetBackup service on the NetBackup media server.

# /etc/init.d/netbackup stop
# /etc/init.d/netbackup start

Use case 2: Backing up data (NetBackup) and
deduplicating the data (OpenDedup) on Veritas
Access

SDFS is an inline deduplication-based file system.
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Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

To download and install the OST

¢ On a standard NetBackup master and/or media server, run the following
commands to install the OST:

# wget https://sort.veritas.com/public/patchcentral/Linux/7.4/access
/access-rhel7_386_64—Patch—7.4.lost.tar.gz

# tar -zxvf access-rhel7_x86_ 64-7.4.lost.tar.gz

# cd rpms/

# tar -zxvf access-rhel-Patch-7.4.1.0ost.tar.gz
# cd dist/

# ./media-install.sh

Creating an S3 bucket on Veritas Access for
storing deduplicated backup data from NetBackup

To create an S3 bucket on Veritas Access for storing deduplicated backup
data from NetBackup

1 Logon to the Veritas Access GUI as the master user using the following URL:
https://Veritas Access Management console IP:14161/

You can obtain the Veritas Access Management console IP by logging on to
the CLISH using the su - master command on the Veritas Access cluster.

2 Create a storage pool for the S3 buckets.
Click NAS Infrastructure in the GUI navigation on the left.

Select the disks that you want to use for the S3 bucket, and click the Add to
Storage Pool button to invoke the wizard for storage pool creation.

Follow the steps in the wizard for creating a new storage pool or adding the
disks to an existing pool.

3 Click Settings > User Management > Configure Active Directory to configure
AD.

Enter the required information, such as the DNS Domain, DNS Name Servers,
AD Domain, AD Domain Controller, and the AD Admin and Password.

4 Click Settings > S3 Management to configure and enable the S3 server.

Edit the default parameters that are required for the S3 server, such as the
storage pool name, underlying S3 bucket layout, and the default size of the
bucket.

5 Double-click S3 Server Status to start the S3 server.
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Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

10

11

Log out from the GUI, and log in again as an AD user.

Note: Log in using the domainname\\username format.

Click on the Create keys button to generate the access key and the secret
key for the Veritas Access S3 bucket.

Save the access key and secret key in a safe location, as Veritas Access does
not allow retrieval of keys after initial creation.

Log out from the GUI, and log on again as the master user.

Registration of supported public cloud service is optional, and is only required
in case you need to add an AWS cloud as a storage tier. Without this, backups
are stored locally in Veritas Access S3 buckets.

Click Settings > Cloud Storage Registration > Add Cloud Subscription to
register the supported public or private cloud service.

Enter information for the cloud service provider, name of subscription, access
key, and secret key.

Activate the long-term data retention (LTR) policies.
Click Policies > LTR Policy.

Click Activate for either the LTR On-Premises + Cloud policy or the LTR
On-Premises policy and provide the storage pool when prompted.

Provision the NetBackup bucket using the policy.

Under Quick Actions, click Provision Storage. Select S3 Storage for
NetBackup and click Next.

Provide the bucket size, underlying layout of the bucket, the access key, and
the secret key of the Veritas Access S3 server generated as the AD user in
step 6.

If you selected the LTR On-Premises + Cloud policy, add information such
as which data should be moved to the AWS cloud tier, AWS region, cloud tier
type (S3/Glacier), and when the data movement to the cloud should occur.

Monitor the progress of the task under Recent Activity.

Make a note of the scale-out file system name that was used for the bucket
creation.

18



Configuring Veritas Access backup over S3 with OpenDedup and NetBackup

Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

12 Click File Systems.

13
14

For the scale-out file system that is created, ensure that the S3 Bucket column
displays Yes to indicate that the S3 bucket is enabled.

You may need to wait for some time for this change to be reflected in the GUI.

Right-click the ellipses (additional options), and click Configure LTR Script.

A pop-up window appears with the following options:

Do you want to Run the LTR script?

Do you want to Download the LTR script?

Select the Do you want to Run the LTR script? option if OpenDedup is
hosted on Veritas Access. You will be prompted to enter you access key.
Enter the access key and click Next. Wait for the task to be completed.
The rest of the configuration steps are done automatically.

After the configuration is completed successfully, the output message shows
the IP address and the port number on which the OpenDedup volume is
mounted on Veritas Access. The IP address and port number are required
later during OST configuration.

Note: This operation creates/expands a new file system named

odd_cache_f£s to store the OpenDedup cache data. The default size of this
file system is 24 GB. Veritas recommends that you expand the file system
to the required size. See the OpenDedup documentation for more details.

Note: The configure LTR script randomly chooses a virtual IP from the
available Veritas Access virtual IPs. If you are using Veritas Access in mixed
mode having both IPv4 and IPv6 addresses, you may need to update virtual
IP address used by OpenDedup using the network> IP addr modify
command from CLISH. If your NetBackup server is running on IPv4, make
sure that OpenDedup uses the Veritas Access IPv4 virtual IP. If your
NeBackup server is running on IPv6, make sure that OpenDedup uses the
Veritas Access IPv6 virtual IP.

Go to step 21.
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Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

Name Status Start Time End Time

+ Conll A Weelng ACOESS Cluster SUCCRES T3 1108558 T3 112108

o Pronbkon S3rsce Tor R DE FEperko SUCCE: 1211 12083

o Provision stomge for berm netent o=t T2 1154 2 1211 115555

» Select the Do you want to Download the LTR script? option if OpenDedup
is hosted on the NetBackup master and/or media server. Click Next. Wait
for the task to be completed.

15 Copy the LTR script to the host where OpenDedup is installed. It can be the
host where the NetBackup media server is installed.

16 Run the downloaded LTR script. The LTR script requires the Veritas Access
S3 keys (access and secret key) as arguments that were generated as the AD
user.

The LTR script creates the OpenDedup file system and prompts for the entry
in the /etc/hosts file for the bucket to IP address mapping.

Output of LTR script execution:

[root@hostl ~]# sh LTRscript <fsname/volname> <bucketname>.sh
<Access key> <Secret Key>

Insert the below details in /etc/hosts file
10.100.100.1 4f459%9a2d-736e-4be5-9c5a-£821fbcl198fds3bucket.s3.access

Attempting to create SDFS volume ...
Volume [S3fs1497356186] created with a capacity of [10.00GB]
check [/etc/sdfs/S3£s1497356186-volume-cfg.xml] for configuration

details if you need to change anything

Note: The volume name highlighted above and its equivalent .xml file are used
to mount and update the SDFS volume parameters in later steps.
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Creating an S3 bucket on Veritas Access for storing deduplicated backup data from NetBackup

17

18

19

Add the IP associated with the virtual hosted-style bucket name (generated
from the LTR script) in the /etc/hosts file on the media server.

Note: The configure LTR script randomly choose a virtual IP from the available
Veritas Access virtual IPs. If you are using Veritas Access in mixed mode
having both IPv4 and IPv6 addresses, you may need to update the /etc/hosts
entries. If your NetBackup server is running on IPv4, make sure that the
/etc/hosts entry has IPv4 Veritas Access virtual IP. If your NeBackup server
is running on IPv6, make sure that the /etc/hosts entry has IPv6 Veritas
Access virtual IP. Alternatively, you can also modify the virtual IP on a Veritas
Access cluster to an IPv4 or IPv6 address using the network> ip addr modify
command from CLISH and add the modified IP to the /etc/hosts file.

Mount the SDFS volume under /opendedupe/volumes/ on the host where
OpenDedup is installed.

# mkdir /opendedupe/volumes/filesystem name
# mount -t sdfs filesystem name /opendedupe/volumes/filesystem name

The mount command mounts a bucket on the Veritas Access cluster or the
NetBackup media server.

Note: After mounting the SDFS volume, it will start listening on a specific port,
usually starting from 6442.

Port information can be found using the mount command.

Example:

[root@hostl ~]# mount | grep opendedupe
sdfs:/etc/sdfs/S3fs1497346133-volume-cfg.xml:6443 on
/opendedupe/volumes/S3fs1497346133 type fuse

(rw, nosuid, nodev,allow other,allow other)
sdfs:/etc/sdfs/S3£s1497258807-volume-cfg.xml: 6442 on
/opendedupe/volumes/pooll type fuse

(rw, nosuid, nodev,allow other,allow other)

Update the /etc/rc.local script with the following:

/scripts/mount-opendedupe.sh || exit 1

exit O
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20 Create the mount-opendedupe. sh script and /scripts directory.

cat mount-opendedupe.sh
!'/bin/sh

mount -t sdfs <volume_ name> /opendedupe/volumes/<volume name>

21 Execute the following commands:

chmod +x /scripts/mount-opendedupe.sh
chmod +x /etc/rc.d/rc.local

22 Update the URL tag in the /etc/sdfs/ostconfig.xml present on the
NetBackup media server based on the following two cases:

Use case 1: OpenDedup on a NetBackup server

<URL>
http://localhost:6442/
</URL>

Use case 2: OpenDedup on Veritas Access

<URL>

http://<IP address that was specified in step 14>:<port number that
was specified in step 14>/

</URL>
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Creating a Media Server Deduplication Pool
(MSDP) for primary backup using NetBackup

To create an MSDP disk pool and storage unit (STU) in the NetBackup console

1 Log on to the NetBackup master server from the Java console.
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2 Select Media Server Deduplication Pool.

W Storege Server Configuration 'Wizand Esfaga-02 windizverntas com =
Weltoame Lo Lhe Storege Server Configuration Wizarndd

The wizard helps you create and configure 1 starage
server and a disk pool Before you Degin the starane
semver configuration, enswre that the following
prereuigites ane mel

- Thie disk devices are deployed and configured as per the
iNSIACLIoNS by the Starage Sy stem vendors,

= All necessary snftware plug-ins are installed on the
MetBackup Media Servers,

- Details abowl the storage servers and credentials Lo
Fr0pss These servers are added in NetBackup,

Select the type of disk storage that you want o configure.
o AdwancedDisk
# Media Server Deduplication Pool
= DperStragE
O PureDisk Deduplication Faol

Hode:

The Fedia Server Deduplication Pool storage attached o the
MetBEzckup media server is used as a target for deduplicated
batkups. Select this oplion Lo initidize and selup an
ernladded deduplication on the media sender,

[Bew o [t |
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3 Enter the user name, password, and other required details.

W Shornge Server Configuration Wizard@sisqe- (2 sindiasenitzs. com }1:

Add Storage Server
Provide storage server details,

Select the media server that connects to the storage. The media senser muns the
care HetBackup Deduplication Engine campanents and fundions as the storage

FEIVEL
Media servern sfgga- 0Xvandiveritas oom -
Sinrmge server tYpe: Hedia Servar Dedupdicasion Fool

STOFAEE SRRVEr Ralkhe sisqa- 02 weinGia vertas. com

Crefine credentials

Lser name: p—
Passwond :uu-
Confinm passwond |sansy

= Back i Hexd - ” Cancel | Help |
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4  Enter the storage path for MSDP.

W Stomge Server Condiguration Wizard @sf sqa-02 sindiasertis oom
LStorage Semver Properies
Privide SIGraQe server properlies.

Slorage pathi IHa|

Hote: The location an the storage server where the deduplicated backup images
reside i3 called storage path.

[ use amemare path Tor deduplication daahase for perfonmance optimization
Deduplication database path: -
wole: The localion @i Lhe slopage server whese the deduplicalion melabase dala
resides is called deduplicatinn database path. By defauly, the starage patk asd the
deduplicatinom database path are the same. Bt If you want an optimized

pesfarmance, you can store the deduplication database om a faster disk storage
S LRI

|| Use speoitic network interface

nierface:

Mote: A HetEackup media server can have more than one petwork inteface aml by
defanin the Dperating Sysvem detemmines which one 1o use, To fonie Metfackup 1o

cannect thraugh a specific network interface, specy the network kost name of
Lhat interface
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¢ & % modiy them. For mere information, chick Help.
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5 Enter the load balancing options to distribute the workload.

& Stomge Server Configuration ‘Wizard@sfsqa-( wxindiavertas.oom
Deduplication Load Ealancing
Distribae deduplication workboad 10 addiioaal media serers
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6 Verify the storage server configuration summary.

B Stocage Server Configuntion Wizsrd @dsqe-02 vondu ventas.com
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Verify the storage server configuration,
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Media server name:
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User name rook
Storage pathc TMEDE
Database path: Use Defauk
Metwark interface: Use Defaul

= Eark Cancel | Help
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7 Verify that the storage unit is created for MSDP.
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8 \Verify that the disk pool is create for MSDP.
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Creating an OST disk pool and STU in the
NetBackup console

To create an OpenStorage Technology (OST) disk pool and storage unit (STU)
in the NetBackup console

1 Log on to the NetBackup master server from the Java console.

2 Select Configure Disk Storage Servers.
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3 Select the OpenStorage option from the Select the type of disk storage that
you want to configure section of the dialog.

B Stonge Server Corfipuration Wizerd@efoqe-02 windu veres.com x
Weltome Lo Une Yiorsge Server Conligurslion Wizl

The velrard helps you cate and configuie a storage
v er aiid a sk pool Belare yau biegin 1B e C10iage
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MetBackup Media Servers.

[retailis abourl Uhe Ftorapge sencers and credentials to
acoess Dhvese servers are added in KerBackup

Selecl the type of disk storage Uhal you wanl W Configure
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Media Server Deduplication Pool
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PureDisk Oeduplication Fooi

Il
OpenSlorage 13 a Verrdas technology that lels yow use the

intelligent disk appliances peovided by a vendor as disk
SUoage.

Mesa - Lamcel || Hep

4 Add the following options to the Storage Server Details:

= Storage server type: OpenDedupe

Note: The Storage server type field is case-sensitive. OpenDedupe has
to be entered exactly as shown in the screen shot.

= Storage Server name: The name in the <NAME></NAME> tag in the
/etc/sdfs/ostconfig.xml file. Thisis 1ocal by default.
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= Username: Anything can go in this field. It is not used.

= Password/Confirm Password: Anything can go in this field as well.

W Storage Server Configuration Wizard@sfsga-02 vindia.veritas.com

*
Add Storage Server
Provide storage server details.
Select 2 media server that has the vendor's OpenStorage plug-in installed
MetBackup uses this media server to determine the storage server capabilities.
Media serven stsna- D2 ywindiaveritas, com -
SLorage semver Lype: :Dp!nDEduue —
CpenDedupe

SLOFA0E SRRV NamE [lgzalz

Enter storage server credentials

User name:

[Fat
Password: [san0a
Confirm password: |eaeee

<= Back || Mext = || Cancel Help
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5 Finish supplying entries for the storage configuration wizard and make sure
Create a disk pool using the storage server that you just created is

selected.
W Songe Senver Configeration Wizand@sfsqa-08winduverites.com k. |
Storage Semver Configuration Status
Peafoamn requined tash oo create STOERQE SEOVER
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Select the storage pool that was just created.

W Snrege Server Configeration Wicard @ sfsqe-02 windiasverites.com

- .
Selert Disk Poal Properties and Yolames

Selent disk ponl propemies and voelumies 1o woe in the disk ||nnl.E
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I properties are specfied, 1he S0 displays volumes thl malch the <elecad
properties.
| Replicatian sours
Poagrlicanisn Larqer
Selec] siorage server volumes 1o sid Lo the dizsk pool,
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Raw Siza Fepicaion |
[[ =31 15015722E1 0000 200.0 CB o
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Total raw size: 200.00 GE
Rack pean = || Camcel Help

7 Add a disk pool name.

8 Finish the wizard entries and select Create a storage unit using the disk
pool that you just created.
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In the Storage Unit Creation page, select Only use the selected media
servers and select the media server that the storage was created on. For
maximum concurrent jobs select 8.

Note: If you plan to run concurrent jobs for this STU, increase the Maximum
concurrent jobs count to the desired value.

= Songe Senver Condigerstion Wizend @sfoqe-02winduovertes.com o
Disk Pool Configuration Status =
Peafoma disk pool creatinm 1ask |.EJ
Slatus Peronming tasks |
o teetEackup Disk Fool created

Ditk pool “SFA1S016FIFEL™ is successilly oealed,

v Creale @ si@iage uail using tkhe disk pool that you have jiesy oreated

Click "Close’ to gomplete the disk poal configuration and cdase the wizard,

k HEx1 = Close Help
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W Stonge Server Configarstion Wizard @sfsqe-02wandea vertes.com
Sterage Unit Creation
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10 Verify that the storage unit is added.
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11 Verify that the disk pool is added.
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Setting up multiple NetBackup media servers in
the same domain

To set up the OST connector on multiple NetBackup media servers in the same

domain, additional steps must be taken on each NetBackup media server before

adding the storage pools in NetBackup.

ad

Fumbe of M.
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To set up multiple NetBackup media servers in the same domain

1 Follow the instructions for setting up the OST connector on each media server
that uses the OST connector.

See “Use case 1: Backing up deduplicated data (OpenDedup and NetBackup)
using the S3 protocol to Veritas Access” on page 15.

2 Edit /etc/sdfs/ostconfig.xml and change the <name> tag to something
unique in the NetBackup domain, such as the host name with an incremented
number, for example:

<NAME>hostname-0</NAME>

3 Follow the instructions in the "Creating an OST disk pool and STU in the
NetBackup console" section and use the name in the <NAME> tag as the
Storage Server name.

See “Creating an OST disk pool and STU in the NetBackup console”
on page 31.

See “Use case 1: Backing up deduplicated data (OpenDedup and NetBackup)
using the S3 protocol to Veritas Access” on page 15.

Setting up multiple SDFS volumes on a NetBackup
media server

The OST connector supports multiple SDFS volumes on the same media server
but additional steps are required to support this configuration.
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To set up multiple SDFS volumes on a NetBackup media server

1

Follow the instructions for setting up the OST connector on each NetBackup
media server that uses the OST connector.

See “Use case 1: Backing up deduplicated data (OpenDedup and NetBackup)
using the S3 protocol to Veritas Access” on page 15.
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2 Editthe /etc/sdfs/ostconfig.xml and add a new <CONNECTION> tag
inside of the <CONNECTIONS> tag for the new volume.

Add a name that is unique to the <NAME> tag and specify the new volume
name in the <LSU_NAME> tag (pool1).

In the new <CONNECTION> tag, add the port number identified by running
the mount command to the <URL> tag (http://localhost:6443/) as shown in the
example output.

[root@hostl ~]# mount | grep opendedupe
sdfs:/etc/sdfs/S3£s1497346133-volume-cfg.xml:6443 on
/opendedupe/volumes/S3fs1497346133 type fuse
(rw,nosuid, nodev,allow other,allow_other)
sdfs:/etc/sdfs/S3£s1497258807-volume-cfg.xml:6442 on
/opendedupe/volumes/pooll type fuse

(rw,nosuid, nodev,allow other,allow_other)
The following is a complete example of an ostconfig.xml file with two volumes.

<!-- This is the config file for the OST connector for opendedup and Netbackup -->
<CONNECTIONS>

<CONNECTION>

<!--NAME is the local server name that you will reference within Netbackup -->
<NAME>

local

</NAME>

<LSU_ NAME>

svold

</LSU_NAME>

<URL>

http://localhost:6442/

</URL>

<!--PASSWD - The password of the volume if one is required for this sdfs volume -->
<PASSWD>admin</PASSWD>

<!-

<SERVER SHARE PATH>

A SUBDIRECTORY UNDER THE MOUNT PATH

</SERVER SHARE PATH>

-—>

</CONNECTION>

<!-- Below is the new volume-->

<CONNECTION>

<!--NAME is the local server name that you will reference within Netbackup -->
<NAME>
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hostname0

</NAME>

<LSU_NAME>

svoll0

</LSU_NAME>

<URL>

http://localhost:6443/

</URL>

<!--PASSWD - The password of the volume if one is required for this sdfs volume -->
<PASSWD>admin</PASSWD>

<!--

<SERVER_SHARE_PATH>

A SUBDIRECTORY UNDER THE MOUNT PATH
</SERVER_SHARE_ PATH>

—=>

</CONNECTION>

</CONNECTIONS>



Configuring Veritas
Access as a cloud storage
server with NetBackup
CloudCatalyst

This chapter includes the following topics:

= Creating an S3 bucket on Veritas Access for storing deduplicated backup data
from NetBackup

= Configure Veritas Access as a cloud storage server on NetBackup server
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Creating an S3 bucket on Veritas Access for
storing deduplicated backup data from NetBackup

To create an S3 bucket on Veritas Access for storing deduplicated backup
data from NetBackup

1

Log on to the Veritas Access GUI as the master user using the following URL:
https://Veritas Access Management console IP:14161/.

You can obtain the Veritas Access Management console IP by logging on to
the CLISH using the su - master command on the Veritas Access cluster.

Create a storage pool for the S3 buckets.
Click NAS Infrastructure in the GUI navigation on the left.

Select the disks that you want to use for the S3 bucket, and click the Add to
Storage Pool button to invoke the wizard for storage pool creation.

Follow the steps in the wizard for creating a new storage pool or adding the
disks to an existing pool.

Click Settings > User Management > Configure Active Directory to configure
AD.

Enter the required information, such as the DNS Domain, DNS Name Servers,
AD Domain, AD Domain Controller, and the AD Admin and Password.

Click Settings > S3 Management to configure and enable the S3 server.

Edit the default parameters that are required for the S3 server, such as the
storage pool name, underlying S3 bucket layout, and the default size of the
bucket.

Click the button in front of S3 Server Status to start the S3 server.
Log out from the GUI, and log in again as an AD user.

Click on the Create keys button to generate the access key and the secret
key for the Veritas Access S3 bucket.

Save the access key and secret key in a safe location, as Veritas Access does
not allow retrieval of keys after initial creation.

Note: Log in using the domainname\\username format.

Log out from the GUI, and log in again as the master user.
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10

1

12

Registration of supported public cloud service is optional, and is only required
in case you need to add an AWS cloud as a storage tier. Without this, backups
are stored locally in Veritas Access S3 buckets.

Click Settings > Cloud Storage Registration > Add Cloud Subscription to
register the supported public cloud service.

Enter information for the cloud service provider, name of subscription, access
key, and secret key.

Activate the long-term data retention (LTR) policies.
Click Policies > LTR Policy.

Click Activate for either the LTR On-Premises + Cloud policy or the LTR
On-Premises policy and provide the storage pool when prompted.

Provision the NetBackup bucket using the policy.

Under Quick Actions, click Provision Storage. Select S3 Storage for
NetBackup and click Next.

Provide the bucket size, underlying layout of the bucket, the access key, and
the secret key of the Veritas Access S3 server generated as the AD user in
step 6.

If you selected the LTR On-Premises + Cloud policy, add information such
as which data should be moved to the AWS cloud tier, AWS region, cloud tier
type (S3/Glacier), and when the data movement to the cloud should occur.

Monitor the progress of the task under Recent Activity.

Make a note of the scale-out file system name that was used for the bucket
creation.

Click File Systems.

For the scale-out file system that is created, ensure that the S3 Bucket column
displays Yes to indicate that the S3 bucket is enabled.

You may need to wait for some time for this change to be reflected in the GUI.

Creating a Media Server Deduplication Pool (MSDP) for
primary backup using NetBackup

To create a Media Server Deduplication Pool (MSDP) for primary backup using
NetBackup, See “Creating a Media Server Deduplication Pool (MSDP) for primary
backup using NetBackup” on page 23.
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Configure Veritas Access as a cloud storage
server on NetBackup server

To configure Veritas Access cluster as a cloud storage server and create an
OpenStorage Technology (OST) disk pool and storage unit (STU) from the
NetBackup console

1 Log on to the NetBackup master server from the Java console.

2 Select Configure Cloud Storage Servers.
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3 The Welcome to cloud storage server configuration wizard appears. Click
Next.

n[lc.-nd Shor e Server Lo

Waelcome to the Cloud Storage Server Configuration Wizard
This wizard helps you to create a cloud storage server and a disk pool.

¢ The storage server and disk pool you create will enable NetBackup to send
your data te your cloud storage provider.

Note the following points before you configure the doud storage server:

& You must have deployed the security certificate to the media
gsenver in order for the media server to be svailable for cloud
deployment. Click Help or refer to the NetBackup Cloud
Administrators Guide for instructions to deploy the security
certificate.

= You need to provide the credentials to access your cloud
storage atcount when prompted If vou do not have an
account, you can select a clowd storage provider and create
an account wsing the wizard

= |f your existing cloud storage provider is not listed in the
wizard screen, click Help or refer to the NetBackup Cloud
Adminkstrators Guide.

To begin, click Next. For assistanmce, click Help.
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4 Select Veritas Access in the cloud provider list. Click Next.

Ell-uud Storage Server Condigue stion Wierand - et Bsokup@ss s drood | Lenglea verl ss.0om

| Add Storage Server
Select cdoud provider

Storage APl type: All cloud storage provider types -
Cloud storage providers

Type here to search

Rackspace (Swift)
Choud Files

Red Hat Ceph Storage (53
Software-Defined Storage, On-Fremites and in the Cloud

Scality RING - LAN {53}
Scalty 53 OnPremeses Object & Cloud storage, oplimized for LAN

Scality RING - WAN (53
Scalty 53 Multi-Cloud storage. optimaed for multi-ste

StorReduce (S3)
Dedupbcate Cloud Storage

SUSE Enterprise Storage (S3)
Software-defined Storage Solution

Swilt Stack (S3)
SwitStack S3 Object Storage

Swilt Stack (Swift)
SwiftStack Swift Object Storage

Telefonica (S3)
Telefonica Cloud Storage

Veritas Access (S3)
Veritas Access Scale-out software-defined storage

To continue, click Next.

< Back Cancel Help
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5 On the Add storage server form, click on Add Cloud Storage.

nl.buud Storage Server Conliguration Wieard - MetBadckop@s scdmod 1 3. engla.veril &5.06m

| Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incuding the NetBackup CloudStore Service
Container (nhcssc).

Cloud storage provider - Veritas Access

Service hgst: -

Storage server name: =

Add Cloud Storage

Media sarver name: o jacsinedl 3. engba.veritas.com -

Deduplication

Enable NetBackup CloudCatalyst

Local cache directary:

Access details for Veritas Access account

Access key ID:

Secret access key:

i If you do not have Veritas Access account
Create an account with Vertas Access.

To continue, click Next.

< Back Mex Cancel Help

6 Inthe Add cloud storage wizard, enter the required information.
» Service host: s3.<veritas_access_cluster name>
» HTTP port: 8143
= Https Port: 8143

= Storage server Name: Any string or any auto-generated name.



Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst | 51
Configure Veritas Access as a cloud storage server on NetBackup server

For example, my-s3.<veritas_access_cluster_name>

Click Ok.

ur. loud Storage Server Conliguration Wirard - MetBackup@sclac shsd | Lengba, veril as.0om

Add Storage Server
Select a media server and provide coud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
~ and NetBackup must be running including the NetBackup CloudStore Service
4 : Container (nbcssc).

Cloud storage provider - Veritas Access

Sarwira hnok: [

nﬂ.d:! Choasd Storsge@sclecsinod | 3engha verit as.com
-
| General Settings Region Settings | i
Storage
Provider type: Veritas Access
Service host: 3, 8Cc asscluiston :
-

Service endpoint:

HITP port: 0143

HTTES part: al43

Storage server name: .m;r-‘sJ accassclustar

Endpaoint gccess style: [Path Style - rowse...

TTEE T S COUT W VRS ALCUEs,

Advanced Selting:

To continue, click Next.
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7 Select Media server from the Media server name drop-down box. Select the
Enable NetBackup CloudCatalyst check box if you want to store the
deduplicated MSDP backup data on Veritas Access’s ObjectAccess bucket.
Specify the path of local cache directory for CloudCatalyst. Enter the access
key and secret key using which the bucket is created on Veritas Access. For
SSL-related settings, click on Advance Setting.

u Clousd Storage Server Configuration Wizard - SetBacloopd@sclscelnod 1 3 enghavert as.com

Add Storage Server

Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incduding the NetBackup CloudStore Service
Container {(nbcssc).

Cloud storage provider - Veritas Access

Service host: 53 accesscluster

atorage server name: \;my.c3 accesscluster

Add Cloud Storage

Media sarver name: | acsinudl 3. engba.veritas.com -

cation
» Enable NetBackup CloudCatalbyst

ocal cache directory: [ESFsy

]

Browse...

Access details for Veritas Access account

Access key ID: N ZNTgyZ GMLMOZEYTZ
Secret access key: S

_'.'} if you do not have Vertas Access account
Create an account with Veritas Access.

fdvanced Settings

To continue, click Next.

= Back Hext = Cancel Help
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8 If the Veritas Access ObjectAccess server is configured with No SSL, then
clear the Use SSL check box and click Ok.

LY cloud Storage Server Configuration Wizard - NetBackup@sclacsinood ] 3. engba. veritas.com

Add Storage Server
Select a media server and provide cloud storage service credentials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incuding the NetBackup CloudStore Senvice
Container {(nbcssc).

Cloud storage provider - Veritas Access

Service hgst: [$3.accesscluster -
n Adly snced Server Conbigurstion@eclacsined 1 3engbaverit as.com
-
General Settings | Proxy Settings —
— Cloud Storage
L] Use S5L
Authentication Onlby

® Data Transfer
HTTP Headears:

Haracher Vialue

. Browse... .

Ok . Cancel ] [ Help

L Create an account with Ventas Access.

Advanced Settings

To continue, clck Next.

= Back _ Cancel 1! Help




Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst | 54

Configure Veritas Access as a cloud storage server on NetBackup server

9 Click Next

ullml-d Storage Server Conligur stion ‘Wirard - setlackup@eclsc sirued L 3 enghavent as.com

Add Storage Server
Select a media server and provide cloud storage service credantials. To be listed
below in the media server drop-down list a security certificate must be deployed
and NetBackup must be running incduding the NetBackup CloudStore Sendce
Container (nbcssc).

Cloud storage provider - Veritas Access

Service host: sdaccesscuster -

Storage server name: my-53 accosscluster —

Add Cloud Storage

Media server name:  |sdacsinedl3.engba.veritas. com -

Daeduplication
¥ Enablée NetBackup CloudCatalyst

Local cache directory: |gcFsy

Hrowse...

Access detalls for Veritas Access account

Access key ID: N2 NTgyZ GMLMDZRYTZ

Secret access key: T

A If you do not have Veritas Access account
Create an account with Veritas Access,

Advanced Settings

To continue, click Next.

= Back Cancel Help
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10 On the Specify Deduplication setting form, click Next

nl: loud Storage Server Condiguration Wizard - NetBackup@cclsc slned L 3 engbavent as omm

Add Storage Server
Specify deduplication settings

Not&: MSDP compression is used when deduplication is enabled

Encryption
Encrypt data using AES-2596 before writing to doud storage

© Thiz will configure storage server with type PureDisk_wtas-atcess_rawd

To continue, click Next.

= Back Cancel Help

11 Messages related to setting the encryption appear. Click Yes.
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12 Review the Cloud storage server summary and click Next.

ul loud Storage Server Condiguration Wizard - NetBackop@sclac shod | Lengba, vernit as com

| Cloud Storage Server Configuration Summary
Vaerily specifications

Revdew the fo lowing storage server summany. If information it incormect. click
the Back button and comect your specifications

Storage Server name: Myl accasschuster
Media server mame: sclacsined] 3. engba. veritas.cg
Access key ID: NUZNTEYyZGMIMDZkY TS
Encryption enabled: ho
NetBackup CloudCatalyst enabled: L H]
Local cache directory: JESFS/
Storage server Lype: PureDisk_vias-access_rawd
|
[ k|

Click 'Mext’ to start the configuration.

= Back Cancel Help
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13 Check the status of the tasks in the storage server creation process. Click Next

ul loud Storage Server Conliguration Wirard - NetBackop@scdscsdnod 1 3. engha. vert ss.com

| Storage Server Creation Status
Monitor storage sernver creation

Monitor the status of the tasks in the storage server creation process.

Status Performing tasks. Details
"  Creating storage serser ry-s 3. accesscluster
~("' Adding credentials for sarver sclacsinadl 3.en.
-f' Setting ESFS name and Local cache directory

14 Verify that the storage server is successfully created and click Next.



Configuring Veritas Access as a cloud storage server with NetBackup CloudCatalyst | 58
Configure Veritas Access as a cloud storage server on NetBackup server

15 The Volume selection to use in disk pool form lists all the buckets that are
created by a user on the Veritas Access cluster as a volume. If the bucket is
not created from Veritas Access, then click on Add volume and specify the
bucket name. After bucket creation, the bucket is listed as a volume. Select a
bucket and click Next.

EDIiI\r. Pool Configuration Wizard@®sclacsinsd 1 3.engba.verit as.com
Volume Selection
Select volumes to use in the disk pool.

Storage server type: PureDisk vtas-access rawd

Select storage server volumes to add to the disk pool.

Raw Size Replication | Region
None Default
None Default

Add new volume on the selected storage server{s)| Add New Volume

Disk Pool Size
Total available space: -

Total raw size:

@ Before selecting a volume, you must validate if it is shared among the
storage servers.

Jack Cancel Help
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16 In the Additional disk pool information form, enter the disk pool name and
click Next.

E[mlr. Pool Configuration Wizard@sclacsinxdl 3.engba.veritas.com

Additional Disk Pool Information
Provide additional disk pool information.

Storage server type: PureDisk vias-access rawd

Disk Pool Size
Total available space: -
Total raw size: -

Disk Pool name sccessbkt_pool

Comments: |-

L]

High water mark: %

Low water mark: R

€@ The High water mark and Low water mark values are not applicable for
this disk group.

Maximum /O Streams

@) Concurrent read and write jobs affect disk performance.

Limit I/O streams to prevent disk overload.

Limit I/O streams: per volume

< Back I MNext = I Cancel . Help
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17 Review the disk pool configuration summary and click Next.

EDL;I-: Pool Configuration Wizard@sclacsinxdl 3.engba.veritas.com
Disk Pool Configuration Summary
Verify the disk pool configuration.

Review the disk pool configuration summary. You can change the
configuration, if required.

'Sturage Server: my-53. accesscluster
Storage server typa: PureDisk_vtas-access rawd
Volumes: testapphbkt

Disk Pool Details:

Disk Pool name: accessbkt_pool

High water mark:

Low water mark:
Maximum 10 Streams: Unlimited
Comments:

= Back Cancel || Help
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18 In the Disk pool creation status form, verify that the disk pool is created
successfully. Make sure that the Create storage unit using disk pool which
you have just created check box is selected.

ulﬁrlsk Pool Configuration 'Wizard@sclacsinkd 1 3.engba.veritas.com

Disk Pool Configuration Status
Perform disk pool creation task.

Status Performing tasks... |
-/ MetBackup Disk Fool created

Disk pool "accessbkt_pool” is successfully created.

¥ Create a storage unit using the disk pool that you have just created

Click ‘Close’ to complete the disk pool configu se the wizard.

Back Next > | Close | Help
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19 In the Storage unit creation wizard, enter the storage unit name. Click Only
use selected media servers. Select the media server in the list and click Next.

E Disk Pool Configur ation Wizard@sclacsineed 1 3.engba.veritas.com

Storage Unit Creation
Enter details to create storage unit.

Disk pool: accessbkt pool

Storage server type: PureDisk vtas-access rawd

Storage unit name: accessbkt_pool-stu

Media Server

Use any available media server to transport data

® Only use the selected media servers:

Media Servers
[ sclacsinxdl 3.engba.veritas.com

]

Maximum concurrent jobs: 1

Maximum fragment size: [51200 Megabytes
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20 Verify that the disk pool creation wizard is completed successfully. Click Finish.

E[:n.sl: Pool Configuration Wizard@scdacsinkd 1 3.engba.veritas.com
Finished.

You have successfully completed the NetBackup Disk Pool
Configuration Wizard.

You may view or change the current configuration settings within
Device Management or Storage Unit Management.




Configuring backup and
restore using NetBackup
policies

This chapter includes the following topics:
= Storage Lifecycle Policies

= Backup and restore

= Running a backup policy manually

= Restoring backed up files

Storage Lifecycle Policies

You can create Storage Lifecycle Policies (SLP).
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To create Storage Lifecycle Policies

1 Click Storage -> Storage Lifecycle Policies on the NetBackup console. Select
New Storage Lifecycle Policy.
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2 Enter a unique policy name for the policy. Click on the Add button.
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Storage Lifecycle Policies

3 Select Operation as Backup, and set the destination pool to the MSDP pool
that was created. Choose the Retention type based on your requirement.
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4 A new entry for Backup gets added. Click on the Add button again.
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5 Select Operation as Deduplication and set the destination tier to the OST
storage unit that was created. Choose the Retention type based on your
requirement.
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operation is for Backup and the second operation is for Duplication.

6 Both entries for SLP appear in the Storage Lifecycle Policy tab. The first
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Backup and restore

After you complete the configurations, perform the following steps for backup and

restore.
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Policy creation

To create policies

1 Right-click on Policies within the NetBackup console and click on New Policy.
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2  Provide the following information for policy creation.

= Policy name

= From the Attributes tab, select the appropriate storage unit under Policy
storage.
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Backup and restore

3 Under Policy storage, enter the name of the Storage Lifecycle Policy that
was created.

See “Storage Lifecycle Policies” on page 64.
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4 Enter the attribute information as per your requirement.

Backup and restore
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5 Under the Schedule tab, enter the name of the schedule. For example,

fullbackup.
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6 Enter the client information under the Clients tab.
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7 Select the folders that need to be backed up under Backup Selections.
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Running a backup policy manually

To run a backup policy manually

1

Once the policy is created, right-click on the name of the policy that you want

to run under Summary of All Policies, and click on Manual Backup.
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2 Select the schedule that you want to use and click OK.
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3 To verify the status of the backup, go to Activity Monitor.
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4  Select the appropriate job from the displayed jobs and click on the Detailed
status tab in the new window to check on the status of the backup.

|4 Job Detsly: Hi@viiqe-d vindis e com - o x
Jab 1D N Joh State Danie Suiieiiull
| Jobs Overview | Detailed $talus | job Hierarchy |

Allempt i|| Atempt Slaned  Aug X 2007 12014 P

Jab FIDe 260 Attempt Blapsed 001532

Stmrage Unic MESOP, FOOL - sim Artermpt Dnded  Aug X 2017 LEATAE P
Media Server  ifiga- D vindinverinasoom KE/Src 102519

Transpoai Type: LAN

Srats: )
(dug 2, 2017 1234:15 PM = Info bptm (pid = 31273) start I
dug 2, 20017 12:34: 15 PM = Info bptm (pid = 31275) wsing 262 144 data buffer size

Aug 2 2017 12:34:15 PM = Info bptm (pid = 312 79) wsing 20 data buffers

Mg 2 2017 1234015 PM - Info bpom (ped = 31279) suar backup

g 2, 2017 12:34: 18 PM - Bsegen writing

Aug 2, 2017 12:44:43 PM - Info bpblar (pid = 31270) bpbicar waited 519 times for empty buffier, deluped 133777 times

Aug 2, 2017 12:44:43 PM = Info bptm (pid=31279) waited for full buffer 16196 times, deluyed 22006 times

dug 2, 2017 124448 PM = Info bptm (pid = 31273) EATING with status 0 ¢ ==sscacaas

Aug 2, 2017 124445 PM = Info 5f5qu-02. veinds. vrnuscom (pd = 312 75) StorageServer « Purelisic sl squ =02 vicindia, vavitas.oom; Rpor « PODO
g 2 2017 LEAT:44 P - Info bpbim (ped = 3 12600 valsdaning image for client 5750 -00 v il vlith s oom

Aaug 2, 2017 LEAT:44 PM - Info bpbkar (ped = 31270) done. tutus: O thi requetted Spariteon wiid fesces ifully completed =
Aug 2, 2017 1224744 PM = end writing; writs timed 0c 1326

Rt riquasted Optritatn wad Swoceiifully completed (0)

[l ] 1 ]|
Curemt Kilobytes Wiitten: SI2EETES Estimated Kilobytes [
Curent Files Wiitiere F -] Cstimated Files o
Cuent File

| Troubleshooter.. |

(] e L o 1 senesn |[Cme || bew |

80



Configuring backup and restore using NetBackup policies | 81
Running a backup policy manually

5 Once the above backup job is complete, a new duplication job is automatically
triggered.
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Running a backup policy manually

6 Click on that job and then select detailed status to check the status of the

duplication job.
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Restoring backed up files

Restoring backed up files

To restore backed up files

1 Create a directory where you want to restore the backed-up files.

2 Go to the Restore Files tab under Backup, Archive, Restore.
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3 Go to the browse directory and select the appropriate files to restore and click
Restore. The backup to be restored can reside either on NetBackup or on
Veritas Access depending on the Storage Lifecycle Policy that is set. Hence,
the restore location changes accordingly.
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4 Enter the location where the files should be restored, and click on the Start

Restore button.
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Veritas

5 To view the progress of the restore operation, click Yes on the Restore Initiated

window.
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Restoring backed up files
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6 You can view the progress of the restore operation under the Detailed Status

tab.
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Troubleshooting

This chapter includes the following topics:

Unmounting the SDFS volume before restarting Veritas Access or the NetBackup
media server

Upgrading SDFS from earlier versions to 7.4.1

Log locations for troubleshooting

Changing log levels

Additional resources

Generating Veritas Access S3 server keys using the helper script

OpenDedup tuning recommendations

Unmounting the SDFS volume before restarting
Veritas Access or the NetBackup media server

Before restarting Veritas Access or the NetBackup media server, create a backup
copy of the SDFS volume and unmount the SDFS volume.
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Upgrading SDFS from earlier versions to 7.4.1

To perform a clean unmount of the SDFS volume
1 Create a backup copy of the SDFS volume .xml file in the /etc/sdfs directory.

2 Unmount the SDFS volume and wait for the jsvc process to exit before
restarting Veritas Access.

3 Incase of OpenDedup on Veritas Access, use the following command to offline
the OpenDedup volume:

# opendedup volume offline <vol name>

Where vol_name is the OpenDepdup volume.

Upgrading SDFS from earlier versions to 7.4.1

= If you are an existing customer and have taken backup with an SDFS version
earlier than 7.3.1.2 , you have to set the dist-1ayout parameter to false in
the extended config volume.xml file before mounting the SDFS volume.

= If you are an existing customer and have taken backup with SDFS 7.3.1.2 and
later versions without setting the dist-1ayout parameter to false, and if there
is a problem with restore, you have to unmount the SDFS volume, set the
retry-layout parameter to true in the volume.xml file and remount the SDFS
volume before you start restore.

Note: The default value of the dist-1layout parameteris true.

= If you are a new customer, no modification is required.

Sample from the volume. log file:

<extended-config allow-sync="false"
block-size="30 MB"
data-appendix=".data"
delete-unclaimed="true"
disableDNSBucket="false"
dist-layout="true"
retry-layout="true"
glacier-archive-days="0"
io-threads="16"
local-cache-size="10 GB"
map-cache-size="200"
read-speed="0"
refresh-blobs="false"
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retry-layout="true"

simple-metadata="true
simple-s3="true"
sync-check-schedule="4 59 23 * * 2"
sync-files="true"
upload-thread-sleep-time="10000"
use-basic-signer="true"

write-speed="0">

Log locations for troubleshooting
OpenDedup logs

m /opt/VRTSnas/log/odd.log

m /opt/VRTSnas/log/odd-vcs.log

Veritas Access S3 logs
m /opt/VRTSnas/log/portald.log

m /opt/VRTSnas/log/portald access.log

SDFS logs

SDFS creates its logs under
/var/logs/sdfs/<volume-name>-volume-cfg.xml.log. Errors can be identified
in this log file.

OST plug-in logs
The OpenDedup OST plug-in log can be found in /tmp/1logs/opendedup. log.

NetBackup logs

Pertinent OST-related errors and logging are trapped in the bptm log. NetBackup
logging for bptm can be enabled by creating the bptm logging directory:

mkdir /usr/openv/netbackup/logs/bptm

Veritas Access support debug information upload
command

CLISH> support debuginfo upload path
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Changing log levels

The logging framework for SDFS is updated to log4j2. For SDFS 7.4.1 and later
releases, changing the log levels using the volume.xml is not effective. You have
to update the /etc/sdfs/1og4j2.xm1l file.

To change the log level:

s Editthe /etc/sdfs/1log4j2.xml file.

s Gotothe Loggers section.

m Search for Logger name="sdfs"

n Set the level to an appropriate parameter.

For example:

<Loggers>
<Logger name="sdfs" additivity="false" level="debug">
<appender-ref ref="sdfsLog" />

The following log levels are available:

m trace
m  debug
m info
m  warn

m error
m fatal

You can find more details about the 10g42.xm1 parameters at
https://logging.apache.org/log4j/log4j-2.2/manual/configuration.html.

Additional resources

See the following documentation for more information on Veritas Access,
OpenDedup, and Veritas NetBackup:

n Veritas Access Installation Guide for the supported NetBackup clients and the
OpenDedup ports.

» Veritas Access Troubleshooting Guide for setting the NetBackup client log levels
and debugging options.

= Veritas NetBackup product documentation on the SORT website.


https://logging.apache.org/log4j/log4j-2.2/manual/configuration.html
https://sort.veritas.com/documents
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Generating Veritas Access S3 server keys using the helper script

OpenDedup product documentation on the OpenDedup website.

Generating Veritas Access S3 server keys using
the helper script

Create the access and the secret keys using the Veritas Access helper script in
case you do not want to use the Active directory Domain user to create and own
the buckets. This is an alternative way to get the Veritas Access S3 server credential
keys.

Location of the helper script:
/opt/VRTSnas/scripts/utils/objectaccess/objectaccess client.py

The Veritas Access helper script can be used from any client system that has
Python installed.

To run the script, your S3 client needs to have the argparse and requests
Python modules.
If these modules are missing, install both these modules using pip or

easy install.

Add the ADMIN_URL name in your /etc/hosts file.
where the ADMIN_URL is admin.<cluster_name> and the port is 8144. This url
should point to the Veritas Access management console IP address.

Create the access and the secret key using the Veritas Access helper script by
providing the user name, password, and ADMIN_URL (check the online Help
of the Veritas Access helper script for all of the provided operations like 1ist
key and delete key).

Create a secret key:

clus 0l:~ # ./objectaccess_client.py --create_key

--server admin.clus:8144 --username localuserl --password rootl23

--insecure

UserName : localuserl

AccessKeyId : Y2FkODU2NTU2MjVhYzV

Status : Active

SecretAccessKey : ODk0YzQxMDhkMmRIJM2M50TUzN] I50WIzMDgyNzY

The <localuser1> is the local user created on both the Veritas Access cluster
nodes with same unique ID.
List a secret key for the specified user:

clus 0l:~ # ./objectaccess_client.py --list _key --server
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admin.clus:8144 --username localuser2 --password rootl23 --insecure
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Delete a secret key for the specified user:

clus_0l:~ # ./objectaccess_client.py --delete_key
ZTkyNDdjZTViM2EyMWZ --server admin.clus:8144 --username localuser2

--password rootl23 --insecure

= If the object server is enabled without the ss1. option, you need to add the

--insecure option.

clus_01 ~# ./objectaccess_client.py --server

admin.clus:8144 --username <uname> --create key --insecure

OpenDedup tuning recommendations

OpenDedup has a flexible design which can span from small users to large data
enterprises. You can tune OpenDedup as per your requirements to serve your
use-case. Veritas recommends that you perform the following tuning before you

start using the LTR solution.

Table 6-1 XML tags

XML parameter Value
max-open-files 200
write-threads 32

io-threads

64 (within extended config)

map-cache-size

1024

local-cache-size

500 GB (as per your local cache)

sync-on-write

false

refresh-blobs

true (only to be set when Glacier cloud tier is
used)

glacier-archive-days

30 (only to be set when Glacier cloud tier is
being used)

sync-files

true (within extended config)

chunk-size

40960

hash-type

VARIABLE_MD5
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Table 6-1 XML tags (continued)
XML parameter Value
max-file-writebuffers 80

On the media server for the ODD-on-Media_Server use case:

# echo "* hard nofile 65535" >> /etc/security/limits.conf
# echo "* soft nofile 65535" >> /etc/security/limits.conf
# exit

Based on the system workload, ensure that the number of portal threads are
increased (on Veritas Access):

/opt/VRTSnas/conf/portald.conf >> cf max_s3_threads
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