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Technical Support

Symantec Technical Support maintains support centers globally. Technical
Support’s primary role is to respond to specific queries about product features
and functionality. The Technical Support group also creates content for our online
Knowledge Base. The Technical Support group works collaboratively with the
other functional areas within Symantec to answer your questions in a timely
fashion. For example, the Technical Support group works with Product Engineering
and Symantec Security Response to provide alerting services and virus definition
updates.

Symantec’s maintenance offerings include the following:

m A range of support options that give you the flexibility to select the right
amount of service for any size organization

m Telephone and Web-based support that provides rapid response and
up-to-the-minute information

m Upgrade assurance that delivers automatic software upgrade protection
m Global support that is available 24 hours a day, 7 days a week
m Advanced features, including Account Management Services

For information about Symantec’s Maintenance Programs, you can visit our Web
site at the following URL:

www.symantec.com/techsupp/

Contacting Technical Support

Customers with a current maintenance agreement may access Technical Support
information at the following URL:

www.symantec.com/techsupp/

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be
at the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

m Product release level
m Hardware information
m Available memory, disk space, and NIC information

m Operating system
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m Version and patch level
m Network topology
m Router, gateway, and IP address information
m Problem description:
m Error messages and log files
m Troubleshooting that was performed before contacting Symantec

m Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/techsupp/

Customer service
Customer service information is available at the following URL:
www.symantec.com/techsupp/
Customer Service is available to assist with the following types of issues:
m Questions regarding product licensing or serialization
m Product registration updates, such as address or name changes
m General product information (features, language availability, local dealers)
m Latest information about product updates and upgrades
m Information about upgrade assurance and maintenance contracts
m Information about the Symantec Buying Programs
m Advice about Symantec's technical support options
m Nontechnical presales questions

m Issues that are related to CD-ROMs or manuals
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Maintenance agreement resources

If you want to contact Symantec regarding an existing maintenance agreement,
please contact the maintenance agreement administration team for your region

as follows:

Asia-Pacific and Japan customercare_apac@symantec.com
Europe, Middle-East, and Africa semea@symantec.com

North America and Latin America supportsolutions@symantec.com

Additional enterprise services

Symantec offers a comprehensive set of services that allow you to maximize your
investment in Symantec products and to develop your knowledge, expertise, and
global insight, which enable you to manage your business risks proactively.

Enterprise services that are available include the following:

Symantec Early Warning Solutions These solutions provide early warning of cyber attacks, comprehensive threat
analysis, and countermeasures to prevent attacks before they occur.

Managed Security Services These services remove the burden of managing and monitoring security devices
and events, ensuring rapid response to real threats.

Consulting Services Symantec Consulting Services provide on-site technical expertise from
Symantec and its trusted partners. Symantec Consulting Services offer a variety
of prepackaged and customizable options that include assessment, design,
implementation, monitoring, and management capabilities. Each is focused on
establishing and maintaining the integrity and availability of your IT resources.

Educational Services Educational Services provide a full array of technical training, security
education, security certification, and awareness communication programs.
To access more information about Enterprise services, please visit our Web site
at the following URL:
www.symantec.com

Select your country or language from the site index.
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Introducing Symantec™
System Recovery 2011
Management Solution

This chapter includes the following topics:

m About Symantec System Recovery 2011 Management Solution

m What is new in Symantec System Recovery 2011 Management Solution

m Components of Symantec System Recovery 2011 Management Solution

m How Symantec System Recovery 2011 Management Solution works

m What you can do with Symantec System Recovery 2011 Management Solution
m Best practices for creating recovery points

m Best practices for managing recovery points

About Symantec System Recovery 2011 Management

Solution

Symantec System Recovery 2011 Management Solution provides enterprise-level
backup management tasks for server and desktop protection.

You can centrally monitor the recovery point status of Windows and Linux servers,
desktops, and laptops across your organization, all from the Symantec
Management Console. From the product's Home page, you can easily view the
computers that are protected, including backup status. Using the power of
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What is new in Symantec System Recovery 2011 Management Solution

Symantec System Recovery, you can also perform remote system and drive
recovery of Windows computers (Linux computers must be recovered locally).

See “What is new in Symantec System Recovery 2011 Management Solution”

on page 16.

What is new in Symantec System Recovery 2011

Management Solution

Symantec System Recovery 2011 Management Solution includes the following

enhancements and new features:

Table 1-1 What is new in Symantec System Recovery 2011 Management

Solution

Feature

Description

Windows 2008 R2 support

Lets you install Symantec System Recovery
2011 Management Solution on the computers
that run Windows 2008 R2.

Enhanced user interface in the Manage
Tasks tab

Provides more visibility to the Organizational
Views that are used to filter the list of client
computers.

See “About organizational views” on page 79.

New panels in the Symantec System
Recovery 2011 Management Solution
installation wizard

Includes the following two new panels:

m Is SSRMS right for you
Provides the product recommendations to
help you to choose the correct tool that
best suits your management requirement.
m System Requirements
Provides the minimum system
requirements for installing Symantec
System Recovery 2011 Management
Solution.

See “Installing Symantec System Recovery
2011 Management Solution ” on page 32.
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Components of Symantec System Recovery 2011

Management Solution

An installation of Symantec System Recovery 2011 Management Solution consists
of several main components for managing recovery points on client computers.

See “How Symantec System Recovery 2011 Management Solution works”

on page 19.

Table 1-2 Components of Symantec System Recovery 2011 Management
Solution

Component Description

Symantec System Recovery 2011
Management Solution

Lets you remotely run and manage backup policies
and recovery on client computers from a central
location.

See “About the Symantec System Recovery 2011
Management Solution Home page” on page 38.

Symantec System Recovery 2011
Management Solution configuration
file

Adds and configures the following items at the time
of installation:

m Database configuration files on the SQL database
that Notification Server uses.

The database stores recovery point history, client
computer information, backup history, recovery
point information, and configuration details.

m Symantec System Recovery Plug-in install file.
Symantec System Recovery 2011 Management
Solution already comes with a software delivery
policy for Symantec System Recovery 2011 that
you can deploy to resource targets.

You can also create your own Symantec System
Recovery Plug-in software delivery policies by
editing the packages that are already provided in
the solution. Or, you can create new Symantec
System Recovery Plug-in packages.

m A folder where you can store your own command
files that you run before or after data capture, or
after recovery point creation.

Symantec System Recovery 2011
Management Solution Web pages

Installs the Web pages that the solution uses.
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Table 1-2 Components of Symantec System Recovery 2011 Management
Solution (continued)

Component

Description

Symantec System Recovery Plug-in

Publishes a variety of event information to Symantec
Management Console (by way of Notification Server),
such as the following:

B Alist of recovery points and their storage
locations.

m Backups that are assigned to the computer.

m Symantec System Recovery version.

m  Any configuration changes that are made to the
computer.

The Symantec System Recovery Plug-in is a necessary
component of Symantec System Recovery. It must
be installed on each computer that has backups you
want to manage.

A computer is considered to be managed by Symantec
System Recovery 2011 Management Solution when
the Symantec System Recovery Plug-in is installed
on it.

See “About installing the Symantec System Recovery
Plug-in on client computers” on page 45.

Microsoft IIS virtual directory path

References the Web folder of your solution
installation path.

Symantec System Recovery

Symantec System Recovery provides advanced backup and recovery for
Windows-based and Linux-based client computers. Symantec System Recovery
2011 Management Solution comes with a predefined software delivery policy of
Symantec System Recovery 2011. You can also create and deploy your software
delivery policies of Backup Exec System Recovery 2010 or 8.5. You can also create
and deploy software delivery policies of Symantec System Recovery 2011 Linux

Edition.

Note: Symantec System Recovery 2011 Linux Edition is available in English only.

See “About installing Symantec System Recovery 2011, Symantec System Recovery
2011 Linux Edition, or LightsOut Restore 2011 on client computers ” on page 49.
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Tolearn more about Symantec System Recovery, see the Symantec System Recovery
2011 User's Guide. To learn more about Symantec System Recovery 2011 Linux
Edition, see the Symantec System Recovery 2011 User's Guide Linux Edition.

How Symantec System Recovery 2011 Management
Solution works

In Symantec System Recovery 2011 Management Solution, backup policies are
submitted through Symantec Management Console and stored in the database.
Client computers pull the backup policies down from Notification Server and
process them. Administrators run Symantec Management Console from
Notification Server, or from a remote system. After policies are created, the
Symantec System Recovery 2011 Management Solution components on the server
process them. All interaction to the Symantec System Recovery 2011 Management
Solution system, such as submitting policies and viewing results can be done
through the console.

Through the console, you can create a one-time backup task, or use the schedule
policy to create recurring daily backups. You can also delete recovery points, or
even recover a computer.

Through Symantec Management Console functions, client computers are grouped
together into resource targets to simplify the backup process. On the portal page
of the solution, you can track and troubleshoot all of the computers whose backups
you manage. You can view the backup status and statistics by computer filters
such as backup failures, and deleted recovery point task status.

After a backup policy has been processed, the results are stored in the database.

See “What you can do with Symantec System Recovery 2011 Management
Solution” on page 19.

What you can do with Symantec System Recovery
2011 Management Solution

Symantec System Recovery 2011 Management Solution lets you work from a
remote location to back up and recover Windows-based computers. You can also
back up Linux-based computers and recover them locally on a computer using
Symantec System Recovery Linux Edition. For more information, see the Symantec
System Recovery 2011 User's Guide Linux Edition.
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Table 1-3 What you can do with Symantec System Recovery 2011 Management
Solution
Task Description
Define backup Lets you do the following:
policies and tasks

and recovery
point storage
locations

m Define daily, weekly, monthly, or quarterly backup policies, and
assign them to one or more resource targets.

m Create full independent recovery points or recovery point sets with
incrementals.

m Define recovery point destinations on a network share or on a local
drive on the client computer.

m Define an Independent Backup task for Linux-based computers.

See “Creating a basic backup policy” on page 91.

See “Creating an advanced backup policy” on page 106.

Remotely recover
one drive,
multiple drives,
or an entire
computer
(Windows-based)

Lets you do the following:

m Remotely recover a data drive on a managed client computer.
See “Configuring a remote Recover Drive task” on page 167.

m UseLightsOut Restore to recover a system drive on a managed client
computer that you can restart.
See “Configuring a remote Recover Computer task” on page 170.

Deploy command | Lets you do the following:
ﬁlés on m Deploy a command files package from Notification Server directly
Windows-based . . . . .

to client computers. The files are run during a particular stage in
computer . .

the recovery point creation process.

m Specify afolder on a network share where managed client computers
can run command files during a particular stage in the recovery
point creation process.

See “About running command files during a backup” on page 113.

See “Deploying the command files package to client computers for use

during a backup” on page 117.

Remotely delete | Lets you do the following:

recovery points

m Delete entire recovery point sets.
See “Deleting a recovery point set” on page 142.
m Delete recovery points within a set.
See “Deleting recovery points within a set” on page 142.




Table 1-3

Introducing Symantec™ System Recovery 2011 Management Solution
Best practices for creating recovery points

What you can do with Symantec System Recovery 2011 Management
Solution (continued)

Task

Description

Administer
server, desktop,
and laptop
computers

Lets you do the following:

Troubleshoot and resolve backup policies remotely.
Run various predefined reports on managed computers.
Manage Symantec System Recovery licenses on resource targets.

Monitor the overall status of recovery points for an entire network
of Windows computers.

See “About viewing reports” on page 203.

See “About managing Symantec System Recovery license policies”
on page 79.

Best practices for creating recovery points

The following table describes the best practices you can take to ensure the
successful creation of recovery points.

See “Best practices for managing recovery points” on page 23.

Table 1-4

Best practices for creating recovery points

Best practice

Description

Schedule backups
when you know
computers are
turned on

Computers must be turned on and Windows must be running at the
time a backup occurs. If the computer remains off after it is polled six
times, the computer is put into a Needs attention state. However, if
Symantec System Recovery (with a user interface) is installed on the
client computer, Symantec System Recovery prompts users to run the
missed backup. In the meantime, the backup status of the client
computer in Symantec System Recovery 2011 Management Solution
console is set at Needs Attention.

Where possible,
separate the
operating system
from the business
data

This practice helps speed the creation of recovery points and reduce
the amount of information that needs to be restored.
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Table 1-4

Best practices for creating recovery points (continued)

Best practice

Description

Use a network
destination or a
secondary hard
disk on the client
computer as the
recovery point
storage location

You should store recovery points to a network share or to a hard disk
on the client computer other than the primary hard disk C. This practice
helps ensure that you can recover the system in the event that the
client's primary hard disk fails.

Understand how
backups are run
on computers in
different time
zones

‘When you back up computers across time zones, the backup runs on
the day and local time where the managed client computer is physically
located. For example, suppose a client computer's physical location is
two hours ahead of the Symantec System Recovery 2011 Management
Solution console time. You create a backup policy to run at 18:00. When
the backup policy begins on the client computer it is 18:00. However,
the console displays the policy as beginning at 16:00.

Use defined
recovery point
destinations

Define recovery point destinations separate from backups and
computers. This best practice helps you to see how many computers
are backed up to a given location. It can also help you to optimize
network load balancing during a backup.

Create recovery
points often and
regularly

Create backup policies with a schedule to ensure the consistent creation
of recovery points.

Save recovery
points to the
proper location

Symantec System Recovery 2011 Management Solution supports saving
recovery points to network locations or to a local hard disk.

You should avoid storing recovery points on the Symantec System
Recovery 2011 Management Solution computer. As the number or size
of recovery points grows, you have less disk space available for regular
server use. When you save recovery points to a separate drive, network
location, you eliminate this problem.

Configure client
options to
optimize client
computer
performance
during a backup.

Symantec System Recovery requires significant system resources to
run a backup. If remote users are at work on their computers when a
backup starts, they might notice that the performance of their computer
slows down. If a slow down occurs, you can adjust the speed of a backup
to improve client computer performance.

See “Configuring a client option policy for computers” on page 204.




Introducing Symantec™ System Recovery 2011 Management Solution | 23

Best practices for managing recovery points

Best practices for managing recovery points

The following table describes the best practices you can take for managing recovery
points.

See “Best practices for creating recovery points” on page 21.

Table 1-5 Best practices for managing recovery points

Best practice

Description

Maintain duplicate
recovery points for
safety.

Store recovery points on the network and create CDs, DVDs, or tapes
of recovery points for off-site storage in a safe, secure place.

Use Symantec Backup Exec for Windows Servers to back up recovery
point locations on the network to tape.

Verify that
recovery points or
recovery point sets
are stable and
usable.

Where possible, document and test your entire recovery process.
Restore recovery points and single files on the original managed client
computer where the recovery points were created. Such testing can
uncover potential hardware or software problems.

Enable the Verify recovery point after creation feature when you
create a backup policy.

See “Creating an advanced backup policy” on page 106.

Manage storage

Delete incremental recovery points to reduce the number of files you

space by deleting | have to maintain. This strategy also uses hard disk space more

old backup data. | efficiently.

Review Periodically review the portal page and the contents and events in
information on the | the Status tab of a selected backup policy. It ensures stability in the
Symantec System | computer system. You should also review log files periodically.
Recovery 2011

Management

Solution portal
page.

Review the
contents of
recovery points.

Ensure that essential data is backed up by periodically reviewing the
contents of recovery point files with Recovery Point Browser in
Symantec System Recovery.
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Installing Symantec System
Recovery 2011
Management Solution

This chapter includes the following topics:

Before you install

About migrating managed client computers from Symantec Backup Exec
System Recovery Manager 8.5 to Symantec System Recovery 2011 Management
Solution

About upgrading from Symantec Backup Exec System Recovery Manager 8.5
to Symantec System Recovery 2011 Management Solution

About upgrading from Backup Exec System Recovery 2010 Management
Solution to Symantec System Recovery 2011 Management Solution

About installing Symantec System Recovery 2011 Management Solution
Installing Symantec System Recovery 2011 Management Solution

Uninstalling Symantec System Recovery 2011 Management Solution

Before you install

Symantec System Recovery 2011 is already included as a software delivery policy
with Symantec System Recovery 2011 Management Solution.

See the product documentation for Symantec System Recovery 2011 or Symantec
System Recovery 2011 Linux Edition for complete system requirements.
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You may intend to define your own software delivery policies of Backup Exec
System Recovery 2010 or 8.5. In such cases, the system requirements vary
depending on the package contents.

See “About installing Symantec System Recovery 2011, Symantec System Recovery
2011 Linux Edition, or LightsOut Restore 2011 on client computers ” on page 49.

Symantec System Recovery 2011 Management Solution supports up to 20,000
installations of Symantec System Recovery for each installation of the solution
on a Notification Server. However, network performance varies greatly among
organizations. The total number of supported installations of Symantec System
Recovery may be more or less for your network. Network performance should be
monitored to ensure that installations of Symantec System Recovery are not
extended beyond the capacity and capability of your network.

About migrating managed client computers from
Symantec Backup Exec System Recovery Manager 8.5
to Symantec System Recovery 2011 Management

Solution

You can migrate managed client computers from Symantec Backup Exec System
Recovery Manager 8.5 to Symantec System Recovery 2011 Management Solution.
Also, the hardware that was used for hosting the Symantec Backup Exec System
Recovery Manager 8.5 server can be repurposed. It can host the Symantec System
Recovery 2011 Management Solution server. The minimum system requirements
still apply. You may not need to purchase or provision new hardware for the
migration.

When you migrate managed client computers from Symantec Backup Exec System
Recovery Manager 8.5 to Symantec System Recovery 2011 Management Solution,
you must first do the following:

m Install the Symantec Management Agent on all the client computers that
Symantec Backup Exec System Recovery Manager 8.5 manages.

m Install the Symantec System Recovery Plug-in on all the client computers that
Symantec Backup Exec System Recovery Manager 8.5 manages.

The newly managed client computers in Symantec System Recovery 2011
Management Solution publish information back to the Symantec System Recovery
2011 Management Solution server. The following occurs:

m Client computers with Symantec System Recovery already installed can be
discovered and targeted from Symantec System Recovery 2011 Management
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Solution. A default resource target of computers with Symantec System
Recovery already installed comes with Symantec System Recovery.

m Management Control, as used by Symantec Backup Exec System Recovery
Manager 8.5 and installed on client computers, is automatically removed. This
event occurs when the client computer with Backup Exec System Recovery is
brought under management by the Symantec System Recovery 2011
Management Solution server.

m The Symantec System Recovery Agent Plug-in and the Symantec System
Recovery 2011 install package can be pushed. You can use the Symantec System
Recovery 2011 Management Solution server to push the packages.

m Client computer history and events are preserved. Such preservation means
you can recover from recovery points that were created before the migration
to Symantec System Recovery 2011 Management Solution.

m Client computer settings for Symantec System Recovery are preserved.
However, if the administrator has created policies in Symantec System
Recovery 2011 Management Solution to adjust those settings, then they are
not preserved.

The following are not preserved after the migration:

m Backup jobs and policies, and backup destination are not preserved following
the migration. Backup policies, as they are known in Symantec System Recovery
2011 Management Solution, and backup destinations must be recreated.

m The Symantec System Recovery Manager database is not preserved. Instead,
the new Symantec System Recovery 2011 Management Solution database is
re-populated with client computer data as each one is brought under backup
management.
http://entsupport.symantec.com/umi/V-306-5

About upgrading from Symantec Backup Exec System
Recovery Manager 8.5 to Symantec System Recovery
2011 Management Solution

When you upgrade from Symantec Backup Exec System Recovery Manager 8.5
to Symantec System Recovery 2011 Management Solution, all configurations,
policies, tasks, and recovery points are preserved.

You can find more information upgrading at the following Web site:

http://entsupport.symantec.com/umi/V-306-5


http://entsupport.symantec.com/umi/V-306-5
http://entsupport.symantec.com/umi/V-306-5
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About upgrading from Backup Exec System Recovery
2010 Management Solution to Symantec System
Recovery 2011 Management Solution

When you upgrade, the install program uninstalls Backup Exec System Recovery
2010 Management Solution. However, all the configurations, policies, tasks, and
recovery points are preserved.

To upgrade Backup Exec System Recovery 2010 Management Solution to Symantec
System Recovery 2011 Management Solution, run the Symantec System Recovery
2011 Management Solution installation program.

See “Installing Symantec System Recovery 2011 Management Solution ”
on page 32.

Post-upgrade tasks

After you upgrade Backup Exec System Recovery 2010 Management Solution to
Symantec System Recovery 2011 Management Solution, you must perform the
following tasks:

m Install the Symantec Management Agent on the client computers. You can
skip this task if Symantec Management Platform 7.0 SP5 is already installed
on the client computers.

See “Installing the Symantec Management Agent on client computers”
on page 44.

m Install the Symantec System Recovery Plug-in on the client computers.
See “About installing the Symantec System Recovery Plug-in on client
computers” on page 45.

m Install Symantec System Recovery 2011 on the client computers. You can skip
this task if you do not want to upgrade Backup Exec System Recovery 2010 or
8.5 to Symantec System Recovery 2011.

See “Installing Symantec System Recovery 2011 or Symantec System Recovery
2011 Linux Edition on client computers” on page 50.

About installing Symantec System Recovery 2011
Management Solution

You can install Symantec System Recovery 2011 Management Solution by using
one of the following methods:

m Symantec Installation Manager
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You use the Symantec Installation Manager to install Symantec System
Recovery 2011 Management Solution on the Notification Server computer.
The Symantec Installation Manager checks for the required software and
hardware resources, updates registry settings, and then copies the required
files to the hard disk.

At a minimum, you must install this product on a computer that runs Microsoft
Windows Server 2003 SP2 or 2008 R2, Enterprise, or Standard Edition..

For detailed installation instructions, please refer to the Symantec Management
Platform Installation Guide.

m The Symantec System Recovery 2011 Management Solution product DVD.
During the installation, the following components may be installed if they do
not already exist:

m Microsoft NET Framework 3.5.

m  Microsoft SQL Server Express Edition. This software is included on the
Symantec System Recovery 2011 Management Solution media. Symantec
recommends that you install Microsoft SQL Server on a computer separate
from the one on which you install Symantec System Recovery 2011
Management Solution

m Symantec Installation Manager.
Depending on the product DVD you have, you can install the following products:

m Symantec System Recovery 2011 Management Solution
m Symantec System Recovery 2011

m Symantec System Recovery 2011 Linux Edition

m LightsOut Restore 2011

m Symantec Management Agent for UNIX, Linux, and Mac

See “System requirements for Symantec System Recovery 2011 Management
Solution ” on page 29.

See “Installing Symantec System Recovery 2011 Management Solution ”
on page 32.

System requirements for Symantec System Recovery 2011 Management
Solution

The computer on which you install and use Symantec System Recovery 2011
Management Solution must meet the following minimum system requirements.
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Table 2-1 Minimum system requirements for 32-bit operating systems
Component Requirements
Processor Intel® Pentium® 4 CPU 2.0 GHz or faster
RAM 2 GB or more
Available disk space | 20 GB or more

Operating system

Enterprise and Standard editions of the following Windows
operating systems are supported:

m  Microsoft Windows Server 2003 SP2

m  Microsoft Windows Server 2003 R2 SP2

Database

Express, Standard, and Enterprise editions of the following SQL
servers are supported:

B Microsoft SQL Server 2005
m Microsoft SQL Server 2008
Note: Microsoft SQL Server 2005 Express Edition is included on

the Symantec System Recovery 2011 Management Solution media.
Symantec recommends that you install Microsoft SQL Server and

Symantec System Recovery 2011 Management Solution on separate

computers to avoid computer performance issues.

Software

The following must be installed on the computer on which you want

to install Symantec System Recovery 2011 Management Solution:

Microsoft Internet Information Services
Microsoft .NET Framework 3.5 SP1
Microsoft ASP.NET

Microsoft Internet Information Services 6.0
Microsoft Internet Explorer 7.0 (and 8.0 in compatibility view)
Microsoft Silverlight 3.0 or later
Microsoft Windows Installer 4.5
Symantec Installation Manager 7.0

Symantec Management Platform 7.0 SP5

Note: Installation of Symantec System Recovery 2011 Management

Solution is not supported on encrypted file systems.

Internet access

High speed Internet access is recommended at the computer where

you install Symantec System Recovery 2011 Management Solution.

DVD ROM drive

Required for installation.
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Table 2-2 Minimum system requirements for 64-bit operating systems
Component Requirements
Processor Dual Processor Dual Core with 2.53 GHz or faster

Note: An Intel Itanium 2 processor is required for Windows Server
2008 R2 for Itanium-Based Systems.

RAM 4 GB or more

Available disk space | 20 GB or more

Operating system Microsoft Windows Server 2008 R2, Enterprise Edition, or Standard
Edition

Database Express, Standard, and Enterprise editions of the following SQL
servers are supported:

m  Microsoft SQL Server 2005
m Microsoft SQL Server 2008
m Microsoft SQL Server 2008 R2

Note: Microsoft SQL Server 2008 Express Edition is included on
the Symantec System Recovery 2011 Management Solution media.
Symantec recommends that you install Microsoft SQL Server and
Symantec System Recovery 2011 Management Solution on separate
computers to avoid computer performance issues.

Software The following must be installed on the computer on which you want
to install Symantec System Recovery 2011 Management Solution:

Microsoft Internet Information Services
Microsoft .NET Framework 3.5 SP1

Microsoft ASP.NET

Microsoft Internet Information Services (IIS) 7.5

Note: The IIS 6.0 compatibility mode must be enabled.

Microsoft Internet Explorer 7.0 (and 8.0 in compatibility view)
Microsoft Silverlight 3.0 or later
Symantec Installation Manager 7.1

Symantec Management Platform 7.1

Note: Installation of Symantec System Recovery 2011 Management
Solution is not supported on encrypted file systems.

Internet access High speed Internet access is recommended at the computer where
you install Symantec System Recovery 2011 Management Solution.

DVD ROM drive Required for installation.
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Symantec also recommends that you familiarize yourself with the Symantec
Management Platform by reviewing the Symantec Management Platform
Installation Guide.

Installing Symantec System Recovery 2011
Management Solution

The Symantec Management Platform requires a Microsoft SQL Server database.
SQL Server Express database is already included on the product DVD. The SQL
Server database can be installed on the same computer as the Symantec
Management Platform, or on aremote computer. Symantec recommends that you
install the SQL Server database on a remote computer to avoid computer
performance issues.

See “About installing Symantec System Recovery 2011 Management Solution”
on page 28.

See “About preparing to manage the backups of client computers” on page 42.

To install the Symantec System Recovery 2011 Management Solution

1

Log on to your computer by using either the Administrator account or an
account with administrator privileges.

Do one of the following:

If you install Symantec System Recovery Do the following:
2011 Management Solution from the

. On the Notification Server computer,
Symantec Installation Manager

click Start > All Programs > Symantec
> Symantec Installation Manager >
Symantec Installation Manager.

m Click Install new products.

m  Continue with step 12.

If you install Symantec System Recovery Continue to the next step.
2011 Management Solution from the
product DVD

Insert the Symantec System Recovery 2011 Management Solution DVD into
the DVD drive of the computer.

In Windows Explorer, in the left pane, click My Computer.

In the right pane, double-click the name of the product DVD to start the
installation.
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In the Symantec System Recovery 2011 Management Solution Installation
Welcome panel, click Next.

In the Is SSRMS right for you panel, review the product recommendations,
and then click Next.

Note: The product recommendations help you to choose the correct tool that
best suits your management requirement. If you need more information about
the recommended products, click the Click for more information link.

In the System Requirements panel, review the system requirements. If your
system satisfies all the requirements, click Next.

Do one of the following:

To create a new SQL Server Express Click Create a new SQL Server Express
instance instance.

The name of the new instance is
SQLExpress. Write down this name. You
must enter it later in the installation
process when you are prompted to specify
the Microsoft SQL Server name. The
Symantec Management Platform uses this
SQL Server instance.

To use an existing SQL Server instance  Click Use an existing SQL Server
Instance.

Symantec does not recommend using an
instance of SQL Server Express that hosts
another application. Uninstalling the
other application can render the Symantec
Management Platform Configuration
Management Database unusable. In
addition, other applications may use some
SQL Server Express settings that may be
incompatible with the Symantec
Management Platform.

If you decide to use an existing SQL Server
instance, you are prompted to select it
later in the installation process.
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10 Click Next.

The Symantec System Recovery 2011 Management Solution program files
are installed.

11 Do one of the following:

If the Symantec The Symantec Installation Manager - Install Package
Installation Manager is dialog box appears. Do the following:

not installed m Click Continue.

m Specify the folder where you want to extract the
Symantec Installation Manager files.

m Click OK to extract the Symantec Installation Manager
files.

m Following the extraction, click OK again to start the
Symantec Installation Manager Setup wizard.

m In the Welcome panel, click Next.

B Read the end user license agreement, check I accept
the terms in the license agreements, and then click
Next.

m Click Begin Install.

Symantec Installation Manager is installed.

m Click Finish to launch the Symantec Installation
Manager.

m Inthe Symantec System Recovery 2011 Management
Solution Installation Finish panel, click Finish.

If the Symantec The Symantec Installation Manager is launched. Continue
Installation Manager is with the next step.
installed.

12 Onthe Install New Products panel, in the Filter drop-down list, select None.
13 Select the following products:

m Symantec System Recovery 2011 Management Solution

m Symantec System Recovery 2011 Installer

m Symantec System Recovery 2011 Linux Management Solution (only
required if you intend to back up Linux-based computers)

m Symantec System Recovery 2011 LightsOut Restore
m Symantec Management Platform

m Symantec Management Agent for UNIX, Linux, and Mac (only required if
you intend to back up Linux-based computers)
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The Symantec Installation Manager may automatically select additional
software components to complete the installation.

Click Review selected products.

In the Selected Products and Features panel, review the list of selected
products, and then click Next.

On the End User License Agreement panel, read the End User License
Agreement, and then click Iaccept the termsinthelicense agreements, and
then click Next.

The Symantec Installation Manager runs an install readiness check to make
sure that your computer meets all requirements. The results of the install
readiness check appear in the Install Readiness Check panel.

On the Install Readiness Check panel, install any required software before
you continue the installation.

Where applicable, a link appears in the Install Readiness Check panel that
lets you install the missing software from within the Symantec Installation
Manager panel. If a link does not appear, you must exit the installation. Then
you must install the missing software component, and then start the Symantec
System Recovery 2011 Management Solution installation again.

The following options appear in the Install Readiness Check panel.

Check mark The requirement and the recommendations are met.

Exclamation point The requirement is met. You can continue with the
installation. However, there are some recommendations to
consider.

X The requirement is not met. You cannot continue with the

installation until the requirement is met.

Click the associated link for additional information or to
install the required product. After you make changes to
your computer, click Check install readiness again to
recheck your system.

You may be required to restart your computer after the
required software is installed.

When all the requirements are met in the Install Readiness Check panel, you
can continue with the installation.

Click Next.

On the Notification Server Configuration panel, type the appropriate
information to complete the panel, and then click Next.
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20 On the Contact Information panel, type the appropriate information to
complete the panel, and then click Next.

21 Onthe Review Installation Details panel, review the installation information,
and then click Begin install.

22 On the Installation panel, click Finish to launch the Symantec Management
Console.

See “About the Symantec System Recovery 2011 Management Solution Home
page” on page 38.

See “About installing the Symantec System Recovery Plug-in on client computers”
on page 45.

See “About installing Symantec System Recovery 2011, Symantec System Recovery
2011 Linux Edition, or LightsOut Restore 2011 on client computers ” on page 49.

See “Creating a basic backup policy” on page 91.

Uninstalling Symantec System Recovery 2011
Management Solution

You can uninstall Symantec System Recovery 2011 Management Solution from
the computer on which Notification Server is installed. The uninstallation program
removes the files and registry settings that were set up or copied onto the
computer's hard disk during installation.

When you uninstall the solution, Symantec System Recovery is not uninstalled
from any managed client computers that you added to the console.

To uninstall Symantec System Recovery 2011 Management Solution

1 Logon toyour computer by using either the Administrator account or an
account with administrator privileges.

2 Onthe computer where Notification Server is installed, click Start > All
Programs > Symantec > Symantec Installation Manager > Symantec
Installation Manager.

3 Select Symantec System Recovery 2011 Management Solution in the
Installed products list.

Click Uninstall.
Click Yes.
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Symantec System Recovery
2011 Management Solution

This chapter includes the following topics:

About the Symantec System Recovery 2011 Management Solution Home page
Starting Symantec System Recovery 2011 Management Solution

Sending Symantec feedback

About preparing to manage the backups of client computers

Discovering client computers on the network

Installing the Symantec Management Agent on client computers

About installing the Symantec System Recovery Plug-in on client computers

About installing Symantec System Recovery 2011, Symantec System Recovery
2011 Linux Edition, or LightsOut Restore 2011 on client computers

Updating the settings of a package

Uninstalling Symantec System Recovery-related products from the Symantec
Management Platform

About the recovery point password store
About managing recovery point destinations
Configuring a Dedicated Offsite Copy task

About viewing filters
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m About organizational views

m About managing Symantec System Recovery license policies

About the Symantec System Recovery 2011
Management Solution Home page

The Home page provides a visual overall status of servers and desktop computers.
Those computers may or may not have an installation of Symantec System
Recovery on them. Actual dataregarding computer incidents populates this page.

Note: The computers must have Symantec System Recovery Plug-in and Symantec
System Recovery installed to show up on the Home page.

You can edit the Home page by adding or deleting Web parts. You can add or
delete Web parts from other solutions or Symantec System Recovery 2011
Management Solution. You can also add or delete the Web parts that already come
with the Symantec Management Console.

For information about using Symantec Management Console, click the Help icon
in the console.

See “Web parts for the Home page” on page 38.

See “Starting Symantec System Recovery 2011 Management Solution” on page 41.

Web parts for the Home page

The following table describes the product's Web parts you can delete from or add
to the Home page.

See “About the Symantec System Recovery 2011 Management Solution Home
page” on page 38.

Table 3-1 Web parts for the Symantec System Recovery 2011 Management
Solution Home page

Web part Description

Alerts and Failures Displays a table of various types of failures and alerts that you can
act on or resolve by clicking the associated hyperlink.
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Table 3-1 Web parts for the Symantec System Recovery 2011 Management
Solution Home page (continued)

Web part Description

Backup Status Filters the backup status results by collection.

Client computer status types include the following:

m Backed up
Indicates the number of managed client computers that have
made a recovery point of all drives in the last 30 days. And, the
client computers have not missed the last scheduled backup.

Note: The drives must be set to report full status.

Client computers are considered "backed up" without having
an assigned backup policy. This status is true as long as one or
more recovery points have been created within the last 30 days.
A backed up drive can be fully recovered.

m Needs Attention
Indicates the number of managed client computers that have
a backup policy assigned but the policy has not run for a long
time. Or, it has missed the last scheduled backup (meaning that
existing recovery points are probably old). A client computer
drive that needs attention can be recovered. However, if the
recovery points are old, the recovery points may not contain
the latest versions of files or folders.

m AtRisk
Indicates the number of managed client computers that have
no recovery points available for the reported drives.
A client computer that is at risk can be recovered if the volumes
are set to back up. For example, suppose you have a C:\, D:\,
and E:\ volume on a client computer, but only a backup of C:\
exists. While Symantec System Recovery 2011 Management
Solution shows the client computer at risk, you can still recover
the C:\ volume.

m Not Reporting
Indicates the number of managed client computers that have
not reported back to the Symantec System Recovery 2011
Management Solution server. The computers must report within
aset time interval regardless of whether or not any policies are
assigned to them. Sometimes this error is caused from network
connectivity issues. For example, the computer is turned off or
is not connected to the network.




40 | Getting started with Symantec System Recovery 2011 Management Solution
About the Symantec System Recovery 2011 Management Solution Home page

Table 3-1 Web parts for the Symantec System Recovery 2011 Management
Solution Home page (continued)

Web part

Description

Computer Statistics

Displays a summary of all of the managed client computers that
have a supported version of Symantec System Recovery installed.
Servers and desktops sort this information. You can click Desktops
or Servers in the legend to open a detailed view of the managed
client computers within that group.

Destination Storage

Displays a table summary of all defined local and network
destinations for recovery points. The table displays the destination
type and path, among other things.

Failures

Displays a line chart that shows the number of managed client
computers that have backu