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Technical Support

Symantec Technical Support maintains support centers globally. Technical Support’s
primary role is to respond to specific queries about product features and functionality.
The Technical Support group also creates content for our online Knowledge Base.
The Technical Support group works collaboratively with the other functional areas
within Symantec to answer your questions in a timely fashion. For example, the
Technical Support group works with Product Engineering and Symantec Security
Response to provide alerting services and virus definition updates.

Symantec’s support offerings include the following:

= Arange of support options that give you the flexibility to select the right amount
of service for any size organization

= Telephone and/or Web-based support that provides rapid response and
up-to-the-minute information

» Upgrade assurance that delivers software upgrades

= Global support purchased on a regional business hours or 24 hours a day, 7
days a week basis

= Premium service offerings that include Account Management Services

For information about Symantec’s support offerings, you can visit our website at
the following URL.:

www.symantec.com/business/support/index.jsp
All support services will be delivered in accordance with your support agreement
and the then-current enterprise technical support policy.

Contacting Technical Support

Customers with a current support agreement may access Technical Support
information at the following URL:

www.symantec.com/business/support/contact_techsupp_static.jsp

Before contacting Technical Support, make sure you have satisfied the system
requirements that are listed in your product documentation. Also, you should be at
the computer on which the problem occurred, in case it is necessary to replicate
the problem.

When you contact Technical Support, please have the following information
available:

s Product release level

= Hardware information
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= Available memory, disk space, and NIC information
= Operating system
= Version and patch level
= Network topology
= Router, gateway, and IP address information
= Problem description:
= Error messages and log files
= Troubleshooting that was performed before contacting Symantec

= Recent software configuration changes and network changes

Licensing and registration

If your Symantec product requires registration or a license key, access our technical
support Web page at the following URL:

www.symantec.com/business/support/

Customer service
Customer service information is available at the following URL:
www.symantec.com/business/support/

Customer Service is available to assist with non-technical questions, such as the
following types of issues:

= Questions regarding product licensing or serialization

= Product registration updates, such as address or name changes

= General product information (features, language availability, local dealers)
» Latest information about product updates and upgrades

» Information about upgrade assurance and support contracts

= Information about the Symantec Buying Programs

= Advice about Symantec's technical support options

= Nontechnical presales questions

= Issues that are related to CD-ROMs or manuals
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If you want to contact Symantec regarding an existing support agreement, please
contact the support agreement administration team for your region as follows:

Asia-Pacific and Japan customercare_apj@symantec.com
Europe, Middle-East, and Africa semea@symantec.com
North America and Latin America supportsolutions@symantec.com

About Symantec Connect

Documentation

Symantec Connect is the peer-to-peer technical community site for Symantec’s
enterprise customers. Participants can connect and share information with other
product users, including creating forum posts, articles, videos, downloads, blogs
and suggesting ideas, as well as interact with Symantec product teams and
Technical Support. Content is rated by the community, and members receive reward
points for their contributions.

http://www.symantec.com/connect/storage-management

Your feedback on product documentation is important to us. Send suggestions for
improvements and reports on errors or omissions. Include the title and document
version (located on the second page), and chapter and section titles of the text on
which you are reporting. Send feedback to:

doc_feedback@symantec.com

For information regarding the latest HOWTO articles, documentation updates, or
to ask a question regarding product documentation, visit the Storage and Clustering
Documentation forum on Symantec Connect.

https://www-secure.symantec.com/connect/storage-management/
forums/storage-and-clustering-documentation
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Introducing Symantec
Storage Foundation and
High Availability Solutions
and the VCS agents for SQL
Server 2012

This chapter includes the following topics:

= About the Symantec High Availability solution for SQL Server

= How the Symantec High Availability solution works in a physical environment
= How the Symantec High Availability solution works in a VMware environment
= Managing storage using VMware virtual disks

= How VCS monitors storage components

= What must be protected in an SQL Server environment

= About the VCS agent for Microsoft SQL Server

= About the agent for SQL Server 2012 Database Engine

= About the agent for SQL Server FILESTREAM

= About the GenericService agent for SQL Server Agent and Analysis service

= About the agent for MSDTC service
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About the Symantec High Availability solution for SQL Server

= Detail monitoring options

» Typical SQL Server configuration in a VCS cluster
= Typical SQL Server disaster recovery configuration
= SQL Server sample dependency graph

= MSDTC sample dependency graph

About the Symantec High Availability solution for SQL
Server

The Symantec high availability solution for SQL Server provides application
monitoring capability for SQL Server in the physical and virtual environments. The
application monitoring capability is based on the VCS application agent and storage
agent framework that combine together to monitor the application and storage
components respectively.

In a physical environment, the application monitoring configuration employs shared
or local storage. The shared storage employs NetApp filers over an iSCSI or Fibre
Channel (FC) connection and NetApp SnapMirror for replication.

In a virtual environment, the storage components employ non-shared virtual disks
created on a data store or Raw Device Mappings (RDM)/SAN storage.

How the Symantec High Availability solution works
in a physical environment

The VCS agents continuously monitor the application, storage, and network
components that the application uses in the cluster. The agents are able to detect
failures in all of these components. For example, an application-level failure such
as a configured application virtual server or application service becoming unavailable,
afault in the storage such as a configured disk becoming inaccessible, or a network
failure.

When a fault occurs, VCS fails over the application service group to the next
available system in the application service group’s system list. A service group
failover means that the VCS storage agents deport and import the disks or LUNs
on the new system. The VCS network agents bring the network components online
and the application-specific agents then start the application services on the new
system.
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In a disaster recovery cluster configuration, VCS first attempts to failover the
application service group within the local cluster. If all the systems in the local cluster
are unavailable, VCS attempts to failover the service group to a system at the
remote site.

In a NetApp environment, the VCS NetApp agents perform the following actions in
that order:

= Connect the virtual disks (LUNSs) to the target hosts (NetAppSnapDrive agent).

= Perform a mirror break that enables write access to the target (NetAppSnapMirror
agent).

= Reverse the direction of replication by demoting the original source to a target,
and begin replicating from the new source (NetAppSnapMirror agent).

If replication is set up using Veritas Volume Replicator (VVR), the VVR replication
agents make the Secondary RVG at the remote site write-enabled so that it becomes
the new Primary. After the storage is connected, VCS starts the application services
on the new system at the remote site. The data that is replicated to the remote site
is used to restore the application services to the clients.

How the Symantec High Availability solution works
in a VMware environment

The Symantec High Availability solution for VMware employs Symantec Cluster
Server (VCS) and its agent framework to monitor the state of applications and their
dependent components running on the virtual machines that use non-shared storage.
Specific agents are available to monitor the application, storage, and network
components. Together, these agents monitor the overall health of the configured
applications by running specific commands, tests, or scripts.

The storage configuration in the VMware virtual environment determines how VCS
functions differently in a non-shared virtual environment. The non-shared storage
configuration in the VMware virtual environment involves the VMware VMDK and
RDM disks that reside on the shared datastore. This datastore is accessible to
multiple virtual machines. However, the disks are attached to a single virtual machine
at any given point of time. VCS provides a new storage agent “VMwareDisks” that
communicates with the VMware ESX/ESXi hosts to perform the disk detach and
attach operations to move the storage disk between the virtual machines, in a VCS
cluster.
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How the Symantec High Availability solution works in a VMware environment

Note: By default the VMwareDisks agent communicates with the ESX/ESXi host to
perfom the disk deatch and attach operations. However, instead of the ESX/ESXi
hosts you can choose to communicate with the vCenter Server to perform these
operations.

See “How the VMwareDisks agent communicates with the vCenter Server instead
of the ESX/ESXi host” on page 21.

In event of an application failure, the agents attempt to restart the application
services and components for a configurable number of times. If the application fails
to start, they initiate an application fail over to the failover target system. During the
fail over, the VMwareDisks agent moves the storage disk to the failover target
system, the network agents bring the network components online, and the
application-specific agents then start the application services on the failover target
system.

In case of a virtual machine fault, the VCS agents begin to fail over the application
to the failover target system. The VMwareDisks agent sends a disk detach request
to the ESX/ESXi host. After the detach operation is successful, the agent proceeds
to attach the disks to the new failover target system.

In a scenario where the ESX/ESXi host itself faults, the VCS agents begin to fail
over the application to the failover target system that resides on another host. The
VMwareDisks agent communicates with the new ESX/ESXi host and initiates a disk
detach operation on the faulted virtual machine. The agent then attaches the disk
to the new failover target virtual machine.

In event of a failure in a site recovery configuration, the following tasks are performed
for application monitoring continuity:

= The virtual machines at the protected site are failed over to the recovery site.

= The pre-online script defined in the form of a command in the SRM recovery
plan applies the specified attribute values for the application components.

= The status monitoring script retrieves the application status.

= The network agents bring the network components online and the
application-specific agents start the application services on the failover target
system.

For details on the VCS configuration concepts and clustering topologies, refer to
the Symantec Cluster Server Administrator’s Guide.

For details on the application agents, refer to the application-specific agent guide.

For details on the storage agents, refer to the VCS Bundled Agents Reference
Guide.
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How the VMwareDisks agent communicates with the vCenter Server
instead of the ESX/ESXi host

In addition to the ESX hosts the VMwareDisks agent can also communicate the
disk deatch and attach operations with the vCenter Server to which the virtual
machines belong.

In this scenario, in event of a failure, the VMwareDisks agent sends the disk detach
and attach requests to the vCenter Server (instead of the ESX hosts). The vCenter
Server then notifies the ESX host for these operations. Since the communication

is directed through the vCenter Server, the agent successfully detaches and attaches
the disks even if the ESX host and the virtual machines reside in a different network.

In a scenario where the host ESX/ESXi itself faults, the VMareDisks agent from the
target virtual machine sends a request to the vCenter Server to detach the disks
from the failed virtual machine. However, since the host ESX has faulted, the request
to detach the disks fails. The VMwareDisks agent from the target virtual machine
now sends the disk attach request. The vCenter Server then processes this request
and disks are attached to the target virtual machine. The application availability is
thus not affected.

See “Modifying the ESXDetails attribute” on page 370.

Limitation
The configuration of VMwareDisks agent to communicate with the vCenter Server
has the following limitation:

If VMHA is not enabled and the host ESX faults, then even after the disks are
attached to the target virtual machine they remain attached to the failed virtual
machine. This issue occurs because the request to detach the disks fails since the
host ESX itself has faulted. The agent then sends the disk attach request to the
vCenter Server and attaches the disks to the target virtual machine.

Even though the application availability is not impacted, the subsequent power ON
of the faulted virtual machine fails. This issue occurs because of the stale link
between the virtual machine and the disks attached. Even though the disks are
now attached to the target virtual machine the stale link with the failed virtual machine
still exists.

Workaround

As a workaround, you must manually detach the disks from the failed virtual machine
and then power ON the machine.

About the vCenter Server user account privileges

You must have the administrative privileges or must be a root user to communicate
the disk detach and attach operations through the vCenter Server. If the vCenter
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Server user account fails to have the administrative privileges or is not a root user,
then the disk detach and attach operation may fail, in event of a failure.

If you do not want to use the administrator user account or the root user, then you
must create a role and add the following privileges to the created role:

= "Low level file operations” on datastore
= “Add existing disk” on virtual machine
= “Change resource” on virtual machine
= “Remove disk” on virtual machine

After you create a role and add the required privileges, you must add a local user
to the created role. You can choose to add an existing user or create a new user.

Refer to the VMware product documentation for details on creating a role and adding
a user to the created role.

Typical VCS cluster configuration in a virtual environment

A typical VCS cluster configuration for SQL Server 2012, in a VMware virtual
environment involves two or more virtual machines. The virtual machine on which
the application is active, accesses a non-shared VMware VMDK or RDM disk that
resides on a VMware datastore.

The virtual machines involved in the VCS cluster configuration may belong to a
single ESX host or could reside on separate ESX hosts. If the virtual machines
reside on separate ESX hosts, the datastore on which the VMware VMDK or RDM
disks (on which the application data is stored) reside must be accessible to each
of these ESX hosts.

The application binaries are installed on the virtual machines and the data files are
installed on the VMware disk drive. The VCS agents monitor the application
components and services, and the storage and network components that the
application uses.

During a failover, the VCS storage agents (MountV-VMNSDg-VMwareDisks in case
of SFW storage, Mount-NativeDisks-VMwareDisks in case of LDM strorage) move
the VMware disks to the new system. The VCS network agents bring the network
components online, and the application-specific agents then start the application
services on the new system.

In a site recovery environment, Symantec High Availability solution additionally
provides script files for the following tasks. These files are invoked when the SRM
recovery plan is executed.

s Set up communication between the vCenter Server and the SRM Server at the
recovery site and the virtual machines at the protected site.
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= Assign a SitelD to both the sites.
= Specify attribute values for the application components at the respective site.

= Retrieve the application status in the SRM recovery report, after the virtual
machine is started at the recovery site.

Figure 1-1 Typical SQL Server 2012 cluster configuration in a VMware virtual
environment
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Managing storage using VMware virtual disks

Configure the storage disks to save the application data.

VMware virtualization manages the application data by storing it on SAN LUNs
(RDM file), or creating virtual disks on a local or networked storage attached to the
ESX host using iISCSI, network, or Fibre Channel. The virtual disks reside on a
datastore or a raw disk that exists on the storage disks used.

For more information, refer to the VMware documentation.

The application monitoring configuration in a VMware environment requires you to
use the RDM or VMDK disk formats. During a failover, these disks can be deported
from a system and imported to another system.

Consider the following to manage the storage disks:
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= Use a networked storage and create virtual disks on the datastores that are
accessible to all the ESX servers that hosts the VCS cluster systems.

= In case of virtual disks, create non-shared virtual disks (Thick Provision Lazy
Zeroed).

= Add the virtual disks to the virtual machine on which you want to start the
configured application.

»s Create volumes on the virtual disks.

Note: If your storage configuration involves NetApp filers that are directly connected
to the systems using iSCSI initiator, you cannot configure application monitoring in
a virtual environment with non-shared disks.

The VCS SQL Server agent requires that you create two volumes, one for the SQL
Server data and the other for the registry replication information.

If you use SQL Server FILESTREAM, create additional volumes for the
FILESTREAM-enabled database objects.

Symantec recommends that you create separate volumes for the following:
= INST1_DATA_FILES

Contains the SQL Server system data files (including the master, model, msdb,
and tempdb databases).

= INST1_REGREP_VOL
Contains the list of registry keys that must be replicated among cluster systems
for the SQL Server service. Create a 100 MB (minimum recommended size)
volume for this purpose.

= INST1_FS_VOL
Contains the FILESTREAM-enabled database objects for the SQL Server
database.

= INST1_DB1_VOL
Contains the user database files.

= INST1_DB1_LOG
Contains the user database log files.

= INST1_DB1_FS_VOL
Contains the FILESTREAM-enabled database objects for the user database.

The following VCS storage agents are used to monitor the storage components
involving non-shared storage:

» [fthe storage is managed using SFW, the MountV, VMNSDg, and VMwareDisks
agents are used.
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= [fthe storage is managed using LDM, the Mount, NativeDisks, and VMwareDisks
agents are used.

Before configuring the storage, you can review the resource types and attribute
definitions of these VCS storage agents. For details refer to the Symantec Cluster
Server Bundled Agents Reference Guide.

How VCS monitors storage components

VCS provides specific agents that monitor storage components and ensure that
the shared disks, disk groups, LUNs, volumes, and mounts are accessible on the
system where the application is running. Separate agents are available for shared
and non-shared storage and for third-party storage arrays such as NetApp filers.
Your storage configuration determines which agent should be used in the high
availability configuration.

For details on the various VCS storage agents, refer to the Symantec Cluster Server
Bundled Agents Reference Guide.

Shared storage—if you use NetApp filers

The VCS hardware replication agents for NetApp provide failover support and
recovery in environments that employ NetApp filers for storage and NetApp
SnapMirror for replication. The agents enable configuring NetApp filers over an
iSCSI or Fibre Channel (FC) connection in a VCS cluster environment.

The VCS agents for NetApp are as follows:
= NetAppFiler

s NetAppSnapDrive

s NetAppSnapMirror

These agents monitor and manage the state of replicated filer devices and ensure
that only one system has safe and exclusive access to the configured devices at a
time. The agents can be used in local clusters, single VCS replicated data clusters,
and multi-cluster environments that are set up using the VCS Global Cluster Option
(GCO).

In a typical configuration, the agents are installed on each system in the cluster.
The systems are connected to the NetApp filers through a dedicated (private)
storage network. VCS cluster systems are physically attached to the NetApp filer
via an ethernet cable supporting iISCSI or FC as the transport protocol.
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VCS also provides agents for other third-party hardware arrays. For details on the
supported arrays, refer to the product Software Compatibility List (SCL).

Shared storage—if you use SFW to manage cluster dynamic disk
groups

The VCS MountV and VMDg agents are used to monitor shared storage that is
managed using Storage Foundation for Windows (SFW). SFW manages storage
by creating disk groups from physical disks. These disk groups are further divided
into volumes that are mounted on the cluster systems.

The MountV agent monitors volumes residing on disk groups. The VMDg agent
monitors cluster dynamic disk groups and is designed to work using SCSI
reservations. Together the MountV and VMDg agents ensure that the shared cluster
dynamic disk groups and volumes are available.

Shared storage—if you use Windows LDM to manage shared disks

The VCS Mount and DiskReservation (DiskRes) agents are used to monitor shared
disks that are managed using Windows Logical Disk Management (LDM).
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The Mount agent monitors basic disks and mount points and ensures that each
system is able to access the volume or mount path in the same way. The DiskRes
agent monitors shared disks and uses persistent reservation to ensure that only
one system has exclusive access to the disks. During failovers, these agents ensure
that the disks and volumes are deported and imported on the node where the
application is running.

Non-shared storage—if you use SFW to manage dynamic disk groups

VCS introduces the Volume Manager Non-Shared Diskgroup (VMNSDg) agent to
support local non-shared storage configurations that are managed using SFW. The
VMNSDg agent works without SCSI reservations and is designed for locally attached
storage devices that do not support SCSI.

The VMNSDg agent monitors and manages the import and deport of dynamic disk
groups created on local storage. The only difference between the VMDg agent and
the VMNSDg agent is that the VMDg agent is designed for shared cluster dynamic
disk groups and uses SCSI reservations, whereas the VMNSDg agent supports

only non-shared local dynamic disk groups and works without SCSI reservations.

The VMNSDg agent can be used to set up single node Replicated Data Clusters
(RDC) or Disaster Recovery (DR) configurations with replication set up between
the sites.

During a failover, the VCS MountV and VMNSDg agents deport the locally attached
storage from the affected node and then import the locally attached storage of the
target node. Replication ensures that the data is consistent and the application is
up and running successfully.

Note: The VMNSDg agent does not support fast failover and Intelligent Monitoring
Framework (IMF).

Non-shared storage—if you use Windows LDM to manage local
disks

VCS introduces the NativeDisks agent to support local non-shared storage
configurations managed using Windows LDM. The NativeDisks agent works without
SCSI reservations and is designed for local storage that does not support SCSI.

Together with the Mount agent, the NativeDisks agent monitors and manages the
import and deport of basic local disks on the system. The only difference between
the DiskRes agent and the NativeDisks agent is that the DiskRes agent is designed
for shared disks and uses SCSI reservations, whereas the NativeDisks agent
supports only non-shared local disks and works without SCSI reservations.
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Note: The NativeDisks agent does not support fast failover and Intelligent Monitoring
Framework (IMF).

Non-shared storage—if you use VMware storage

VCS introduces the VMwareDisks agent to support storage configurations in a
VMware virtual environment. The agent is platform independent and supports
VMware Virtual Machine Disk (VMDK), Raw Device Mapping (RDM) disk files
(virtual), and storage that is configured using Network File System (NFS). The
VMwareDisks agent works without SCSI reservations and supports locally attached
non-shared storage.

VMware features such as snapshots, vMotion, and DRS do not work when SCSI
disks are shared between virtual machines. The VMwareDisks agent is designed
to address this limitation. With this agent, the disks can now be attached to a single
virtual machine at a time in the VCS cluster. On failover, along with the service
group, the VMwareDisks agent moves the disks to the target virtual machine.

The VMwareDisks agent communicates with the host ESXi server to configure
storage. This agent manages the disk attach and detach operations on a virtual
machine in the VCS cluster. The agent is VMware HA aware. During failovers, the
agent detaches the disk from one system and then attaches it to the system where
the application is actively running. The VMwareDisks agent presents the virtual
disks to the operating system. On Windows, the agent relies on the VMNSDg agent
(in case of SFW-managed local storage) and the NativeDisks agent (in case of
LDM-managed local storage) for initializing and managing the virtual disks. On
Linux, the agent relies on the LVM and VxVM agents.

Note: The VMwareDisks agent does not support fast failover and Intelligent
Monitoring Framework (IMF).

What must be protected in an SQL Server environment

The following components of a SQL Server environment must be protected in the
event of a disaster:

User Databases The most critical component in any SQL Server
implementation is the user data that is stored in user-defined
databases.

Logins Logins allow clients to connect to SQL Server and execute

queries on user data. Logins are stored in the master
database and each of the user-defined databases.
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Jobs Jobs are a set of scheduled tasks that maintain SQL Server
databases. The job configuration is stored in the msdb
system database

Alerts Alerts are actions that are taken when a specific event
occurs. They are used to respond to and correct errors that
occur in SQL Server. The alert configuration is stored in the
msdb system database.

Operators Operators are contacts that address problems occurring in
SQL Server. They are notified in the event of errors. The
operator configuration is stored in the msdb system
database.

Extended Stored Procedures  Extended stored procedures are external routines that are
called from within SQL Server. They are typically stored in
DLL files on the file system.

Other Server Extensions SQL Server is a very flexible database engine and it is
possible to extend its functionality in several ways. These
extensions are also important to the operation of the SQL
Server.

About the VCS agent for Microsoft SQL Server

The VCS agent for Microsoft SQL Server provides high availability for SQL Server
in a VCS cluster.

The agent monitors the SQL Server instance and its services on a VCS cluster to
ensure high availability.

Table 1-1describes the VCS database agent package for SQL Server 2012.

Table 1-1 Database agent package for SQL Server 2012

Agent Description

Agent for SQL Server 2012 Database Engine | The agent provides high availability for SQL
Server Database Engine.

If the SQL Server Database Engine service
is not running, the agent returns a failure
status and declares the state as offline.
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Table 1-1 Database agent package for SQL Server 2012 (continued)
Agent Description
Agent for SQL Server FILESTREAM The agent provides high availability for the

SQL Server FILESTREAM feature. The agent
monitors the Windows FILESTREAM
configuration settings for the SQL Server
instance.

GenericService Agent for SQL Server Agent | VCS employs the GenericService agent to
and Analysis service provide high availability for the SQL Server
Agent service and the Analysis service. The
VCS GenericService agent monitors the SQL
Server Agent and Analysis service. If the
services are not running, the agent declares
the services as offline.

Agent for SQL Server MSDTC The VCS database agent for MSDTC
provides high availability for the Microsoft
Distributed Transaction Coordinator (MSDTC)
service used in distributed transactions. The
MSDTC agent monitors the MSDTC service
to detect failure. The agent detects an
MSDTC failure if the MSDTC service is not
running.

About the agent for SQL Server 2012 Database Engine

The VCS agent for SQL Server 2012 monitors the SQL Server Database Engine
service.

The agent brings the SQL Server 2012 service online, monitors the status, and
takes it offline. Specific agent functions include the following:

Online Brings the SQL Server service online.
Offline Takes the SQL Server service offline.
Monitor Queries the Service Control Manager (SCM)

for the status of SQL Server services. Also,
if detail monitoring is configured, the agent
performs a database health check depending
on the configuration.

See “Detail monitoring options” on page 37.

Clean Forcibly stops the SQL Server service.
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Note: If you start the SQL Server services from outside VCS, then the SQL resource
will go in an unknown state because the VCS agent monitors the computer context
of the services. If the SQL Server service is not started in the virtual server context
the resource goes in an unknown state. You must ensure that you start all the SQL
Server-related services from within VCS.

Resource type definition for VCS agent for SQL Server

The agent for SQL Server is configured as a resource of type SQLServer.

type SQLServer (

static int IMF{} = { Mode=3, MonitorFreqg=5, RegisterRetryLimit=3 }
static il18nstr IMFReglist[] = { Instance }

static il8nstr ArglList[] = { Instance, "LanmanResName:VirtualName",
DetailMonitorInterval, SQLOnlineTimeout, SQLOfflineTimeout,
SQLDetailMonitorTimeout, Username, Domain, Password, DBList,
"IPResName:Address", SQLFile, FaultOnDMFailure}

str Instance

str LanmanResName

str IPResName

int DetailMonitorInterval = 0

int SQLOnlineTimeout = 90

int SQLOfflineTimeout = 90

int SQLDetailMonitorTimeout = 30

il8nstr Username

il8nstr Domain

str Password

il8nstr SQLFile

il8nstr DBList[]

boolean FaultOnDMFailure = 1

Attribute definitions for VCS agent for SQL Server

Review the following information to familiarize yourself with the agent attributes for
a SQLServer resource type.

Table 1-2 describes the required attributes associated with the VCS agent for SQL
Server Database Engine.
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Table 1-2 SQL Server 2012 agent required attributes
Required Definition
Attributes
Instance Name of SQL Server instance to monitor. If the attribute is blank, the
agent monitors the default instance.
Type and dimension: string-scalar
LanmanResName | The Lanman resource name on which the SQLServer resource

depends.

Type and dimension: string-scalar

SQLOnlineTimeout

Number of seconds that can elapse before online entry point aborts.
Default = 90

Type and dimension: integer-scalar

SQLOfflineTimeout

Number of seconds that can elapse before offline entry point aborts.
Default = 90

Type and dimension: integer-scalar

Table 1-3 describes the optional attributes associated of the VCS agent for SQL
Server Database Engine.

Table 1-3

SQL Server 2012 agent optional attributes

Optional Attributes | Definition

LevelTwoMonitorFreq | Defines whether the agent performs detail monitoring of the SQL

Server database. If set to 0, the agent only performs the basic
monitoring of the instance service. A non-zero value indicates the
number of online monitor cycles that the agent must wait before
performing detail monitoring.

Default =5

Type and dimension: integer-scalar

Note: This is not a SQL Server agent-specific attribute, but a
common type-level attribute. The value of this attribute can only be
set through the wizard. If you configure the service group manually,
you need to remember to specify its value manually.

Note: You can either configure script-based detail monitoring or
DBList-based detail monitoring. In either case, the attributes
Username, Password, and Domain must be assigned appropriate
values.
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Table 1-3 SQL Server 2012 agent optional attributes (continued)

Optional Attributes

Definition

FaultOnDMPFailure

Defines whether the agent fails over the service group if the detail
monitoring script execution fails.

The value 1 indicates that the agent fails over the service group if
detail monitoring script fails to execute. The value 0 indicates that
it does not fail over, but goes into the unknown state.

Default = 1

Type and dimension: boolean

SQLDetailMonitorTimeout

Number of seconds that can elapse before the detail monitor routine
aborts.

Default = 30

Type and dimension: integer-scalar

Username

The Microsoft Windows authentication name when logging in to a
database for detail monitoring.

This attribute must not be null if LevelTwoMonitorFreq attribute is
set to a non-zero value. The user must have the necessary privileges
to connect to the database and execute the appropriate query.

Note: This attribute can take localized values.

Type and dimension: string-scalar

Domain

Domain for the user account. This attribute is used to create a trusted
connection to the SQL Server instance if the LevelTwoMonitorFreq
attribute is set to a non-zero value.

Note: This attribute can take localized values.

Type and dimension: string-scalar

Password

Password for logging in to a database for in-depth monitoring.

This attribute must not be null if the LevelTwoMonitorFreq attribute
is set to a non-zero value.

Type and dimension: string-scalar

SQLFile

The location of the SQLFile executed during a monitor cycle. This
attribute must not be null if the LevelTwoMonitorFreq attribute is set
to a non-zero value and script-based detail monitoring is configured.

Note: This attribute can take localized values.

Type and dimension: string-scalar
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Table 1-3 SQL Server 2012 agent optional attributes (continued)

Optional Attributes

Definition

DBList

List of databases for which the agent will perform detail monitoring.

Note: This attribute can take localized values.

Type and dimension: string-vector

IPResName

The IP resource on which the Lanman resource for the SQLServer
resource depends.

Type and dimension: string-scalar

About the agent for SQL Server FILESTREAM

FILESTREAM in SQL Server enables SQL-based applications to store unstructured
data, such as documents and images, on the file system. FILESTREAM integrates
the SQL Server Database Engine with an NTFS file system by storing varbinary(max)
binary large object (BLOB) data as files on the file system. Transact-SQL statements
can insert, update, query, search, and back up FILESTREAM data. Win32 file
system interfaces provide streaming access to the data.

The agent for SQL Server FILESTREAM enables FILESTREAM, monitors the
status, and disables it.

Specific agent functions include the following:

Online

Offline

Monitor

Enables FILESTREAM on the node on which
the service group comes online.

Disables FILESTREAM on the node on which
the service group goes offline.

Monitors FILESTREAM status on the node
on which the service group is online. If the
agent is unable to query the status of
FILESTREAM or if FILESTREAM is disabled
on the node, the FILESTREAM resource in
the service group faults.

Resource type definition for VCS agent for SQL Server FILESTREAM

The agent for SQL Server FILESTREAM is configured as a resource of type

SQLFilestream.
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type SQLFilestream (
static il8nstr ArglList[] = { InstanceName }
il8nstr InstanceName

)

Attribute definitions for VCS agent for SQL Server FILESTREAM

Review the following information to familiarize yourself with the agent attributes for
a SQLFilestream resource type.

Table 1-4 describes the required attribute associated with the VCS agent for SQL

Server FILESTREAM.

Table 1-4 SQL Server Filestream agent required attribute
Required Definition

Attributes

InstanceName | The name of the SQL Server instance to which the FILESTREAM is
bound. If this attribute is blank, the agent monitors the SQL Server default
instance (MSSQLSERVER).

Note: This attribute can take localized values.

Type and dimension: string-scalar

About the GenericService agent for SQL Server Agent
and Analysis service

VCS uses the GenericService agent to make the SQL Server Agent service and
Analysis service highly available. The GenericService agent brings these services
online, monitors their status, and takes them offline.

Specific agent functions include the following:

Online Brings the configured SQL Server services online.
Offline Takes the configured SQL Server services offline.
Monitor Queries the Service Control Manager (SCM) for the status of configured

SQL Server services.

Clean Forcibly stops the configured SQL Server services.

Refer to Veritas Cluster Server Bundled Agents Reference Guide for more
information about the GenericService agent.
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About the agent for MSDTC service

The MSDTC agent brings the MSDTC service online, monitors its status, and takes
it offline. The agent provides high availability for the MSDTC service in a clustered
environment.

Specific agent functions include the following:

Online Brings the configured MSDTC service online.
Offline Takes the configured MSDTC service offline.
Monitor Monitors the configured MSDTC service.
Clean Forcibly stops the configured MSDTC service.

Note: The agent for MSDTC comprises of two parts; the MSDTC clientand MSDTC
server. The MSDTC client and the MSDTC server must not be configured on the
same cluster node.

Resource type definition for MSDTC agent

The MSDTC agent is configured as a resource of type MSDTC.

type MSDTC (

static int IMF{} = { Mode=3, MonitorFreg=5, RegisterRetryLimit=3 }

static i118nstr ArgList[] = { "LanmanResName:VirtualName", "MountResName :Moun
str LanmanResName

str MountResName

il8nstr LogPath

Attribute definitions for MSDTC agent

Review the following information to familiarize yourself with the agent attributes for
an MSDTC resource type.

Table 1-5 describes the required attributes associated with the VCS agent for
MSDTC.
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MSDTC agent required attributes

Required
Attributes

Definition

LanmanResName

Name of the Lanman resource on which the MSDTC resource depends.

Type and dimension: string-scalar

MountResName

The mount resource name on which the MSDTC resource depends.

Type and dimension: string-scalar

LogPath

The path for MSDTC logs. This attribute can take localized values.

Type and dimension: string-scalar

Detail monitoring options

Use the detail monitoring capability of the VCS agent for SQL Server to monitor
the status of a database. The VCS agent for SQL Server provides two levels of
application monitoring: basic and detail.

Basic monitoring queries the Windows Service Control Manager (SCM) to verify
whether the configured SQL Server services are continuously active. Detail
monitoring queries the database to verify the availability of the database.

Table 1-6describes methods of configuring detail monitoring.

Table 1-6 Methods of configuring detail monitoring
Method Description
DBList detail monitoring The SQLServer agent monitors only the list of databases

specified in the SQLServer agent’s DBList attribute. The agent
uses Microsoft ActiveX Data Objects (ADO) to establish a
connection with the selected databases to verify the health of
those databases. If the connection is successful the agent
considers the database as available. If the connection fails,
the database instance is considered not available and, if the
FaultOnDMFailure agent attribute is configured, the service
group fails over to the failover nodes.
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Table 1-6 Methods of configuring detail monitoring (continued)

Method

Description

Script-based detail
monitoring

The SQLServer agent uses a script to monitor the status of
the database. If the script is successfully executed during
monitoring, the agent considers the database instance
available. If the execution fails, the database instance is
considered not available and, if the FaultOnDMFailure attribute
is configured, the service group fails over to the failover nodes.

A sample SQL script is provided with the agent for the purpose.
Customize the script to meet your configuration requirements,
or use your own script, which can be placed at any other
location.

The script is located at:
$VCS HOME%\bin\SQLServer\sample script.sql

Here, the variable %VCS HOME% is the default
installation directory for VCS. Typically, it
is:

C:\Program Files\Veritas\Cluster Server.

You should use a separate script for each SQL Server service
group that exists in the cluster. The script should exist on all
the nodes in the service group.

Note: If you provide input for both types of detail monitoring, DBList monitoring
takes precedence, and SQL script-based monitoring is not performed.

You can enable and configure detail monitoring by running the VCS SQL Server

Agent Configuration Wizard. Refer to the instructions for configuring the VCS SQL

Server service group for more information.

See “Configuring the VCS SQL Server service group” on page 144.

Typical SQL Server configuration in a VCS cluster

A typical SQL Server configuration in a VCS cluster involves two cluster nodes

accessing a shared storage. The SQL Server binaries are installed on the cluster
nodes. The shared storage is used to store SQL Server data files and the MSDTC
log files. The cluster nodes access the shared storage. The shared storage can be

managed using SFW.
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Figure 1-2 illustrates a two-node cluster hosting a SQL Server service group with
the different services configured. MSDTC resource is also configured on the same

nodes.
Figure 1-2 Typical SQL Server configuration in a VCS cluster
Node 1 Node 2
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Data File Data File

Public Network

The cluster nodes are configured to host the SQL Server resource, the SQL Server
FILESTREAM resource, and the SQL Server Agent and Analysis service resources.
The MSDTC resource can be configured on the same cluster nodes. If the MSDTC
resource is configured on the same nodes that have the SQL Server resource
configured, you need not configure an MSDTC client. However, if the MSDTC
resource is configured on other nodes, you must configure an MSDTC client to
point to the virtual server name of the MSDTC resource.

Typical SQL Server disaster recovery configuration

A DR configuration enables you to restore application data and services in the event
of a catastrophic failure. A typical DR solution requires primary and secondary sites,
and clusters within those sites. The cluster at the primary site provides data and
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services during normal operation, and the cluster at the secondary site provides
data and services if the primary site fails.

Figure 1-3 illustrates a typical SQL Server DR configuration.

Figure 1-3 Typical DR configuration in a VCS cluster
Primary Site Secondary Site
; Int t 9 E i
Service nterne . Service
Online | ‘ Offline
i System1 | System2 System3 | Systemd
: v A
! ’[ — ] Replication Direction )[ —
— _-"| —
Application Data on Application Data on
storage at primary site storage at secondary site

The illustration displays an environment with a DR solution that is prepared for a
disaster. In this case, the primary site consists of two nodes, System1 and System?2.
Similarly the secondary setup consists of two nodes, System3 and System4. Each
site has a clustered setup with the nodes set up appropriately for failover within the
site.

Data is replicated from the primary site to the secondary site. Replication between
the storage is set up using a replication software. If the Microsoft SQL Server on
System1 fails, SQL Server comes online on node System2 and begins servicing
requests. From the user’s perspective there might be a small delay as the backup
node comes online, but the interruption in effective service is minimal.

When a failure occurs, such as an earthquake that destroys the data center in which
the primary site resides, the DR solution is activated. System3 at the secondary
site takes over, and the data that was replicated to the secondary site is used to
restore the application services to clients.

SQL Server sample dependency graph

A sample configuration graphically depicts the resources and their dependencies
within the service group. The following example illustrates a typical service group
configured to make SQL Server highly available in a VCS cluster.
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The shared disk group is configured using the Volume Manager Disk Group (VMDg)
resource. The virtual name for the SQL Server is created using the Lanman resource.
The service group IP address for the SQL Server is configured using the IP and
NIC resources. The MountV mount point is created using the MountV resource.
SQL Server registry is replicated using the RegRep and RegRepMount resources.
The Filestream resource monitors the Windows FILESTREAM configuration settings
for the SQL Server instance. The SQL Server resource comes online after each of
these resources are brought online.

The SQL Server Analysis service (MSOlap) and SQL Server Agent service
(SQLServerAgent) are configured as GenericService resources.

Figure 1-4 shows the dependencies in the SQL Server service group.

Figure 1-4 SQL Server service group dependency graph
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MSDTC sample dependency graph

A sample configuration graphically depicts the resources and their dependencies
within the service group. The following example describes a typical MSDTC service
group configured to monitor the state of the MSDTC services in a VCS cluster.

In the sample configuration shown in the dependency graph, the shared disk group
is configured using the VMDg resource. The virtual name for the MSDTC Server
is created using the Lanman resource. The service group IP address for the MSDTC
Server is configured using the IP and NIC resources. The MountV mount point is
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created using the MountV resource. MSDTC registry is replicated using the RegRep
and RegRepMountV resources. The MSDTC resource comes online after each of
these resources are brought online.

Figure 1-5 shows the dependencies in a MSDTC service group.

Figure 1-5 MSDTC service group dependency graph
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This chapter includes the following topics:

About using the workflow tables

High availability (HA) configuration (New Server)
High availability (HA) configuration (Existing Server)
Workflows in the Solutions Configuration Center
Reviewing the active-passive HA configuration
Reviewing a standalone SQL Server configuration
HA configuration for MSDTC

Reviewing the MSDTC configuration

VCS campus cluster configuration

Reviewing the campus cluster configuration

VCS Replicated Data Cluster configuration
Reviewing the Replicated Data Cluster configuration
About setting up a Replicated Data Cluster configuration
Disaster recovery configuration

Reviewing the disaster recovery configuration
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About using the workflow tables

Configuring a high availability or a disaster recovery environment involves a series
of tasks such as evaluating the requirements, configuring the storage, installing
and configuring VCS, installing and configuring the application, and so on. A
configuration workflow table provides high level description of all the required tasks,
with links to the topics that describe these tasks in detail.

Separate workflow tables are provided for High Availability (HA), campus cluster,
Replicated Data Cluster and Disaster Recovery (DR) configurations. Depending
on the required high availability configuration, use the appropriate workflow table
as a guideline to perform the installation and configuration.

Symantec recommends using the Solutions Configuration Center as a guide for
installing and configuring SFW HA for the desired application.

See “Workflows in the Solutions Configuration Center” on page 48.

The workflow tables are organized to follow the workflows in the Solutions
Configuration Center.

For example, in using the Solutions Configuration Center to set up a site for disaster
recovery, you first follow the steps under High Availability (HA) Configuration and
then continue with the steps under Disaster Recovery Configuration. Likewise, in
this guide, you first refer to the High Availability workflow to set up high availability.
You then continue with the appropriate workflow, either Replicated Data Cluster,
campus cluster, or disaster recovery, for any additional solution that you want to
implement.

High availability (HA) configuration (New Server)

Table 2-1 outlines the high-level objectives and the tasks to complete each objective.

Table 2-1 SQL Server: Active-Passive configuration tasks
Action Description
Verify hardware and software See “Requirements for Symantec Storage Foundation and High Availability

requirements

Solutions for Windows (SFW HA)” on page 80.

Review the HA configuration = Understand active-passive and active-active configuration

= Review the sample configuration

See “Reviewing the active-passive HA configuration” on page 49.
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SQL Server: Active-Passive configuration tasks (continued)

Action

Description

Configure the storage hardware and
network

= Set up the storage hardware for a cluster environment
n Verify the DNS entries for the systems on which the application will be
installed

See “Configuring the storage hardware and network” on page 87.

Install SFW HA

= Install Symantec Storage Foundation and High Availability Solutions
= If you plan on configuring fast failover, select the Fast Failover option.

See “About installing SFW or SFW HA” on page 89.

See “Considerations for a fast failover configuration” on page 92.

Configure disk groups and volumes for
the SQL Server

s Create dynamic cluster disk groups using the Veritas Enterprise
Administrator (VEA) (if using a shared storage configuration)

s Create dynamic disk groups using VEA (for a single-node configuration
using non-shared storage)

» Create dynamic volumes for the SQL system database, user databases,
transaction logs, and replicated registry keys for each instance

See “Configuring disk groups and volumes for SQL Server” on page 89.

Configure the VCS cluster

= Verify static IP addresses and name resolution configured for each node
= Run the VCS Cluster Configuration Wizard (VCW) to configure cluster
components and set up secure communication for the cluster

See “Configuring the cluster using the Cluster Configuration Wizard”
on page 114.

Review considerations before installing
and configuring multiple instances of
SQL Server

If you are installing multiple instances of SQL Server, refer to the following
topic.

See “About installing multiple SQL Server instances” on page 134.

Install and configure SQL Server on the
first cluster node

= Ensure that the disk group and volumes for the system database are
mounted on the first node

= Follow the guidelines for installing SQL Server in the SFW HA
environment

See “About installing and configuring SQL Server” on page 133.

Install and configure SQL Server on the
second or additional failover nodes

= Stop SQL Server services on the first node

= Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.
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SQL Server: Active-Passive configuration tasks (continued)

Action

Description

Create a SQL Server user-defined
database

= Create volumes, if not created already, for a user-defined database and
transaction log
= Create a user-defined database in SQL Server

See “Creating a SQL Server user-defined database” on page 140.

Create a SQL service group

Configure fast failover for disk groups
(optional)

Ensure that you have installed the Fast Failover option and met the
prerequisites for storage

= Use the Java Console to enable the FastFailover attribute for VMDg
resources.

See “Enabling fast failover for disk groups (optional)” on page 160.

Perform additional configuration steps
for multiple instances or disaster
recovery configuration

See “Completing configuration steps in SQL Server” on page 140.

Verify the HA configuration

Test failover between nodes

See “Verifying the SQL Server cluster configuration” on page 161.

In case of an active-active configuration,
repeat the installation and configuration
steps for the next SQL instance, or
proceed to the additional steps
depending on the desired HA
configuration.

See “Determining additional steps needed” on page 172.
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High availability (HA) configuration (Existing Server)

You can convert an existing standalone SQL Server into a “clustered” SQL Server
in a new Veritas Storage Foundation HA environment. This environment involves
an active-passive configuration with one to one failover capabilities.

Note: Some installation and configuration options are identified as required “for a
disaster recovery configuration.” These options apply only if you intend to set up a
secondary site for disaster recovery using Veritas Volume Replicator (VVR).

Table 2-2 outlines the high-level objectives and the tasks to complete each objective
for converting an existing standalone application server for high availability.
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Task list: Standalone SQL Server HA configuration tasks

Action

Description

Verifying hardware and software
prerequisites

See “Requirements for Symantec Storage Foundation and High Availability
Solutions for Windows (SFW HA)” on page 80.

Review the HA configuration

= Understand active-passive configuration
= Review the sample configuration

See “Reviewing a standalone SQL Server configuration” on page 51.

Configure the storage hardware and
network

= Set up the storage hardware for a cluster environment

» Verify the DNS entries for the systems on which the application will be
installed

See “Configuring the storage hardware and network” on page 87.

Install SFW HA

= Install SFW HA on all the nodes where it is not currently installed,
including the node that is running the standalone application
= If you plan on configuring fast failover, select the Fast Failover option.

See “About installing SFW or SFW HA” on page 89.

See “Considerations for a fast failover configuration” on page 92.

Configure disk groups and volumes for
SQL Server

» Plan the storage layout

= Create a dynamic cluster disk group using the Veritas Enterprise
Administrator (VEA)

= Foranew shared storage configuration, create dynamic volumes for the
SQL system database, user databases and transaction logs using VEA

See “Configuring disk groups and volumes for SQL Server” on page 89.

Configure the VCS cluster

= Verify static IP addresses and name resolution configured for each node

= Run the VCS Cluster Configuration Wizard (VCW) to configure cluster
components and set up secure communication for the cluster

= Ifthe cluster is already configured, run VCW to add the application server
systems to the cluster

See “Configuring the cluster using the Cluster Configuration Wizard”
on page 114.

Move SQL Server database and log files
to shared storage

= Back up existing SQL data

= Set SQL Server services to manual start

= Stop SQL Server service

= Modify data file and user database locations

See “Verifying that SQL Server databases and logs are moved to shared
storage” on page 135.
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Task list: Standalone SQL Server HA configuration tasks (continued)

Action

Description

Install and configure SQL Server on the
second or additional failover nodes

= Stop SQL Server services on the first node
s Optionally, rename system data files

= Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.

Create a SQL user defined database

= Create volumes, if not created already, for a user-defined database and
transaction log

s Create a new user-defined database in SQL Server

= Add resources for a user-defined database in VCS

See “Creating a SQL Server user-defined database” on page 140.

Create a SQL service group

Configure fast failover for disk groups
(optional)

» Ensure that you have installed the Fast Failover option and met the
prerequisites for storage

= Use the Java Console to enable the FastFailover attribute for VMDg
resources.

See “Enabling fast failover for disk groups (optional)” on page 160.

Verify the HA configuration

Test fail over between nodes

See “Verifying the SQL Server cluster configuration” on page 161.

Workflows in the Solutions Configuration Center

During the multi-step High Availability Configuration workflow, you may find it helpful
to run an SFW HA client on another system and leave the Solutions Configuration
Center open on that system. In this way, you can see what step comes next, drill
down to the information about that step, and access the online help if needed. You
can also print the online help topics and the documentation in PDF format.

When setting up a site for disaster recovery, you first follow the steps under High
Availability (HA) Configuration and then continue with the steps under Disaster
Recovery Configuration.

Figure 2-1 shows the high-level overview of the workflow steps for configuring high
availability for SQL Server from the Solutions Configuration Center.
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Figure 2-1 Workflow for configuring high availability for SQL Server
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Reviewing the active-passive HA configuration

In a typical example of a high availability cluster, you create a virtual SQL Server
in an Active-Passive configuration. The active node of the cluster hosts the virtual
server. The second node is a dedicated redundant server able to take over and
host the virtual server in the event of a failure on the active node.

Figure 2-2 illustrates a typical Active-Passive configuration.
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Figure 2-2 Active-Passive configuration
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SQL Server is installed on both SYSTEM1 and SYSTEM2 and configured as a
virtual server (INST1-VS) with a virtual IP address. The SQL Server databases are
configured on the shared storage on volumes contained in cluster disk groups. The
virtual SQL Server is configured to come online on SYSTEM1 first. If SYSTEM1

fails, SYSTEM2 becomes the active node and the virtual SQL Server comes online
on SYSTEM2.

The virtual SQL Server is online on SYSTEMA1, serving client requests. The shared
disks provide storage for the SQL Server databases. SYSTEM2 waits in a warm
standby state as a backup node, prepared to begin handling client requests if
SYSTEM1 becomes unavailable. From the user’s perspective there will be a small

delay as the backup node comes online, but the interruption in effective service is
minimized.

Sample Active-Passive configuration

A sample setup is used to illustrate the installation and configuration tasks for an
Active-Passive configuration.

Table 2-3 describes the objects created and used during the installation and
configuration.
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Table 2-3 Active-Passive configuration objects
Object Name Description
SYSTEM1 & SYSTEM2 servers

INST1 DG

cluster disk group

INST1 DATA FILES

volume for SQL Server system data files

INST1 DBl VOL

volume for SQL Server user-defined database

INST1 DB1 LOG

volume for SQL Server user-defined database log
file

INST1 REGREP VOL

volume that contains the list of registry keys that
must be replicated among cluster systems for the
SQL Server

INST1 FS VOL

volume that contains FILESTREAM enabled data
objects

SQL CLUS1

SQL Server cluster

INST1

SQL Server instance

INST1-VS

SQL Server virtual server

INST1 SG

SQL Server service group

Reviewing a standalone SQL Server configuration

You can incorporate an existing standalone SQL Server into a high availability
environment in order to ensure that the mission critical SQL Server resource is

always available.

This section describes the tasks necessary to create a virtual server in an

Active-Passive SQL Server configuration. The active node of the cluster hosts the
virtual server. The second node is a dedicated redundant server able to take over

and host the virtual server in the event of a failure on the active node.

Figure 2-3 shows how the environment will look at the end of the configuration

process.
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Figure 2-3 Active-Passive configuration
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The virtual SQL Server is online on SYSTEMA1, serving client requests. The shared
disks provide storage for the SQL Server databases. SYSTEM2 waits in a warm
standby state as a backup node, prepared to begin handling client requests if
SYSTEM1 becomes unavailable. From the user’s perspective there will be a small

delay as the backup node comes online, but the interruption in effective service is
minimized.

Sample standalone SQL Server configuration

A sample setup is used to illustrate the installation and configuration tasks for
creating a high availability environment for a standalone SQL Server.

During the configuration process you will create virtual IP addresses for the following:
= Virtual SQL Server
The IP address should be the same on all nodes.

» Cluster IP Address
For an IPv4 network, you should obtain all required IP addresses before beginning
configuration. For an IPv6 network, IP addresses are generated during configuration.

Table 2-4 describes the objects created and used during the installation and
configuration.
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Standalone SQL Server configuration objects

Object Name

Description

SYSTEM1 &
SYSTEM2

server names; SYSTEM1 is the existing standalone SQL Server

INST1 SG

Microsoft SQL Server service group

SQL CLUS1

virtual SQL Server cluster

INST1 DG

cluster disk group

INST1 DATA FILES

volume for Microsoft SQL Server system data files

INST1 DBl VOL

volume for storing a Microsoft SQL Server user-defined database

INST1 DB1 LOG

volume for storing a Microsoft SQL Server user-defined database log
file

INST1 REGREP VOL

volume that contains the list of registry keys that must be replicated
among cluster systems for the SQL Server

INST1 FS VOL

volume that contains FILESTREAM enabled data objects

INST1

SQL Server Instance Name

INST1-VS

name of the virtual SQL Server

HA configuration for MSDTC

You can configure

high availability for Microsoft SQL Server. The MSDTC agent comprises two parts,

high availability for MSDTC either before or after configuring

MSDTC Server and MSDTC client.

To configure high availability for MSDTC in a SQL server environment, you first
use the MSDTC Configuration Wizard to create a service group for the MSDTC
Server and then configure the MSDTC client manually.

Note: You cannot use the MSDTC Configuration Wizard to configure the MSDTC

clients for SQL Se

rver.

Table 2-5 outlines the high-level objectives and the tasks to complete each objective

for an MSDTC configuration.
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Table 2-5 Tasks for configuring MSDTC for high availability

Action

Description

Verifying hardware and software prerequisites | See “Requirements for Symantec Storage Foundation and High

Availability Solutions for Windows (SFW HA)” on page 80.

Review the MSDTC configuration = Understand MSDTC service group configuration

= Review the sample configuration

See “Reviewing the MSDTC configuration” on page 54.

Configure disk groups and volumes for Configure cluster disk groups and volumes for an MSDTC Server

MSDTC

service group

See “Configuring disk groups and volumes for SQL Server” on page 89.

Create an MSDTC Server service group Create an MSDTC Server service group

See “Configuring an MSDTC Server service group” on page 163.

Configure the MSDTC client Configure the MSDTC client

See “About configuring the MSDTC client for SQL Server” on page 167.

Viewing DTC transactions View DTC transaction lists and statistics

See “Viewing DTC transaction information” on page 169.

Reviewing the MSDTC configuration

Microsoft Distributed Transaction Coordinator (the MSDTC service) enables you
to perform distributed transactions. A distributed transaction updates data on more
than one computer in a network. The MSDTC service ensures that a transaction is
successfully committed on each computer. A failure to commit on a single system
aborts the transaction on all systems in the network. If a transaction spans across
more than one computer in the network, you must ensure that the MSDTC service
is running on all the computers. Also, all the computers must be able to communicate
with each other.

MSDTC servers can co-exist with SQL Servers on the same cluster nodes. If the
MSDTC server and the SQL Server are running on the same node, the MSDTC
clientis configured in the default configuration. If the MSDTC Server is not configured
on the same node as the SQL Server, then the MSDTC client must be configured
on that node. In general, you must configure the MSDTC client on all nodes except
the node on which the MSDTC Server is configured. The MSDTC client and the
MSDTC server must not run on the same cluster node.
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For example, consider a SQL Server configuration in a VCS cluster that spans four
nodes and two sets of shared storage. The shared storage is managed using Veritas
Storage Foundation for Windows (SFW).

The following configurations are possible:

= SQL Server and MSDTC Server are configured on different nodes

= SQL Server is configured on the same node as the MSDTC Server

= SQL Server and MSDTC Server are configured on nodes in different clusters

Figure 2-4 shows the configuration for SQL Server and MSDTC Server on different
nodes.

Figure 2-4 MSDTC Server and SQL Server configured on different nodes
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Figure 2-5 shows the configuration for SQL Server configured on the same node
as the MSDTC server.
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Figure 2-5 MSDTC Server and SQL Server configured on same nodes
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Figure 2-6 shows the configuration where SQL Server and MSDTC Server are
configured on nodes belonging to different clusters.

Figure 2-6 MSDTC Server and SQL Server configured in different clusters
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VCS campus cluster configuration

You can install and configure a new Symantec Storage Foundation and High
Availability Solutions environment for your application in a campus cluster
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configuration. A campus cluster environment provides high availability and disaster
recovery that extends beyond local clustering and mirroring at a single site, but is
not as complex as SFW HA DR solution with replication.

Symantec recommends using the Solutions Configuration Center as a guide for
installing and configuring SFW HA for your application.

See “Workflows in the Solutions Configuration Center” on page 48.

Table 2-6 outlines the high-level tasks to complete each objective for a campus
cluster configuration for your application.

Table 2-6 Task list: SQL Server campus cluster configuration
Action Description
Verify hardware and software See “Requirements for Symantec Storage Foundation and High Availability
prerequisites Solutions for Windows (SFW HA)” on page 80.

Review the campus cluster configuration | s Understand active-passive configuration
= Review the sample configuration

See “Reviewing the campus cluster configuration” on page 58.

Configure storage hardware and network | Set up the network and storage for a cluster environment
» Verify the DNS entries for the systems on which the application will be
installed

See “Configuring the storage hardware and network” on page 87.

Install SFW HA = Install Symantec Storage Foundation and High Availability Solutions for
Windows

See “About installing SFW or SFW HA” on page 89.

Configure disk groups and volumes for | = Create a dynamic cluster disk group using the Veritas Enterprise
SQL Server Administrator (VEA)
= Add disks to campus cluster sites to enable site allocation.

» Create dynamic volumes for the SQL system database, user databases
and transaction logs using the VEA

See “Configuring disk groups and volumes for SQL Server” on page 89.

Configure the VCS cluster » Verify static IP addresses and name resolution configured for each node

= Run the VCS Cluster Configuration Wizard (VCW) to configure cluster
components and set up secure communication for the cluster

See “Configuring the cluster using the Cluster Configuration Wizard”
on page 114.

Install and configure SQL Server on the | See “About installing and configuring SQL Server” on page 133.
first cluster node
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Task list: SQL Server campus cluster configuration (continued)

Action

Description

Install and configure SQL Server on the
second or additional failover nodes

= Stop SQL Server services on the first node
n Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.

Create a SQL user defined database

» Create volumes, if not created already, for a user-defined database and
transaction log
s Create a user-defined database in SQL Server

See “Creating a SQL Server user-defined database” on page 140.

See “Configuring the VCS SQL Server service group” on page 144.

Modify the Address and SubNetMask
attributes if the sites are in different
subnets

Modify the Address and SubNetMask attributes of the IP resource if the sites
are in different subnets.

See “Modifying the IP resource in the SQL Server service group” on page 174.

Set the Forcelmport attribute of the
VMDg resource as per the requirement

If a site failure occurs, set the Forcelmport attribute of the VMDg resource
to 1 to ensure proper failover

See “Setting the Forcelmport attribute to 1 after a site failure” on page 176.

Reviewing the campus cluster configuration

A sample campus cluster configuration is a two-node campus cluster with each
node in a separate site (Site A or Site B). In this example, each node has its own
storage array with the same number of disks and contains mirrored data of the
storage on the other array.

Figure 2-7 illustrates an active-passive configuration with one to one failover

capabilities.
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Figure 2-7 Campus cluster: Active-Passive configuration
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In an Active-Passive configuration, the active node of the cluster hosts the virtual
SQL Server. The second node is a dedicated redundant server able to take over

and host the virtual server in the event of a failure on the active node. In this case,
the virtual SQL Server can fail over from SYSTEM1 to SYSTEM2 and vice versa.

The two nodes can be located miles apart and are connected via a single subnet
and Fibre Channel SAN. Each node has its own storage array with an equal number
of disks and contains mirrored data of the storage on the other array. The example
describes a generic database application.

Plan for an equal number and size of disks on the two sites, because each disk
group should contain the same number of disks on each site for the mirrored
volumes.

Campus cluster failover using the Forcelmport attribute

Automated recovery is handled differently in a VCS campus cluster than with a
VCS local cluster. The outcomes of failure situations depend on the settings for the
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Forcelmport attribute of the VMDg resource. To ensure proper failover in a VCS
campus cluster, you must verify the value of the Forcelmport attribute.

You can set this attribute as follows:

= Forcelmport set to 1 automatically forces the import of the disk groups to the

other node

n Forcelmport set to 0 does not force the import

The advantage of automatic failover in the event of site failure comes at the cost

of potential data loss if all storage and network communication paths between the
sites are severed. Choose an option that is suitable given your cluster infrastructure,

uptime requirements, and administrative capabilities.

You can use the VCS Java Console or command line to modify the Forcelmport
attribute. For more information on modifying Forcelmport:

See “Setting the Forcelmport attribute to 1 after a site failure” on page 176.

Table 2-7 lists failure situations and the outcomes depending on the settings for
the Forcelmport attribute of the VMDg resource.

Table 2-7

Failure situations in a VCS campus cluster

Failure Situation

Forcelmport set to O
(import not forced)

Forcelmport setto 1
(automatic forced import)

1) Application fault

May mean the services
stopped for an application, a
NIC failed, or a database
table went offline.

Application automatically
moves to another node.

Service Group failover is
automatic on the standby or
preferred system or
node.Service Group failover
is automatic on the standby
or preferred system or node.

2) Server failure

May mean a power cord
became unplugged or a
failure caused the system to
stop responding.

Application automatically
moves to other node. 100%
of the disks are still available.

Service Group failover is
automatic on the standby or
preferred system or node.
100% of the mirrored disks
are still available.

3) Failure of disk array or all
disks

Remaining disks in mirror are
still accessible from the other
site.

No interruption of service.
Remaining disks in mirror are
still accessible from the other
node.

The Service Group does not
failover. 50% of the mirrored
disk is still available at
remaining site.
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Failure situations in a VCS campus cluster (continued)

Failure Situation

Forcelmport set to 0
(import not forced)

Forcelmport set to 1
(automatic forced import)

4) Zone failure

Complete Site failure, all
accessibility to the servers
and storage is lost.

Manual intervention required
to online the Service Group
at remaining site. Can not
automatically import 50% of
mirrored disk.

Automatic failover of Service
Group to online site. Force
Import must be set to True
before site failure to ensure
VCS can import 50% of
mirrored disk.

5) Split-brain (loss of both
heartbeats)

If the public network link
serves as a low-priority
heartbeat, the assumption is
made that the link is also lost.

No interruption of service.
Can’t import disks because
the original node still has the
SCSI reservation.

No interruption of service.
Failover does not occur due
to Service Group resources
remaining online on the
original nodes. Example:
Online node has SCSI
reservation to own disk.

6) Storage interconnect lost

Fibre interconnect severed.

No interruption of service.
Disks on the same node are
functioning. Mirroring is not
working.

No interruption of service.
Service Group resources
remain online, but 50% of the
mirror disk becomes
detached.

7) Split-brain and storage
interconnect lost

If a single pipe is used
between buildings for the
Ethernet and storage, this
situation can occur.

No interruption of service.
Cannot import with only 50%
of disks available. Disks on
the same node are
functioning. Mirroring is not
working.

Automatically imports 50% of
mirrored disk to the alternate
node.

Disks online for a short period
in both locations but offlined
again due to IP and other
resources being online on
original node. No interruption
of service.

Reinstating faulted hardware in a campus cluster

Once a failure occurs and an application is migrated to another node or site, it is
important to know what will happen when the original hardware is reinstated.

Table 2-8lists the behavior when various hardware components affecting the
configuration (array or disks, site hardware, networking cards or cabling, storage
interconnect, etc.) are reinstated after failure.
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Behavior exhibited when hardware is reinstated

Failure Situation, before
Reinstating the
Configuration

Forcelmport set to 0
(import not forced)

Forcelmport set to 1
(automatic force import)

3) Failure of disk array or all
disks

Remaining disks in mirror are
still accessible from the other
site.

No interruption of service.
Resync the mirror from the
remote site.

Same behavior.

4) Site failure

All access to the server and
storage is lost.

Inter-node heartbeat
communication is restored
and the original cluster node
becomes aware that the
application is online at the
remote site. Resync the
mirror from the remote site

Same behavior.

5) Split-brain situation (loss
of both heartbeats)

No interruption of service.

Same behavior.

6) Storage interconnect lost

Fibre interconnect severed.

No interruption of service.
Resync the mirror from the
original site.

Same behavior.

7) Split-brain situation and
storage interconnect lost

No interruption of service.
Resync the mirror from the
original site.

VCS alerts administrator that
volumes are online at both

sites. Resync the mirror from
the copy with the latest data.

The numbers 3 through 7 in Table 2-8 refer to the scenarios in Campus cluster
failover using the Forcelmport attribute.

Situations 1 and 2 have no effect when reinstated. Keep in mind that the cluster
has already responded to the initial failure.

While the outcomes of using both settings of the Forcelmport attribute for most
scenarios are the same, the Forcelmport option provides automatic failover in the
event of site failure. This advantage comes at the cost of potential data loss if all

storage and network communication paths between the sites are severed. Choose

an option that is suitable given your cluster infrastructure, uptime requirements,
and administrative capabilities.
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VCS Replicated Data Cluster configuration

You can install and configure a new Symantec Storage Foundation and High
Availability Solutions environment for your application in a Replicated Data Cluster
configuration.

The configuration process for a Replicated Data Cluster configuration includes the
following main stages:

= Configure the SFW HA and the application components for high availability on
the primary zone nodes.

= Install and configure SFW HA and the application components on the secondary
zone.

= Configure the VVR components for both zones.
Refer to the Symantec Storage Foundation Volume Replicator Administrator’s
Guide for additional details on VVR.

Table 2-9 outlines the high-level tasks to complete each objective for a Replicated
Data Cluster configuration for your application.

Table 2-9 Process for deploying a Replicated Data Cluster
Action Description
Verify hardware and software See “Requirements for Symantec Storage Foundation and High Availability
prerequisites Solutions for Windows (SFW HA)” on page 80.
Understand the configuration = Understand active-passive configuration and zone failover in a RDC

environment
= Review the sample configuration

See “Reviewing the Replicated Data Cluster configuration” on page 66.

Configure the storage hardware and For all nodes in the cluster:

network = Set up the storage hardware for a cluster environment
= Verify the DNS entries for the systems on which the application will be
installed
See “Configuring the storage hardware and network” on page 87.
Install SFW HA = Install Symantec Storage Foundation and High Availability Solutions on

all nodes that will become part of the cluster

» During installation select the option to install VVR; this will also
automatically install the Veritas Cluster Server Agent for VVR

= If you plan to configure a disaster recovery site in addition to configuring
RDC, install the Global Cluster Option (GCO)

See “About installing SFW or SFW HA” on page 89.
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Process for deploying a Replicated Data Cluster (continued)

Action

Description

Configure cluster disk groups and
volumes for SQL Server

= Create dynamic cluster disk groups using the Veritas Enterprise
Administrator (VEA) (if using a shared storage configuration)

» Create dynamic disk groups using VEA (for a single-node configuration
using non-shared storage)

n Create dynamic volumes for the SQL system database, registry
replication, user databases and transaction logs using the VEA

See “Configuring disk groups and volumes for SQL Server” on page 89.

Configure the cluster

= Verify static IP addresses and name resolution configured for each node

= Run the VCS Cluster Configuration Wizard (VCW) to configure cluster
components and set up secure communication in the cluster

See “Configuring the cluster using the Cluster Configuration Wizard”
on page 114.

See “About installing and configuring SQL Server” on page 133.

Install and configure SQL Server on the
failover node(s) of the primary zone

= Stop SQL Server services on the first node

» Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.

Create a SQL Server user-defined
database

= If not done earlier, create volumes for a user-defined database and
transaction log
s Create a new user-defined database in SQL Server

See “Creating a SQL Server user-defined database” on page 140.

Create a SQL Server service group

See “Configuring the VCS SQL Server service group” on page 144.

Create the primary system zone

» Create the primary system zone
= Add the nodes to the primary zone

See “Creating the primary system zone for the application service group”
on page 179.

Verify failover within the primary zone

Test failover between the nodes in the primary zone

See “Verifying the SQL Server cluster configuration” on page 161.
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Process for deploying a Replicated Data Cluster (continued)

Action

Description

Create a parallel environment in the
secondary zone

= Install SFW HA on the systems in the secondary zone

= Configure disk groups and volumes using the same names as on the
primary zone

= Install your application following the prerequisites and guidelines for
installing on the second zone.

See “Creating a parallel environment in the secondary zone” on page 180.

Add the secondary zone systems to the
cluster

Add the secondary zone systems to the cluster.

See “Adding nodes to a cluster” on page 181.

Set up security for VVR on all cluster
nodes

Set up security for VVR on all nodes in both zones.

This step can be done at any time after installing SFW HA on all cluster
nodes, but must be done before configuring VVR replication.

See “Setting up security for VVR” on page 186.

Set up the Replicated Data Set

Use the Setup Replicated Data Set Wizard to create RDS and start replication
for the primary and secondary zones

See “Setting up the Replicated Data Sets (RDS)” on page 188.

Configure a RVG service group

= Create a Replicated Volume Group (RVG) service group
= Configure the RVG service group

See “Configuring a RVG service group for replication” on page 201.

Set a dependency between the service
groups

= Setup a dependency from the VVR RVG service group to the SQL Server
service group

See “Setting a dependency between the service groups” on page 221.

Add the nodes from the secondary zone
to the RDC

= Add the nodes from the secondary zone to the RVG service group
= Configure the IP resources for failover
= Add the nodes from the secondary zone to the SQL Server service group

See “Adding the nodes from the secondary zone to the RDC” on page 222.

Verify the RDC configuration

Verify that failover occurs first within zones and then from the primary to the
secondary zone

See “Verifying the RDC configuration” on page 236.
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Reviewing the Replicated Data Cluster configuration

During the Replicated Data Cluster configuration process you will create virtual IP
addresses for the following:

s Virtual SQL Server

The IP address should be the same on all nodes at the primary and secondary

zones.

= Replication IP address for the primary zone

= Replication IP address for the secondary zone

You should have these IP addresses available before you start deploying the RDC
environment (for an IPv4 network, you will need to specify the addresses; for an
IPv6 network, they are generated).

Sample replicated data cluster configuration

The sample setup for a Replicated Data Cluster has four servers, two for the primary
zone and two for the secondary zone. The nodes will form two separate clusters,
one at the primary zone and one at the secondary zone.

Table 2-10 describes the objects created and used during the installation and

configuration.

Table 2-10 Replicated Data Cluster configuration objects

Object Name

Description

Primary zone

SYSTEM1 & SYSTEM2

First and second nodes of the primary zone

INST1 SG

Microsoft SQL Server service group

INST1-VS

Virtual SQL Server cluster

INST1

SQL Server instance name

INST1 DG

cluster disk group for SQL Server system database and files

INST1 DATA FILES

volume for Microsoft SQL Server system data files

INST1 REGREP VOL

volume that contains the list of registry keys that must be
replicated among cluster systems for the SQL Server

INST1 FS VOL

volume that contains FILESTREAM enabled data objects

INST1 REPLOG

Replicator log volume required by VVR
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Table 2-10 Replicated Data Cluster configuration objects (continued)

Object Name

Description

INST1 DB1 DG

Cluster disk group for SQL Server user-defined database and
files

INST1 DBl VOL

volume for storing a Microsoft SQL Server user-defined database

INST1 DBl LOG

volume for storing a Microsoft SQL Server user-defined database
log file

INST1 DBl REPLOG

Replicator log volume required by VVR for SQL Server
user-defined database

Secondary zone

SYSTEM3 & SYSTEM4

First and second nodes of the secondary zone

All the other parameters are the same as on the primary zone.

RDS and VVR
Components

INST1 RDS

RDS name for SQL Server system database and files

INST1_RVG

RVG name for SQL Server system database and files

INST1 RVG_SG

Replication service group for SQL Server system database and
files

INST1 DB1 RDS

RDS name for SQL Server user-defined database and files

INST1 DBl RVG

RVG name for SQL Server user-defined database and files

INST1 DBl RVG SG

Replication service group for SQL Server user-defined database
and files

About setting up a Replicated Data Cluster

configuration

In the example, SQL Server is configured as a VCS service group in a four-node
cluster, with two nodes in the primary RDC zone and two in the secondary RDC
zone. In the event of a failure on the primary node, VCS can fail over the SQL
Server instance to the second node in the primary zone.

The process involves the steps described in the following topics:

= About setting up replication
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About configuring and migrating the service group

About setting up replication

Use VVR to set up replication between the disk groups in the RDC primary and
secondary zones.

Note the following:

Use VVR to group the data volumes into a Replicated Volume Group (RVG).
Create a primary RVG on the hosts in the first zone (primary zone) and create
a secondary RVG on hosts in the second zone (secondary zone).

If using shared storage, the primary RVG consists of volumes shared between
the cluster nodes in the primary zone and the secondary RVG consists of
volumes shared between the cluster nodes in the secondary zone.

If using non-shared storage, the primary RVG consists of volumes created on
the local disks on the node in the primary zone and the secondary RVG consists
of the volumes created on the local disks on the node in the secondary zone.

Create a Replicated Data Set (RDS) with the primary RVG and the secondary
RVG.

Use the same disk group name and RVG name in both the zones so that the
MountV resources are able to mount the same block devices.

About configuring and migrating the service group

For a successful wide-area failover, the mount points and applications must fail
over to the secondary RDC zone. Additionally, the VVR secondary disk group and
RVG must be imported and started on the secondary RDC zone.

Figure 2-8 shows a screen from the VCS Cluster Manager (Java Console) that
depicts a typical SQL Server service group RDC configuration.
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Figure 2-8 Typical SQL Server service group RDC configuration
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Figure 2-9 shows a screen from the VCS Cluster Manager (Java Console) that
depicts a typical SQL Server replication service group (RVG) configuration.
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Figure 2-9 Typical SQL Server replication service group (RVG) configuration
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In the RDC configuration, consider a case where the primary RDC zone suffers a
total failure of the storage. In this situation, none of the nodes in the primary zone
see any device. The service group cannot fail over locally within the primary RDC
zone, because the volumes cannot be mounted on any node. The service group
must therefore fail over to a node in the current secondary RDC zone.

The RVGPrimary agent ensures that VVR volumes at the secondary RDC zone
are made writable. The application can be started at the secondary RDC zone and
run there until the problem with the local storage is corrected. If the storage problem
is corrected, you can switch the application back to the primary zone using VCS.

Before switching the application back to the original primary RDC zone, you must
resynchronize any changed data from the active secondary RDC zone since the
failover. Once the resynchronization completes, switch the service group to the
primary zone.
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Disaster recovery configuration

You begin by configuring the primary site for high availability. After setting up an
SFW HA high availability environment for your application on a primary site, you
can create a secondary or “failover” site for disaster recovery.

The Disaster Recovery (DR) wizard helps you to clone the storage and service
group configuration from the primary site to the secondary site. You can install the
application on the secondary site during the DR wizard workflow.

The DR wizard also helps you set up replication and the global clustering (GCO
option). You can choose to configure replication using Veritas Volume Replicator
(VVR) or an agent-supported array-based hardware replication. The DR wizard can
configure required options for the VCS agents for EMC SRDF and for Hitachi
TrueCopy. To use the wizard with any other agent-supported array-based replication,
you must complete configuring global clustering with the wizard before configuring
replication on the array.

The DR wizard is available from the Solutions Configuration Center. Symantec
recommends using the Solutions Configuration Center as a guide for installing and
configuring disaster recovery.

See “Workflows in the Solutions Configuration Center” on page 48.

To follow the workflow in the Solutions Configuration Center, the disaster recovery
workflow has been split into two tables, one covering the steps for configuring high
availability at the primary site, and the other covering the steps for completing the
disaster recovery configuration at the secondary site.

DR configuration tasks: Primary site

Table 2-11 outlines the high-level objectives and the tasks to complete each objective
for a DR configuration at the primary site.

Table 2-11 Configuring the primary site for disaster recovery
Action Description
Verify hardware and software See “Requirements for Symantec Storage Foundation and High Availability

prerequisites

Solutions for Windows (SFW HA)” on page 80.

Note: If the DR site is on a different network segment, ensure that you
allocate two IP addresses for the virtual server, one for the primary site and
one for the DR site.

Understand the configuration Understand the DR configuration

See “Reviewing the disaster recovery configuration” on page 76.
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Configuring the primary site for disaster recovery (continued)

Action

Description

Configure the storage hardware and
network

For all nodes in the cluster:

m Set up the storage hardware for a cluster environment

= Verify the DNS entries for the systems on which the application will be
installed

See “Configuring the storage hardware and network” on page 87.

Install SFW HA

= Install Symantec Storage Foundation and High Availability Solutions on
all nodes that will become part of the cluster

= Select the option to install the Global Cluster Option (GCO).

= If using Volume Replicator replication, select the option to install Volume
Replicator.

Configure the VCS cluster

» Verify static IP addresses and name resolution configured for each node

= Run the VCS Cluster Configuration Wizard (VCW) to configure cluster
components and set up secure communication for the cluster

See “Configuring the cluster using the Cluster Configuration Wizard”
on page 114.

Configure cluster disk groups and
volumes for SQL Server

= Create dynamic cluster disk groups using the Veritas Enterprise
Administrator (VEA) (if using a shared storage configuration)

= Create dynamic disk groups using VEA (for a single-node configuration
using non-shared storage)

= Create dynamic volumes for the SQL system database, user databases
and transaction logs using the VEA

See “Configuring disk groups and volumes for SQL Server” on page 89.

Install and configure SQL Server on the
first cluster node

See “About installing and configuring SQL Server” on page 133.

Install and configure SQL Server on the
failover node(s)

= Stop SQL Server services on the first node

= Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.

Create a SQL Server user-defined
database

» If not done earlier, create volumes for a user-defined database and
transaction log
= Create a new user-defined database in SQL Server

See “Creating a SQL Server user-defined database” on page 140.

Create a SQL Server service group

See “Configuring the VCS SQL Server service group” on page 144.
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Configuring the primary site for disaster recovery (continued)

Action

Description

Verify the primary site configuration

Test failover between nodes on the primary site

See “Verifying the SQL Server cluster configuration” on page 161.

DR configuration tasks:

Secondary site

Table 2-12 outlines the high-level objectives and the tasks to complete each objective
for a DR configuration at the secondary site.

Table 2-12

Configuring the secondary site for disaster recovery

Action

Description

Install SFW HA and configure the cluster
on the secondary site

Warning: Ensure that the name you assign to the secondary site cluster is
different from the name assigned to the primary site cluster.

See “Guidelines for installing SFW HA and configuring the cluster on the
secondary site” on page 246.

Verify that SQL Server has been
configured for high availability at the
primary site

Verify that your application has been configured for high availability at the
primary site and that the service groups are online

See “Verifying your primary site configuration” on page 247.

Set up the replication prerequisites

Ensure that replication prerequisites for your selected method of replication
are met before running the DR wizard

See “Setting up security for VVR” on page 186.

See “Requirements for EMC SRDF array-based hardware replication”
on page 251.

See “Configuring Hitachi TrueCopy replication and global clustering”
on page 286.

(Secure cluster only) Assign user
privileges

For a secure cluster only, assign user privileges

See “Assigning user privileges (secure clusters only)” on page 254.

Start running the DR wizard

= Review prerequisites for the DR wizard

= Start the DR wizard and make the initial selections required for each
task: selecting a primary site system, the service group, the secondary
site system, and the replication method

See “Configuring disaster recovery with the DR wizard ” on page 257.
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Configuring the secondary site for disaster recovery (continued)

Action

Description

Clone the storage configuration (VVR
replication only)

(VVR replication option)
Clone the storage configuration on the secondary site using the DR wizard

See “Cloning the storage on the secondary site using the DR wizard (Volume
Replicator replication option)” on page 261.

Create temporary storage for application
installation (other replication methods)

(EMC SRDF, Hitachi TrueCopy, or GCO only replication option)

Use the DR wizard to create temporary storage for installation on the
secondary site

See “Creating temporary storage on the secondary site using the DR wizard
(array-based replication)” on page 265.

Install and configure SQL Server on the
first cluster node

= Ensure that the disk group and volumes for the system database are
mounted on the first node

= Follow the guidelines for installing SQL Server in the SFW HA
environment

See “About installing and configuring SQL Server” on page 133.

Install and configure SQL Server on the
failover node(s)

= Stop SQL Server services on the first node

= Follow the guidelines for installing SQL Server on failover nodes in the
SFW HA environment

See “About installing SQL Server on the second system” on page 138.

Clone the service group configuration

Clone the service group configuration from the primary to the secondary site
using the DR wizard

See “Cloning the service group configuration from the primary to the
secondary site” on page 270.

Configure replication and global
clustering, or configure global clustering
only

= (VVR replication) Use the wizard to configure replication and global
clustering

= (EMC SRDF replication) Set up replication and then use the wizard to
configure the SRDF resource and global clustering

= (Hitachi TrueCopy) Set up replication and then use the wizard to configure
the HTC resource and global clustering

n (Other array-based replication) Use the wizard to configure global
clustering, and then set up replication

See “Configuring replication and global clustering” on page 275.

Verify the disaster recover configuration

Verify that the secondary site has been fully configured for disaster recovery

See “Verifying the disaster recovery configuration” on page 299.
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Table 2-12 Configuring the secondary site for disaster recovery (continued)

Action Description

(Optional) Add secure communication | Add secure communication between local clusters within the global cluster
(optional task)

See “Establishing secure communication within the global cluster (optional)”
on page 301.

(Optional) Add additional DR sites Optionally, add additional DR sites to a VVR environment
See “Adding multiple DR sites (optional)” on page 303.

Handling service group dependencies | If your environment includes dependent service groups, review the
after failover considerations for bringing the service groups online after failover to the
secondary site

See “Recovery procedures for service group dependencies” on page 303.

Supported disaster recovery configurations for service group
dependencies

Service group dependencies have special requirements and limitations for disaster
recovery configuration and for actions to be taken in a disaster recovery scenario.

Service group dependency configurations are described in detail in the VCS
documentation.

See the Symantec Cluster Server Administrator’s Guide.

For disaster recovery only certain dependent service group configurations are
supported:

= Online local soft

= Online local firm

s Online local hard

If the service group has an unsupported type of dependency and you select it in
the DR wizard, you receive an error notification when you attempt to move to the
next wizard page.

In a hardware replication environment, the Disaster Recovery wizard supports one
level of dependency (one child). If you need to configure more levels, you will need
to add the service group and the dependency link manually on the secondary site
after you finish running the DR wizard.

In a Volume Replicator environment, the wizard cannot configure DR for a service
group that has a child and you will need to configure the secondary site manually.
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For more information on configuring Volume Replicator, see the Volume Replicator
Administrator’s Guide. For more information on configuring GCO, see the Symantec
Cluster Server Administrator's Guide.

Reviewing the disaster recovery configuration

You may be preparing to configure both a primary site and a secondary site for
disaster recovery.

Figure 2-10 illustrates a typical Active-Passive disaster recovery configuration using
Veritas Volume ReplicatorSymantec Storage Foundation Volume Replicator
(VVRVolume Replicator).



Deployment scenarios for SQL Server | 77
Reviewing the disaster recovery configuration

Figure 2-10 Typical VVR configuration
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In the example illustration, the primary site consists of two nodes, SYSTEM1 and
SYSTEM2. Similarly the secondary setup consists of two nodes, SYSTEM3 and
SYSTEMA4. Each site has a clustered setup with the nodes set up appropriately for
failover within the site. The cluster on the primary site has a shared disk group that
is used to create the volumes required by VVR for setting up the Replicated Volume
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Group (RVG). The Microsoft SQL Server application data is stored on the volumes
that are under the control of the RVG.

If the Microsoft SQL Server server on SYSTEM1 fails, SQL Server comes online
on node SYSTEM2 and begins servicing requests. From the user’s perspective
there might be a small delay as the backup node comes online, but the interruption
in effective service is minimal. If there is a disaster at the primary site, SYSTEM3
at the secondary site takes over.

You can choose to configure replication using VVR or an agent-supported
array-based hardware replication. You can use the DR wizard to configure VVR
replication or required options for the VCS agents for EMC SRDF or Hitachi
TrueCopy. To use the wizard with any other agent-supported array-based replication,
you must complete configuring global clustering with the wizard before configuring
replication on the array.

Sample disaster recovery configuration

The sample setup has four servers, two for the primary site and two for the
secondary site. The nodes will form two separate clusters, one at the primary site
and one at the secondary site.

Table 2-13 describes the objects created and used during the installation and

configuration.
Table 2-13 Sample Disaster Recovery configuration objects
Object Name Description

Primary site

SYSTEM1 & SYSTEM?Z | first and second nodes of the primary site

INST1 SG Microsoft SQL Server service group
SQL_CLUS1 virtual SQL Server cluster
INST1-VS virtual server name

INST1 DG cluster disk group

INST1 DATA FILES |volume for Microsoft SQL Server system data files

INST1_DB1_VOL volume for storing a Microsoft SQL Server user-defined database

INST1_DBI1_LOG volume for storing a Microsoft SQL Server user-defined database
log file
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Sample Disaster Recovery configuration objects (continued)

Object Name

Description

INST1 REGREP VOL

volume that contains the list of registry keys that must be replicated
among cluster systems for the SQL Server

INST1 FS VOL

Volume that contains the FILESTREAM enabled data objects for
the SQL Server instance

INST1 REPLOG

(VVR only) replicator log volume required by VVR

INST1

SQL Server Instance Name

Secondary site

SYSTEM3 & SYSTEM4

First and second nodes of the secondary site

All the other parameters are the same as on the primary site.

DR Components (VVR

only)

INST1 DB1 RDS RDS Name
INST1 DB1_RVG RVG Name

INST1 DBl RVG SG

Replication service group
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Requirements and planning
for your HA and DR
configurations

This chapter includes the following topics:

= Requirements for Symantec Storage Foundation and High Availability Solutions
for Windows (SFW HA)

= Reviewing the prerequisites for a standalone SQL Server

Requirements for Symantec Storage Foundation and
High Availability Solutions for Windows (SFW HA)

Before installing SFW HA, ensure that you review the following:

= Review the general installation requirements for SFW HA in the Symantec
Storage Foundation and High Availability Solutions for Windows Installation and
Upgrade Guide.

= Review the SFW HA 6.1 Hardware Compatibility List (HCL) to confirm supported
hardware:
http://www.symantec.com/docs/TECH208993

= Review the SFW HA 6.1 Software Compatibility List (SCL) to confirm supported
software:
http://www.symantec.com/docs/TECH209010


http://www.symantec.com/docs/TECH208993
http://www.symantec.com/docs/TECH209010
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Note: Solutions wizards cannot be used to perform Disaster Recovery, Fire Drill,
or Quick Recovery remotely on Windows Server Core systems.

The DR, FD, and QR wizards require that the .NET Framework is present on
the system where these operations are to be performed. As the .NET Framework
is not supported on the Windows Server Core systems, the wizards cannot be
used to perform DR, FD, or QR on these systems.

Refer to the following Microsoft knowledge database article for more details:

http://technet.microsoft.com/en-us/library/dd184075.aspx

Review the SQL Server environments supported with SFW HA.

Microsoft SQL Server 2008, 2008 R2, 2012, and 2014 can exist in the same
cluster and operate on or fail over to the same systems. However, only one
“default” instance can exist on a system at one time. Additional instances that
operate on or fail over to that system must be named instances. The number
of named instances is limited only by the normal limit of instances for that version
of SQL Server.

When installing SFW HA for a Disaster Recovery configuration, ensure that you
select the VCS Global Clustering Option and if required for your replication
solution, select the SFW Volume Replicator option.

When installing SFW HA for a Replicated Data Cluster configuration, ensure
that you select the VCS option to install Volume Replicator.

System requirements for SFW HA

Systems must meet the following requirements for SFW HA:

Memory must be a minimum 4 GB of RAM per server for SFW HA.
Refer to the Microsoft documentation for SQL Server memory requirements.

Shared disks to support applications that migrate between nodes in the cluster.
Campus clusters require more than one array for mirroring. Disaster recovery
configurations require one array for each site. Replicated data clusters with no
shared storage are also supported.

If your storage devices are SCSI-3 compliant, and you wish to use SCSI-3
Persistent Group Reservations (PGR), you must enable SCSI-3 support using
the Veritas Enterprise Administrator (VEA).

See the Symantec Storage Foundation Administrator’s Guide for more
information.

SCSI, Fibre Channel, iSCSI host bus adapters (HBAs), or iSCSI Initiator
supported NICs to access shared storage.
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= A minimum of two NICs is required. One NIC will be used exclusively for private
network communication between the nodes of the cluster. The second NIC will
be used for both private cluster communications and for public access to the
cluster. Symantec recommends three NICs.
See “Best practices for SFW HA” on page 85.

= NIC teaming is not supported for the VCS private network.

Disk space requirements

For installation, space required is calculated regardless of selected options or
components.

Table 3-1 summarizes approximate disk space requirements for SFW and SFW

HA systems.
Table 3-1 Disk space requirements

Installation options Required disk space
SFW + all options 1124 MB

SFW Client components 632 MB

SFW HA + all options 1589 MB

SFW HA Client components 916 MB

Network requirements for SFW HA
SFW HA has the following network requirements:

= Do not install SFW HA on servers that are assigned the role of a Domain
Controller. Configuring a cluster on a domain controller is not supported.

= Ensure that your firewall settings allow access to ports used by SFW HA wizards
and services.
For a detailed list of services and ports used by SFW HA, refer to the Symantec
Storage Foundation and High Availability Solutions for Windows Installation and
Upgrade Guide

= Static IP addresses are required for certain purposes when configuring high
availability or disaster recovery solutions. For IPv4 networks, ensure that you
have the addresses available to enter. For IPv6 networks, ensure that the network
advertises the prefix so that addresses are autogenerated.

Static IP addresses are required for the following purposes:

= One static IP address per site for each SQL Virtual Server.
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= A minimum of one static IP address for each physical node in the cluster.

= One static IP address per cluster used when configuring Notification or the
Global Cluster Option. The same IP address may be used for all options.

= For VVR replication in a disaster recovery configuration, a minimum of one
static IP address per site for each application instance running in the cluster.

= For VVR replication in a Replicated Data Cluster configuration, a minimum
of one static IP address per zone for each application instance running in
the cluster.

= Configure name resolution for each node.

= Verify the availability of DNS Services. AD-integrated DNS or BIND 8.2 or higher
are supported.
Make sure a reverse lookup zone exists in the DNS. Refer to the application
documentation for instructions on creating a reverse lookup zone.

= DNS scavenging affects virtual servers configured in SFWHA because the
Lanman agent uses Dynamic DNS (DDNS) to map virtual names with IP
addresses. If you use scavenging, then you must set the DNSRefreshinterval
attribute for the Lanman agent. This enables the Lanman agent to refresh the
resource records on the DNS servers.
See the Symantec Cluster Server Bundled Agents Reference Guide.

= Inan|Pv6 environment, the Lanman agent relies on the DNS records to validate
the virtual server name on the network. If the virtual servers configured in the
cluster use IPv6 addresses, you must specify the DNS server IP, either in the
network adapter settings or in the Lanman agent’'s AdditionalDNSServers
attribute.

= If Network Basic Input/Output System (NetBIOS) is disabled over the TCP/IP,
then you must set the Lanman agent's DNSUpdateRequired attribute to 1 (True).

IPv6 support

For IPv6 networks, the following is supported:

Types of addresses The following types of IPv6 addresses are supported:

= Unicast addresses: Only Global Unicast and Unique Local
Unicast addresses are supported.

= Automatic configuration: Only Stateless IPv6 address
configuration is supported. In stateless mode, the IP address
is configured automatically based on router advertisements.
The prefix must be advertised.
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LLT over UDP LLT over UDP is supported on both IPv4 and IPv6.

You can use the Cluster Configuration Wizard (VCW) to configure
LLT over UDP over IPv6.

VCS agents, wizards, VCS agents that require an IP address attribute and wizards that
and other components  configure or discover IP addresses now support IPv6 addresses
(of the type described above).

The VCS High Availability Engine (HAD) and the Global Cluster
resource (WAC) also support IPv6 addresses.

Note: Support is limited to mixed mode (IPv4 and IPv6) network configurations only;
a pure IPv6 environment is currently not supported.

IP address requirements for an Active-Passive configuration

In addition to preparing the names you want to assign the Active-Passive
configuration objects, for an IPv4 network, you should obtain all required IP
addresses before beginning configuration. For an IPv6 network, IP addresses are
generated during configuration.

See “Sample Active-Passive configuration” on page 50.

Each SQL Server virtual server requires its own virtual IP address. In the sample

configuration there is one SQL Server virtual server. Therefore you would need one
virtual server IP address. If you want to use the notification service, you require a

cluster IP address. The cluster IP address is also used by the Global Cluster Option
for disaster recovery.

IP address requirements for a disaster recovery configuration

In addition to preparing the names you want to assign configuration objects, for an
IPv4 network, you should obtain all required IP addresses before beginning
configuration. For an IPv6 network, IP addresses are generated during configuration.

See “Sample disaster recovery configuration” on page 78.

You specify the following addresses during the DR configuration process:

Virtual SQL Server IP  For a disaster recovery configuration, the virtual IP address for the

address virtual SQL Server at the primary and disaster recovery site can
be the same if both sites can exist on the same network segment.
Otherwise, you need to allocate one IP address for the virtual
server at the primary site and a different IP address for the virtual
server at the disaster recovery site.
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Cluster IP address You need one for the primary site cluster and one for the secondary

site cluster.

Replication IP address You need two IP addresses per application instance, one for the

primary site and one for the secondary site.

Permission requirements for SFW HA

The following permissions are required:

You must be a domain user.

You must be a member of the local Administrators group on all nodes where
you are installing.

You must have write permissions for the Active Directory objects corresponding
to all the nodes.

If you plan to create a new user account for the VCS Helper service, you must
have Domain Administrator privileges or belong to the Account Operators group.
If you plan to use an existing user account context for the VCS Helper service,
you must know the password for the user account.

If User Access Control (UAC) is enabled on Windows systems, then you cannot
log on to VEA GUI with an account that is not a member of the Administrators
group, such as a guest user. This happens because such user does not have

the "Write" permission for the "Veritas" folder in the installation directory (typically,
C:\Program Files\Veritas). As a workaround, an OS administrator user can
set "Write" permission for the guest user using the Security tab of the "Veritas"
folder's properties.

Additional requirements for SFW HA

Please review the following additional requirements:

Installation media for all products and third-party applications.
Licenses for all products and third-party applications.

For a Replicated Data Cluster, install only in a single domain.

Best practices for SFW HA

Symantec recommends that you perform the following tasks:

Configure Microsoft Exchange Server and Microsoft SQL Server on separate
failover nodes within a cluster.
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= Verify that you have three network adapters (two NICs exclusively for the private
network and one for the public network).
When using only two NICs, lower the priority of one NIC and use the low-priority
NIC for public and private communication.

= Route each private NIC through a separate hub or switch to avoid single points
of failure.

= NIC teaming is not supported for the VCS private network.

= Verify that your DNS server is configured for secure dynamic updates. For the
Forward and Reverse Lookup Zones, set the Dynamic updates option to "Secure
only". (DNS > Zone Properties > General tab)

= This is applicable for a Replicated Data Cluster configuration.
This is applicable for a Replicated Data Cluster configuration. You can configure
single node clusters as the primary and secondary zones. However, if using a
shared storage configuration, you must create the disk groups as clustered disk
groups. If you cannot create a clustered disk group due to the unavailability of
disks on a shared bus, use the vxclus UseSystemBus ON command.

Supported SQL Server 2012 versions

Microsoft SQL Server 2012 SP1 Standard, Business Intelligence, Enterprise, and
Web editions (32-bit and 64-bit)

Reviewing the prerequisites for a standalone SQL

Server

This is applicable if you are configuring an existing standalone SQL Server for high
availability.

Review the following requirements before you begin the process of installing Veritas
Storage Foundation HA for Windows and creating a clustered environment:

= Create a backup of the data on the existing standalone SQL Server.

» Setall SQL Server services to manual start, except for the SQL Server Browser
service. Ensure that the SQL Server Browser service is set to automatic.

Refer to the SQL Server documentation for instructions.
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SFW HA

This chapter includes the following topics:

Configuring the storage hardware and network

About installing SFW or SFW HA

Configuring disk groups and volumes for SQL Server
Managing disk groups and volumes

Configuring the cluster using the Cluster Configuration Wizard

Adding nodes to a cluster

Configuring the storage hardware and network

Use the following procedures to configure the hardware and verify DNS settings.
Repeat this procedure for every node in the cluster.

To configure the hardware

1

Install the required network adapters, and SCSI controllers or Fibre Channel
HBA.

Connect the network adapters on each system.

= To prevent lost heartbeats on the private networks, and to prevent VCS
from mistakenly declaring a system down, Symantec recommends disabling
the Ethernet autonegotiation options on the private network adapters.
Contact the NIC manufacturer for details on this process.

= Symantec recommends removing TCP/IP from private NICs to lower system
overhead.
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Use independent hubs or switches for each VCS communication network (GAB
and LLT). You can use cross-over Ethernet cables for two-node clusters. LLT
supports hub-based or switch network paths, or two-system clusters with direct
network links.

Verify that each system can access the storage devices. Verify that each system
recognizes the attached shared disk and that the attached shared disks are
visible.

To verify the DNS settings and binding order for all systems

1

Open the Control Panel by clicking Start > Control Panel.

On Windows 2012 operating systems, use the Settings menu from the Start
screen.

Click Network and Internet, and then click Network and Sharing Center.

In the Network and Sharing Center window, on the left side of the screen under
Tasks, click Adapter settings.

Ensure the public network adapter is the first bound adapter by following these
steps sequentially:

= Inthe Network Connections window, click Advanced > Advanced Settings.

= Inthe Adapters and Bindings tab, verify the public adapter is the first adapter
in the Connections list. If necessary, use the arrow button to move the
adapter to the top of the list.

= Click OK.

Open the Public status dialog box by doing one of the following in the Network
Connections window:

= Double-click the adapter for the public network.
= Right-click the adapter for the public network and click Status.

» Select the adapter for the public network and click View status of this
connection in the toolbar.

When enabling DNS name resolution, make sure that you use the public
network adapters, and not those configured for the VCS private network.

In the Public Status dialog box, on the General tab, click Properties.
In the Public Properties dialog box, on the General tab:

» Select the Internet Protocol Version 4 (TCP/IPv4) or Internet Protocol
Version 6 (TCP/IPv6) check box, depending on which protocol your network
is using.

n Click Properties.
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Select the Use the following DNS server addresses option.
Verify the correct value for the IP address of the DNS server.
10 Click Advanced.

11 Inthe DNS tab, make sure that the Register this connection’s address in
DNS check box is selected.

12 Make sure that the correct domain suffix is entered in the DNS suffix for this
connection field.

13 Click OK.

About installing SFW or SFW HA

For information about installing the SFW or the SFW HA server or client components
using the product installation wizard or the CLI, see the Symantec Storage
Foundation and High Availability Solutions Installation and Upgrade Guide.

For information about installing the VCS Agent Pack on the base SFW or SFW HA
product installation, see the Symantec Cluster Server Agent Pack Readme.

For information about installing the server components using the vSphere Client
menu, see the Symantec High Availability Solutions Guide for VMware.

To monitor the status of the application, install the Symantec High Availability
Console. For more information, see the Symantec High Availability Solutions Guide
for VMwatre.

Configuring disk groups and volumes for SQL Server

Before installing SQL Server, you must create disk groups and volumes using the
Veritas Enterprise Administrator (VEA) console installed with SFW.

You create cluster disk groups if you are using a shared storage environment and
dynamic disk groups in case of a non-shared storage environment. Planning disk
groups and volumes is covered in the following topics:

Planning disk groups and volumes is covered in the following topics:
See “About disk groups and volumes” on page 90.

See “Prerequisites for configuring disk groups and volumes” on page 91.
See “Considerations for a fast failover configuration” on page 92.

See “Considerations for converting existing shared storage to cluster disk groups
and volumes” on page 93.
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See “Considerations when creating disks and volumes for campus clusters”
on page 93.

See “Considerations for volumes for a VVR configuration” on page 95.

See “Considerations for disk groups and volumes for multiple instances” on page 96.
See “Sample disk group and volume configuration” on page 96.

See “MSDTC sample disk group and volume configuration” on page 97.
Configuring disk groups and volumes is covered in the following topics:

See “Viewing the available disk storage” on page 98.

See “Creating a dynamic disk group” on page 98.

See “Adding disks to campus cluster sites” on page 100.

See “Creating volumes for high availability clusters” on page 100.

See “Creating volumes for campus clusters” on page 105.

About disk groups and volumes

SFW uses disk groups to organize disks or LUNs for management purposes. A
dynamic disk group is a collection of disks that is imported or deported as a single
unit. A cluster disk group is a special type of dynamic disk group that is created on
shared storage and is designed to be moved or to failover between hosts. In order
to prevent data corruption a cluster disk group uses SCSI reservations to protect
the shared disks and limits access to a single host at a time.

Volumes are logical entities that are comprised of portions of one or more physical
disks and are accessed by a drive letter or mount point. Volumes can be configured
for performance and high availability.

If using a shared storage, you create a cluster disk group and volumes on only one
node of a cluster. The volumes can be accessed by other nodes in a high-availability
cluster by first deporting the cluster disk group from the current node and then
importing it on the desired node. In a campus cluster, the volumes are mirrored
across the storage arrays.

If using non-shared storage, you create dynamic disk groups and volumes on the
locally attached storage on each node separately. Replication is set up between
the volumes to ensure data concurrency.
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Note: If your storage devices are SCSI-3 compliant, and you wish to use SCSI-3
Persistent Group Reservations (PGR) in a shared storage environment, you must
enable SCSI-3 support using the Veritas Enterprise Administrator (VEA - Control
Panel - System Settings). See the Veritas Storage Foundation Administrator’s Guide
for more information.

Prerequisites for configuring disk groups and volumes

Before you create a disk group (cluster disk group or dynamic disk group), consider
the following items:

= The type of volume configurations that are required

= The number of volumes or LUNs required for the disk group

= The implications of backup and restore operations on the disk group setup
» The size of databases and logs that depend on the traffic load

= The disk groups and number of disks on each site

= Types of volumes required and location of the plex of each volume in the storage
array

Complete the following tasks before you create the disk group and volumes for the
SQL Server instance:

= Determine the layout or configuration for each volume and the total number of
disks needed. Symantec recommends that you place SQL Server user database
files and log files on separate volumes.

= Determine the initial size necessary for the volumes. You may increase the
volume size at a later time using the Expand Volume command but you can not
decrease the size.

» [f using shared storage, verify that the disks you plan to include in the cluster
disk group are shared and are available from all nodes. If new disks are installed,
you must rescan, and if necessary, use the Write Signature command in order
to identify the disks to the operating system.

= Verify that the drive letters that will be assigned to the volumes are available on
all nodes so that the volumes can be accessed from any node.

For more information on disk group and volume requirements for specific
configurations, see the following topics:

= For service groups with many disk groups, you may want to implement the fast
failover feature.
See “Considerations for a fast failover configuration” on page 92.
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You may be configuring new shared storage for the high availability environment,
or the existing standalone SQL Server databases and logs may already be on
shared storage. If the existing databases and logs are already on shared storage:
See “Considerations for converting existing shared storage to cluster disk groups
and volumes” on page 93.

For more information on disk groups and volumes for campus clusters:
See “Considerations when creating disks and volumes for campus clusters”
on page 93.

For a Replicated Data Cluster configuration or a disaster recovery configuration
using Veritas Volume Replicator:

See “Considerations when creating disks and volumes for campus clusters”
on page 93.

Considerations for a fast failover configuration

For VCS service groups that contain many disk groups, you can greatly reduce
failover time by implementing fast failover. Fast failover is a licensable feature of
SFW HA.

Fast failover speeds up the failover of storage resources in several ways:

Fast failover provides a "read-only deported" mode for disk groups on inactive
nodes. This mode speeds up the process of importing a disk group.

Fast failover maintains the current disk group configuration in memory on the
inactive nodes. Any changes are automatically synchronized so that all nodes
maintain an identical disk group configuration.

For more details about fast failover, refer to the Symantec Storage Foundation
Administrator’s Guide.

To use fast failover, install the VCS Fast Failover option during SFW HA installation.
Additional steps are required after you complete the service group configuration.

Take the following storage-related requirements into account if you are planning to
implement fast failover:

Fast failover is currently not supported for the following:
= RAID-5 volumes

= SCSI-2

= Active/Passive (A/P) arrays for DMP

In synchronous mode of replication, if fast failover is set, then the RVG cannot
be stopped and started when a disk group fails over to another node. If the
RLINK is in hard synchronous mode, it may not be connected when the volume
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arrives, and the 1/0Os may fail. In such case, the Event Viewer displays NTFS
errors and file system reports the volume as RAW. Therefore, fast failover is
not supported if the RLINK is in hard synchronous mode.

= The disk group version must be 60 or later for fast failover to work. To verify the
disk group version, from the VEA console, right-click the disk group and click
Properties. Disk group version upgrade is required after upgrading SFW HA on
the cluster nodes. Refer to the Symantec Storage Foundation and High
Availability Solutions Installation and Upgrade Guide for more information.

Considerations for converting existing shared storage to cluster disk
groups and volumes

The databases and logs for your existing standalone SQL Server may already be
on shared storage. In this case, when you create cluster disk groups, you specify
the disks that contain the existing databases and logs.

Creating a disk group converts the disks from basic disks to dynamic disks. Partitions
on the disks are automatically converted to volumes on the dynamic disks.

Therefore, if your existing disk layout contains databases and logs in the same
partition, they become part of the same volume in the cluster disk group. If the disk
contains multiple partitions, each containing a user database, each partition becomes
a separate volume, but all will become part of the same cluster disk group. If this
configuration does not meet your requirements, you may want to modify your disk
layout before creating the cluster disk group.

For additional information on converting basic to dynamic disks, see Symantec
Storage Foundation Administrator’s Guide.

Symantec recommends creating a separate 100 MB RegRep volume that contains
the list of registry keys that must be replicated among cluster systems for the SQL
Server service.However, if no additional disks are available on the shared storage,
you can specify an existing volume as the registry replication path during service
group creation.

For a disaster recovery configuration using Veritas Volume Replicator, you need
to allow additional disk space for a Storage Replicator Log volume.

See “Considerations for volumes for a VVR configuration” on page 95.

Considerations when creating disks and volumes for campus clusters

When you create the disk groups for a campus cluster, ensure that each disk group
has the same number of disks on each physical site. You create each volume as
a mirrored volume with one plex of the volume on Site A’s storage array and the
other plex of the volume on Site B’s storage array.
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Symantec recommends using the SFW site-aware allocation feature for campus
cluster storage. Site-aware allocation can ensure that site boundary limits are
maintained for operations like volume grow, subdisk move, and disk relocation.

Enabling site-aware allocation for campus clusters requires the following steps in
the VEA:

= After creating the disk groups, you tag the disks with site names to enable
site-aware allocation. This is a separate operation, referred to in the VEA as
adding disks to a site.
As an example, say you had a disk group with four disks. Disk1 and Disk2 are
physically located on Site A. Disk3 and Disk4 are physically located on Site B.
Therefore, you add Disk1 and Disk2 to "site_a" and add Disk3 and Disk4 to
"site_b".

= During volume creation, you specify the volume site type as Site Separated.
This ensures that the volume is restricted to the disks on the selected site.

Note: The hot relocation operation does not adhere to site boundary restrictions. If
hot relocation causes the site boundary to be crossed, then the Site Separated
property of the volumes is changed to Siteless. This is done so as not to disable
hot relocation. To restore site boundaries later, you can relocate the data that
crossed the site boundary back to a disk on the original site and then change back
the properties of the affected volumes.

For more information on site-aware allocation, refer to the Symantec Storage
Foundation Administrator’s Guide.

When you create the volumes for a campus cluster, consider the following:

= During disk selection, configure the volume as "Site Separated” and select the
two sites of the campus cluster from the site list.

s For volume attributes, select the "mirrored" and "mirrored across enclosures"
options.

= Symantec recommends using either simple mirrored (concatenated) or striped
mirrored options for the new volumes. Striped mirrored gives you better
performance compared to concatenated.
When selecting striped mirrored, select two columns in order to stripe one
enclosure that is mirrored to the second enclosure.

» During the volume creation procedure for Site Separated volumes, you can only
create as many mirrors as there are sites. However, once volume creation is
complete, you can add additional mirrors if desired.

= Choosing "Mirrored" and the "mirrored across" option without having two
enclosures that meet requirements causes new volume creation to fail.
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= You cannot selecting RAID-5 for mirroring.

= Selecting "stripe across enclosures" is not recommended because then you
need four enclosures, instead of two.

» Logging can slow performance.

Considerations for volumes for a VVR configuration

For a configuration using Symantec Storage Foundation Volume Replicator, either
a disaster recovery configuration on a secondary site or a Replicated Data Cluster,
note the following:

= VVR does not support the following types of volumes:
= SFW (software) RAID 5 volumes
= Volumes with the Dirty Region Log (DRL)
= Volumes with commas in the names
= Data Change Object (DCO)

= A configuration with VVR requires a Storage Replicator Log (SRL) volume for
each disk group that contains volumes that are replicated. You can create the
SRL volume when configuring the other volumes for the application or you can
create it later when you set up replication. If you create it later, ensure that you
allow sufficient disk space for this volume. For more about VVR planning, see
the Symantec Storage Foundation Volume Replicator Administrator’s Guide.

= Do not assign a drive letter to the Storage Replicator Log volume. This will limit
access to that volume and avoid potential data corruption.

» In adisaster recovery configuration, Symantec recommends that for replication
considerations, you create a separate volume for tempdb, for example,
INST1_TEMPDB, within the system database disk group. When you later
configure replication for disaster recovery, you replicate that disk group but
exclude the tempdb volume from the replication.

It would waste bandwidth to replicate tempdb because the data is transitory and
is not needed for DR site recovery.

You can create the volume now and later, after the SQL Server installation is
complete and before configuring replication, move tempdb to the volume.

See “Moving the tempdb database if using VVR for disaster recovery”

on page 141.
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Considerations for disk groups and volumes for multiple instances

For an Active-Active configuration or other cases where you are setting up multiple
SQL Server instances in the cluster, you create a separate set of disk groups and
volumes for each instance.

For example, if you have a Billing instance and a Payroll instance, you could create
the following disk groups and volumes.

For the Billing instance, create the following:

BILLING DG
BILLING DATA FILES Volume for the SQL Server system data files

BILLING REGREP VOL Volume for the list of registry keys replicated among cluster nodes
for the Billing instance

BILLING DB1 VOL Volume for the user database files
BILLING_DB1_LOG Volume for the user database log files
PAYROLL DG

PAYROLL DATA FILES Volume for the SQL Server system data files

PAYROLL REGREP VOL Volume for the list of registry keys replicated among cluster nodes
for the Payroll instance

PAYROLL DB1 VOL Volume for the user database files

PAYROLL DB1 LOG Volume for the user database log files

You can choose either of the following:
= Set up disk groups and volumes for all instances at one time.

= Set up disk groups and volumes for the current instance only and complete all
configuration steps for this instance. Then return to this step for the next instance.

Sample disk group and volume configuration

For an SFW HA solution, you first create a disk group (INST1_DG) (cluster disk
group in case of shared storage and dynamic disk group in case of non-shared
storage) and then create the following volumes:

= INST1 DATA FILES contains the SQL Server system data files (including the
master, model, msdb, and tempdb databases)
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= INST1 REGREP VOL contains the list of registry keys that must be replicated
among cluster systems for the SQL Server service. Create a 100 MB volume
for this purpose.

= INST1 Fs voL contains the FILESTREAM enabled database objects for the
SQL Server instance

= INST1 REPLOG contains the VVR Storage Replicator Log. This is required only
for a configuration that uses VVR replication, either a Replicated Data Cluster
or a disaster recovery configuration using VVR. You can create this volume later
while setting up replication.

Optionally place user database files in a separate cluster disk group from the system
database files, for example, by creating 1NsT1 SHARED DG for system files and
INST1 USER DG for user database files.

As a best practice, place SQL Server user database files and log files on separate
volumes.

The following disk group and volumes may be created now or later in the
configuration process:

= INST1 DB1 DG (optional)is a separate disk group for the SQL Server user-defined
database and files

= INST1 DBl VOL contains the user database files
= INST1 DBl LOG contains the user database log files

= INST1 DBl FS_VOL contains the FILESTREAM enabled objects for the user
database

= INST1 DB1 REPLOG contains the VVR Storage Replicator Log (required only for
a configuration using VVR replication).

This configuration is a simple example. The recommended practice for disk groups
and volume layout is dependent on your environment.

MSDTC sample disk group and volume configuration

For an MSDTC configuration, you will first need to create a disk group (MSDTC_DG)
(cluster disk group in case of shared storage and dynamic disk group in case of
non-shared storage) and then create the following volumes:

MSDTC_LOG contains the MSDTC log files

MSDTC_REGREP contains the list of registry keys that must be replicated among cluster
systems for the MSDTC service group

Create a 100 MB volume for this purpose.
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Viewing the available disk storage

Before creating disk groups and volumes you may want to view available disk
storage.

To view the available disk storage

1

Open the VEA console by clicking Start > All Programs > Symantec > Veritas
Storage Foundation > Veritas Enterprise Administrator, or, on Windows
2012 operating systems, from the Apps menu, and select a profile if prompted.

Click Connect to a Host or Domain.

In the Connect dialog box select the host name from the pull-down menu and
click Connect.

To connect to the local system, select localhost. Provide the user name,
password, and domain if prompted.

In the VEA configuration tree, expand hostname > StorageAgent and then
click Disks.

The internal names for the disks that the current system can access for available
storage are displayed, with names Harddisk1, Harddisk2, etc. The listincludes
both disks internal to the local system and any external storage that is available.

Creating a dynamic disk group

Create a cluster disk group and volumes on only one node of a cluster. The volumes
can be accessed by other nodes in the cluster by first deporting the cluster disk
group from the current node and then importing it on the desired node.

Note: Setting up the cluster creates physical disk resources for all the basic disks

on the shared bus. To use those disks for the SFW cluster disk groups, you must

remove the physical disk resources from the cluster. Otherwise, a reservation conflict
occurs.

Note: Dynamic disks belonging to a Microsoft Disk Management Disk Group do not
support cluster disk groups.

Follow the steps in this section to create one or more disk groups for your application.
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To create a dynamic disk group

1

Open the VEA console by clicking Start > All Programs > Symantec > Veritas
Storage Foundation > Veritas Enterprise Administrator (or launch the VEA
from the Solutions Configuration Center) or, on Windows 2012 operating
systems, from the Apps menu, and select a profile if prompted.

Click Connect to a Host or Domain.

In the Connect dialog box, select the host name from the pull-down menu and
click Connect.

To connect to the local system, select localhost. Provide the user name,
password, and domain if prompted.

To start the New Dynamic Disk Group wizard, expand the tree view under the
host node, right click the Disk Groups icon, and select New Dynamic Disk
Group from the context menu.

In the Welcome screen of the New Dynamic Disk Group wizard, click Next.
Provide information about the cluster disk group as follows:

= In the Group name field, enter a name for the disk group (for example,
INST1_DG).

= Check the Create cluster group check box if you wish to create cluster
dynamic disk groups that are used in a shared storage environment.

» Select the appropriate disks in the Available disks list, and use the Add
button to move them to the Selected disks list.
Optionally, check the Disk names prefix checkbox and enter a disk name
prefix to give the disks in the disk group a specific identifier.
For example, entering TestGroup as the prefix for a disk group that contains
three disks creates TestGroup1, TestGroup2, and TestGroup3 as internal
names for the disks in the disk group.

s Click Next.

Note: Windows Disk Management Compatible Dynamic Disk Group creates a
type of disk group that is created by Windows Disk Management (LDM).

Click Next to accept the confirmation screen with the selected disks.

Click Finish to create the dynamic disk group.
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Adding disks to campus cluster sites

For campus cluster storage, Symantec recommends using Symantec Storage
Foundation (SFW) site-aware allocation. To enable site-aware allocation, you assign
a site name to disks after they are added to a disk group. In the VEA assigning a
site name is referred to as adding disks to a site.

For example, Disk1 and Disk2 are physically located on Site A and Disk3 and Disk4
are physically located on Site B. Therefore, you add Disk1 and Disk2 to site_a and
add Disk3 and Disk4 to site_b.

To add disks to a site

1 From the VEA console, right-click a disk that needs to be added to a site and
select Add Disk to Site.

Disks must be part of a dynamic disk group in order to add them to a site.
2 Inthe Add Disk to a Site screen, choose one of the following:

» Choose Select a new site and specify a new site name.
The site name can include any alphanumeric value and valid characters
like the period (.), dash (-), and underscore ( _ ). It cannot exceed 31
characters. Site names are case insensitive; all names are converted to
lowercase.

s Choose Available Sites and select a site from the list.

3 From the Available Disks column, select the disk or disks to add to the
specified site.

4 Click OK.

Creating volumes for high availability clusters

This procedure will guide you through the process of creating a volume on a dynamic
disk group. Repeat the procedure to create additional volumes.

You can use this procedure for volumes in a high availability cluster. For volumes
in a campus cluster, see the following:

= See “Creating volumes for campus clusters” on page 105.

Before you begin, make sure to review the following topics if they are applicable to
your environment:

= See “Considerations for converting existing shared storage to cluster disk groups
and volumes” on page 93.

= See “Considerations for volumes for a VVR configuration” on page 95.
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Note: When assigning drive letters to volumes, ensure that the drive letters that you
assign are available on all nodes.

To create dynamic volumes

1 Ifthe VEA console is not already open, click Start > All Programs > Symantec
> Veritas Storage Foundation > Veritas Enterprise Administrator or, on
Windows 2012 operating systems, from the Apps menu, and select a profile

if prompted.

Click Connect to a Host or Domain.

3 Inthe Connect dialog box select the host name from the pull-down menu and

click Connect.

To connect to the local system, select localhost. Provide the user name,
password, and domain if prompted.

4  To start the New Volume wizard, expand the tree view under the host node to
display all the disk groups. Right click a disk group and select New Volume

from the context menu.

You can right-click the disk group you just created.

For example, INST1_DG.

At the New Volume wizard opening screen, click Next.

Select the disks for the volume.

localhost - New Yolume Wizard

Assign Disks for Yolume

*
Storage Foundation will automatically select the disks used ta create the valume unless you choose to manually specify any of the @

disks ko be used.

GroUp name: IINSTI_DG vl

i+ fubo select disks
= Manually select disks

Avallable disks:

[ame PCTL

Selected disks:

size | fdd |

=3 Harddisks P1COT4LO

[ Disable Track Alignment

8.500 GB
Add Al |

=Remove |
<=Remove Al |

< Back Cancel | Help |
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= Make sure that the appropriate disk group name appears that in the Group
name drop-down list.

= For Site Preference, leave the setting as Siteless (the default).

» Automatic disk selection is the default setting. To manually select the disks,
click Manually select disks and use the Add and Remove buttons to move
the appropriate disks to the Selected disks list. Manual selection of disks
is recommended.

= You may also check Disable Track Alignment to disable track alignment
for the volume. Disabling track alignment means that the volume does not
store blocks of data in alignment with the boundaries of the physical track
of the disk.

s Click Next.

Specify the volume attributes.

localhost - New Yolume Wizard [x]

New ¥Yolume Wizard

*
Select the attributes For this volume. @

Walume name: [ INST1_DB1_WOL

Size: 10 & | Maxsize |

s Mirror Info
[ Mirrored
= ol |2 E Totalmirrars: |2 ﬂ
i Striped Stripe unit size (Sectors): | 128

 RAIDS [ Stripe across; IPUrt j‘ [ Mirrar actoss: IPart vl

" [Enablz logaing

Concatenated: A simple valume with & single copy
of data on one or more disks.,

< Back | Mext = I Cancel | Help |

= Enter a volume name. The name is limited to 18 ASCII characters and
cannot contain spaces or forward or backward slashes.

= Provide a size for the volume. If you click the Max Size button, a size
appears in the Size box that represents the maximum possible volume size
for that layout in the dynamic disk group.

= Select a volume layout type. To select mirrored striped, select both the
Mirrored checkbox and the Striped radio button.
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If you are creating a striped volume, the Columns and Stripe unit size
boxes need to have entries. Defaults are provided.
In the Mirror Info area, select the appropriate mirroring options.

Verify that Enable logging is not selected.
Click Next.

Assign a drive letter or mount point to the volume. You must use the same
drive letter or mount point on all systems in the cluster. Make sure to verify the
availability of the drive letter before assigning it.

localhost - New Yolume Wizard
Add Drive Letter and Path
‘You can assign a drive letter to this volume. *
An MTFS mount point can not be assigned if the host is remote, @

(+ Assign a drive letker: -

(" Do not assign & drive letter

" Mount as an empky MTFS Folder:

< Back | Mext = | Cancel | Help ‘

To assign a drive letter, select Assign a Drive Letter, and choose a drive
letter.

To mount the volume as a folder, select Mount as an empty NTFS folder,
and click Browse to locate an empty folder on the disk.

If creating a Replicator Log volume for Symantec Storage Foundation
Volume Replicator, select Do not assign a drive letter.

Click Next.

Create an NTFS file system.
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localbost - Sew ¥Yolume Wizard | %]

Create File System

Yiou can Format this volume with & specific file system, label, compression method and
allocation size, Choosing the option "Default” wil allow the program ko provide optimal values
Foe the alocation unit size,

[ Format this volume

56“ AHE‘MM: FL PO P A PR O, S P B Al e S o S L i St B L L T i b ey LA o AT g
FAT3Z
FAT

Frbm-n upth-s: ......................................................................................................................
Allocation size: Dot vk 'i
Fie system label: [TNST1_DB1_MWoL

[~ Perform a quick format
| Enable fils and Folder compression
q MTFS: minimum wolume size is 3.000 ME

= Make sure that the Format this volume checkbox is checked and click

NTFS.

For a Volume Replicator configuration, for the Replicator Log volume only,
clear the Format this volume check box.

Select an allocation size or accept the default.

The file system label is optional. SFW makes the volume name the file
system label.

Select Perform a quick format if you want to save time.

Select Enable file and folder compression to save disk space. Note that
compression consumes system resources and performs encryption and
decryption, which may result in reduced system performance.

Note: If you plan to use this volume to install SQL Server, do not select the
Enable file and folder compression checkbox. The SQL Server installation
cannot copy files on a compressed or encrypted folder.

Click Next.
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10 Click Finish to create the new volume.
11 Repeat these steps to create additional volumes.

Create the cluster disk group and volumes on the first node of the cluster only.

Creating volumes for campus clusters

This section will guide you through the process of creating a volume on a dynamic
disk group for a campus cluster.

For creating volumes for other types of clusters:
= See “Creating volumes for high availability clusters” on page 100.
Before you begin, review the following topics:

= See “Considerations when creating disks and volumes for campus clusters”
on page 93.

= See “Adding disks to campus cluster sites” on page 100.

Use the following procedure to create dynamic volumes for a campus cluster.

Note: When assigning drive letters to volumes, ensure that the drive letters that you
assign are available on all nodes.

To create dynamic volumes

1 Launch the VEA console from Start > All Programs > Symantec > Veritas
Storage Foundation > Veritas Enterprise Administrator or, on Windows
2012 operating systems, from the Apps menu.

Click Connect to a Host or Domain.
3 Inthe Connect dialog box select the host name and click Connect.

To connect to the local system, select localhost. Provide the user name,
password, and domain if prompted.

4  To start the New Volume wizard, expand the tree view under the host node to
display all the disk groups. Right click a disk group and select New Volume
from the context menu.

You can right-click the disk group you have just created.
For example, INST1_DG.
At the New Volume wizard opening screen, click Next.

Select the disks for the volume as follows:



Installing and configuring SFW HA
Configuring disk groups and volumes for SQL Server

localhost - New Yolume Wizard

Assign Disks for Yolume

Storage Foundation will automatically select the disks used ta create the valume unless you choose to manually specify any of the

disks ko be used.

GroUp name: IINSTI_DG vl
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i+ fubo select disks
= Manually select disks

Avallable disks:

Selected disks:

Iiame PETL Size Add= |

=3 Harddisks P1COT4LO

8.500 GB
Add Al |
=Remove |
<=Remove Al |

[ Disable Track Alignment

conck |[TRES] conel |

Help |

Group name
Site preference

Select site from

Auto select disks

Manually select disks

Make sure the appropriate disk group is selected.
Select the Site Separated option.

Select the campus cluster sites. Press CTRL to select multiple
sites.

Note: If no sites are listed, the disks have not yet been added
to a site.

Automatic disk selection is recommended for campus clusters.

SFW automatically selects the disks based on the following
criteria:

= Their port assignment (disks with two different ports are
selected): Note that in the list of available disks, the entry
after each disk name starts with the port number. For
example, the “P3” in the entry P3COT2L1 refers to port 3.

= Amount of available space on the disks: SFW picks two disks
(one from each array) with the most space.

If you manually select disks, use the Add and Remove buttons
to move the appropriate disks to the Selected disks list.




Installing and configuring SFW HA | 107
Configuring disk groups and volumes for SQL Server

Disable Track You may also check Disable Track Alignment to disable track

Alignment alignment for the volume. Disabling track alignment means that
the volume does not store blocks of data in alignment with the
boundaries of the physical track of the disk.

Click Next.
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Specify the volume attributes as follows:

localhost - New Yolume Wizard E2
New ¥Yolume Wizard *
Select the attributes for this volume, @

Walume name: [INST1_DB1_WOL

Size: 10 [ =] axSiee |

Layout Mirror Info
[~ Mirrored
g Columns: I’Zj Total mirrars: |2_ﬂ
£~ Striped Stripe unit size (Seckors): | 128
P [ B o m [~ Mirror across: IPDI’t 'l

|~ Enablz logaing

Concatenated: & simple volume with a single copy
of data on one or more disks.,

< Back | Mext = I Cancel | Help |

Volume name Specify a name for the volume. The name is limited to 18 ASCII
characters and cannot contain spaces or forward or backward
slashes.

Size Specify a size for the volume. If you click Max Size, the Size

box shows the maximum possible volume size for that layout
in the dynamic disk group.

Layout Ensure that the Mirrored checkbox is selected.
Select either the Concatenated or Striped layout type.

If you are creating a striped volume, the Columns and Stripe
unit size boxes need to have entries. Defaults are provided. In
addition, click the Stripe across checkbox and select Ports
from the drop-down list.

Mirror Info Click Mirror across and select Enclosures from the drop-down
list.

When creating a site separated volume, as required for campus
clusters, the number of mirrors must correspond to the number
of sites. If needed, you can add more mirrors after creating the
volume.

Enable logging Verify that this option is not selected.
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Click Next.

8 Inthe Add Drive Letter and Path dialog box, assign a drive letter or mount point
to the volume. You must use the same drive letter or mount point on all systems
in the cluster. Make sure to verify the availability of the drive letter before

assigning it.

Add Drive Letter and Path
You can assign a drive letber to this volume, *
fin MTFS mount point can nok be assgned £ the host is remote, @

(% Bssgn & drive [stter: ]a -I

™ Do nok assign a drive letter

7 Mount 2= an empty NTFS folder: I

<gark |[ Hets | cance | Hep |

= To assign a drive letter, select Assign a Drive Letter, and choose a drive
letter.

= To mount the volume as a folder, select Mount as an empty NTFS folder,
and click Browse to locate an empty folder on the shared disk.

Click Next.
9 Create an NTFS file system.
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localbost - Sew ¥Yolume Wizard | %]

Create File System

Yiou can Format this volume with & specific file system, label, compression method and
allocation size, Choosing the option "Default” wil allow the program ko provide optimal values
Foe the alocation unit size,

[ Format this volume

ﬁm aﬂk‘mm: FL PO P A PR O, S P B Al e S o S L i St B L L T i b ey LA o AT g
FAT3Z
FAT

Frbm-n upth-s: ......................................................................................................................
Allocation size: Dot vk 'i
Fie system label: [TNST1_DB1_MWoL

[~ Perform a quick format
| Enable fils and Folder compression
q MTFS: minimum wolume size is 3.000 ME

» Make sure the Format this volume checkbox is checked and select NTFS.

= Select an allocation size or accept the default.

= The file system label is optional. SFW makes the volume name the file
system label.

= Select Perform a quick format if you want to save time.

= Select Enable file and folder compression to save disk space.

Note that compression consumes system resources and performs encryption
and decryption, which may result in reduced system performance.

s Click Next.
Click Finish to create the new volume.

Repeat these steps to create additional volumes as needed.

Note: Create the cluster disk group and volumes on the first node of the cluster
only.
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Managing disk groups and volumes

During the process of setting up an SFW environment, refer to these general
procedures for managing disk groups and volumes:

=  When a disk group is initially created, it is imported on the node where it is
created.

= Adisk group can be imported on only one node at a time.

= To move a cluster dynamic disk group from one node to another, unmount the
volumes in the disk group, deport the disk group from its current node, import
it to a new node and mount the volumes.

Managing disk groups and volumes involves the following:
= See “Importing a disk group and mounting a volume” on page 111.

= See “Unmounting a volume and deporting a disk group” on page 112.

Note: (Disaster recovery configurations only) If your storage devices are SCSI-3
compliant, and you wish to use SCSI-3 Persistent Group Reservations (PGR), you
must enable SCSI-3 support using the Veritas Enterprise Administrator (VEA >
Control Panel > System Settings). See the Symantec Storage Foundation
Administrator’s Guide for more information.

Importing a disk group and mounting a volume
Use the VEA Console to import a disk group and mount a volume.
To import a disk group

1 From the VEA Console, right-click a disk name in a disk group or the group
name in the Groups tab or tree view.

2 From the menu, click Import Dynamic Disk Group.
To mount a volume
1 If the disk group is not imported, import it.

2 To verify if a disk group is imported, from the VEA Console, click the Disks tab
and check if the status is imported.

3 Right-click the volume, click File System, and click Change Drive Letter and
Path.

4  Select one of the following options in the Drive Letter and Paths dialog box
depending on whether you want to assign a drive letter to the volume or mount
it as a folder.
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= To assign a drive letter, select Assign a Drive Letter, and select a drive
letter.

= To mount the volume as a folder, select Mount as an empty NTFS folder,
and click Browse to locate an empty folder on the shared disk.

5 Click OK.

Unmounting a volume and deporting a disk group
Use the VEA Console to unmount a volume and deport a disk group.
To unmount a volume and deport the dynamic disk group

1 From the VEA tree view, right-click the volume, click File System, and click
Change Drive Letter and Path.

2 Inthe Drive Letter and Paths dialog box, click Remove.
Click OK to continue.
Click Yes to confirm.

From the VEA tree view, right-click the disk group, and click Deport Dynamic
Disk Group.

5 Click Yes.

Adding drive letters to mount the volumes

Occasionally, when a disk group is imported a drive letter may not be associated
with an existing volume. If this occurs, use the VEA console to add a drive letter
and mount the volume so that it can be seen by the operating system. You can also
mount the volume as a folder. Verify that all volumes are mounted.
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To add a drive letter or path to a volume
1 Navigate to the volumes folder.

2 Right-click the volume, click File System and click Change Drive Letter and
Path.

localhost - Drive Letter and Paths E3

— ‘fou can assign of change a drive letter For this valume.
- An NTFS mount point cannot be assigned if the host is remake,

| Madify

! REMnvE

+ Assign a drive letter: IF: vl
£~ Mount as an empty NTFS Folder: I Browse |

]9 I Cancel | Help |

In the Drive Letter and Paths dialog box, click Add.

Select one of the following options depending on whether you want to assign
a drive letter to the volume or mount it as a folder.

= To assign a drive letter, select Assign a Drive Letter and select a drive
letter from the drop-down list.

= To mount the volume as a folder, select Mount as an empty NTFS folder
and click Browse to locate an empty folder on the shared disk.
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Note: Assign the same drive letter or mount path that was assigned when the
volume was created.

5 Click OK.

Configuring the cluster using the Cluster
Configuration Wizard

After installing the software, set up the components required to run Symantec
Cluster Server. The VCS Cluster Configuration Wizard (VCW) sets up the cluster
infrastructure, including LLT and GAB, the user account for the VCS Helper service,
and provides an option for configuring the VCS Authentication Service in the cluster.
The wizard also configures the ClusterService group, which contains resources for
notification and global clusters (GCO). You can also use VCW to modify or delete
cluster configurations.

Note: After configuring the cluster you must not change the names of the nodes
that are part of the cluster. If you wish to change a node name, run VCW to remove
the node from the cluster, rename the system, and then run VCW again to add that
system to the cluster.

Note the following prerequisites before you proceed:

= The required network adapters, and SCSI controllers are installed and connected
to each system.
To prevent lost heartbeats on the private networks, and to prevent VCS from
mistakenly declaring a system down, Symantec recommends disabling the
Ethernet auto-negotiation options on the private network adapters. Contact the
NIC manufacturer for details on this process. Symantec recommends removing
Internet Protocol TCP/IP from private NICs to lower system overhead.

= Verify that the public network adapters on each node use static IP addresses
(DHCP is not supported) and name resolution is configured for each node.

= Symantec recommends that you use three network adapters (two NICs
exclusively for the VCS private network and one for the public network) per
system. You can implement the second private link as a low-priority link over a
public interface. Route each private NIC through a separate hub or switch to
avoid single points of failure. Symantec recommends that you disable TCP/IP
from private NICs to lower system overhead.
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Note: If you wish to use Windows NIC teaming, you must select the Static
Teaming mode. Only the Static Teaming mode is currently supported.

Use independent hubs or switches for each VCS communication network (GAB
and LLT). You can use cross-over Ethernet cables for two-node clusters. GAB
supports hub-based or switch network paths, or two-system clusters with direct
network links.

Verify the DNS settings for all systems on which the application is installed and
ensure that the public adapter is the first adapter in the Connections list.
When enabling DNS name resolution, make sure that you use the public network
adapters, and not those configured for the VCS private network.

The logged on user must have local Administrator privileges on the system
where you run the wizard. The user account must be a domain user account.

The logged on user must have administrative access to all systems selected
for cluster operations. Add the domain user account to the local Administrator
group of each system.

If you plan to create a new user account for the VCS Helper service, the logged
on user must have Domain Administrator privileges or must belong to the Domain
Account Operators group.

When configuring a user account for the VCS Helper service, make sure that
the user account is a domain user. The VCS High Availability Engine (HAD),
which runs in the context of the local system built-in account, uses the VCS
Helper Service user context to access the network. This account does not require
Domain Administrator privileges.

Make sure the VCS Helper Service domain user account has "Add workstations
to domain" privilege enabled in the Active Directory.

Verify that each system can access the storage devices and each system
recognizes the attached shared disk.

Use Windows Disk Management on each system to verify that the attached
shared LUNSs (virtual disks) are visible.

If you plan to set up a disaster recovery (DR) environment, you must configure
the wide-area connector process for global clusters.

If you are setting up a Replicated Data Cluster configuration, add only the
systems in the primary zone (zone 0) to the cluster, at this time.
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To configure a VCS cluster using the wizard

1

Start the VCS Cluster Configuration Wizard from Start > All Programs >
Symantec > Veritas Cluster Server > Configuration Tools > Cluster
Configuration Wizard or, on Windows Server 2012 operating systems, from
the Apps menu in the Start screen.

Read the information on the Welcome panel and click Next.
On the Configuration Options panel, click Cluster Operatio